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Beware of Icebergs Ahead: How to Navigate Federal Rules Changes and Terabytes of 
 E-Discovery to Avoid Titanic Sanctions 

 
This panel will discuss the recent changes to the Federal Rules of Civil Procedure as they 

pertain to e-discovery, as well as recent case law interpreting the new rules in the bankruptcy 
context. Our e-discovery expert and our bankruptcy practitioners will discuss the rules from the 
perspective of debtors, creditors and litigation targets in commercial bankruptcy cases. 
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I. Fact Pattern (The Demise of CountingCash Corp. and the Fate of its Confidential 

Information) 
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a. 5 Tips for Meeting the New Federal Discovery Rules by Alison Grounds (December 23, 

2105) 

b. eDiscovery: Dispelling the Top 5 Misconceptions by Alison Grounds & John Hutchins 

(June 5, 2013) 

c. 2015 Revisions to the Federal Rules of Civil Procedure: Overview & Practice Pointers by 

Alison Grounds, Bennet Moskowitz, & Alexandra Reyes (January 5, 2016) 

d. eDiscovery Ethics & Professionalism: Unique Challenges in the Era of Big Data by 

Alison Grounds (March 16, 2015) 

III. Guidance from the Bankruptcy Experts 

a. Best Practices Report on Electronic Discovery (ESI) Issues in Bankruptcy Cases, The 

Business Lawyer, August 2013, Volume 68, Issue 4.  

b. Ethical Issues in Connection with Electronic Discovery by Richard Wasserman & Jessica 

F. Woods  

c. Developments on a Local Level 

i. The State Bar of California Standing Committee on Professional Responsibility 

and Conduct- Formal Opinion No. 2015-193 

ii. Delaware Bankruptcy Court Local Rules 
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iii. United States District Court for the Northern District of California- Guidelines 

for the Discovery of Electronically Stored Information (Updated December 1, 

2015) 

iv. United States District Court for the Eastern District of Michigan-Model Order 

Relating to the Discovery of Electronically Stored Information (ESI) and 

Checklist for Rule 26(f) Meet and Confer regarding ESI 

v. United States Bankruptcy Court for the Eastern District of Michigan- Local 

Rules effective February 1, 2016 

d. Memorandum to the Business Bankruptcy Committee of the Business Law Section of the 

American Bar Association by Judith Greenstone Miller (October 2, 2015). 1 
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a. New Products Corp. v. Tribble (In re Modern Plastics Corp.), AP No. 13-80252, Docket 

items 138 & 139 (Bankr. D. Mich. July 23, 2015). 

b. Brown v. Tellermate Holdings Ltd., No. 2:11-cv-1122, 2014 WL 298�051 (S.D. Ohio, 

July 1, 2014). 

c. Small v. University Medical Center of Southern Nevada, No. 2:13-cv-298, 2014 U.S. 

Dist. LE;IS 114406 (D. Nev., Aug. 18, 2014).  
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The DePise of CountingCash CorS� and the Fate of its Confidential InforPation  
by -effrey :axPan 

 
CountingCash Corp. is an accounting and financial advising firm with a wide clientele of 
companies, investment consortiums, and high net worth individuals.  CountingCash also 
provides services to certain customers in a capacity as a trustee.  CountingCash¶s main office, 
including its central accounting department and all operational personal, is based in Jacksonville, 
but it has offices throughout the southeast, and employs over 250 CPAs.  CountingCash has four 
principals, three of which are minority shareholders, and one of which owns more than half of all 
equity.  CountingCash frequently serves as escrow agent for certain transactions of its clients as 
well as in its role as trustee, and all such funds are held in CountingCash¶s escrow accounts 
which are managed by the main office in Jacksonville.  The other three principals were based in 
branch offices. 
  
In 2015, during a routine audit, CountingCash became aware that money was missing from the 
firm¶s escrow accounts.  After an investigation, it was determined that the maMority owner, with 
the assistance of the firm¶s comptroller and unbeknownst to the minority principals, had 
embezzled more than �10 mil. from the firm¶s operating and escrow accounts.  Within a week 
after the discovery that the escrow accounts had been ransacked, the maMority owner of 
CountingCash resigned.  Almost immediately, a number of CountingCash¶s clients sued the firm 
and all four principals for the missing money.  Additionally, CountingCash and the four 
principals were sued by a party who had entered into an agreement with the maMority owner 
(unbeknownst to the other shareholders) to loan �1 million to CountingCash.   Within two 
months after the discovery of the embezzlement, all but a handful of the firm¶s employees 
announced that they were leaving CountingCash for other firms.  Shortly thereafter, 
CountingCash filed for Chapter 11. 
  
Prior to CountingCash filing for bankruptcy, it had fifteen offices in five states.  Among 
CountingCash¶s assets were approximately 300 computers, each of which had a hard drive. 
Additionally, each of the offices had file cabinets full of records that included personally 
identifiable information, multiple printers, and at least one, if not multiple, copiers.  Additionally 
CountingCash had a central server which was stored off-site which housed all email and 
documents that were saved to the server.  As of the Petition Date, the Debtor¶s servers had more 
than 10 terabytes of data, including more than 5 million emails dating back two years prior to the 
petition date.  CountingCash also leased a warehouse that contained old files for each of their 
clients, some of which dated back more than twenty years.  On the petition date, the Debtor 
moved to reMect the leases for all but one of CountingCash¶s offices and to reMect the lease of the 
warehouse facility.  
  
Upon the filing of the bankruptcy petition, the civil action filed against CountingCash and its 
principals for the return of the loaned money was stayed solely with respect to the Debtor.  The 
plaintiff in the civil action sought to compel the three remaining principals of CountingCash to 
respond to document requests, which also included documents in the Debtor¶s possession.  As of 
the petition date, CountingCash had less than �50,000 in cash, and all of its former IT personnel 
had resigned.   
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5 Tips for Meeting the New Federal 

Discovery Rules
Alison Grounds  /  Special to the Daily Report

December 23, 2015 

Alison A. Grounds

New amendments to the Federal 

Rules of Civil Procedure became 

e�ective on Dec. 1. Are you ready?

The focus of this column is answering 

one simple question: how will these 

changes a�ect the way you handle 

discovery? To comply with the spirit 

and the letter of these rule changes, 

you may need to make some adjust-

ments to your discovery practice.

The revised rules emphasize case management and proactive discovery by adding several mechanisms 

to front-load discovery decisions and emphasize proportionality in the discovery process. They also 

provide guidance for when sanctions for failure to preserve electronically stored information (ESI) are 

appropriate.

How courts will apply these rules is subject to debate, but if you adhere to the �ve practice pointers 

below, you should be in good shape to avoid sanctions, reduce risks and get to the merits of your case 

without a discovery sideshow.

1. Add New Players to Your Roster: Consult With Appropriate 
E-Discovery Professionals

The single most e�ective thing you can do to ensure you comply with the new rules and manage the 

discovery process e�ciently is to engage or involve appropriate resources, including lawyers with an 

understanding of the revised rules, old rules, relevant case law and the practical intersection of these 

rules and laws with ever-evolving technology.

1 of 5
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The complexity of this space has created an entire industry of professionals, both legal and 

technical, who focus on staying current on the law and technology and who have practical daily 

experience. Such professionals can help reduce risks and decrease costs by assisting with the other 

items identi�ed below.

2. Develop and Implement a Reasonable Preservation Plan

One of the key motivators behind this round of changes to the rules was to provide a more uniform 

approach to when courts should impose the most severe spoliation sanctions for failure to preserve 

relevant ESI.

The changes to Rule 37 provide that if ESI that should have been preserved in the anticipation or 

conduct of litigation is lost "because a party failed to take reasonable steps to preserve it, and the 

ESI cannot be restored or replaced through additional discovery," the court may employ di�erent 

remedial measures and sanctions depending on the nature of the loss.

Under revised Rule 37, the most severe sanctions are limited to cases where a party acted with the 

intent to deprive another party of the information's use in the litigation (Rule 37(e)(2)).

Spoliation battles will require an analysis into the preservation steps taken and the reason for any 

loss of relevant information that prejudices the requesting party.

A reasonable preservation plan to protect against sanctions requires considering the facts of each 

case and understanding the scope and nature of potentially relevant data sources. You cannot 

preserve what you do not know exists. Make sure you involve appropriate personnel (IT, key 

custodians, outside counsel, in-house counsel, service providers, etc.) in the discussion to identify 

relevant systems and practices.

Document your decisions by noting when the various aspects of the preservation plan are 

implemented and by whom: distributing and tracking the legal hold notice, collecting data for 

preservation (if required), disabling auto-delete or over-writing of speci�c systems (if applicable), 

suspending processes for deletion of ESI from departing employees subject to the hold, etc.

If preservation is later questioned, it will likely be months or years later. If you fail to document the 

process, you may have a harder time showing it was reasonable. We will discuss the burden of proof 

issues in such battles in a future column.

2 of 5
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3. Throw Away Your Templates for Rule 34 Requests

The federal rules, and some of the courts applying them, have tried for years to warn against overly 

broad document requests and encourage proportionality in the process. But the ever-increasing 

volume of data and corresponding increased costs to preserve, collect, �lter, analyze and produce 

relevant information in litigation prompted a renewed emphasis on proportionality in the scope of 

discovery in the revised rules.

As revised, Rule 26(b)(1) moves proportionality considerations front and center and allows a party 

to "obtain discovery regarding any nonprivileged matter that is relevant to any party's claim or 

defense and proportional to the needs of the case, considering the importance of the issues at 

stake in the action, the amount in controversy, the parties' relative access to relevant information, 

the parties' resources, the importance of the discovery in resolving the issues and whether the 

burden or expense of the proposed discovery outweighs its likely bene�t."

Ensuring that discovery requests are not overly broad and are proportional to the speci�c issues in 

the case requires understanding the nature of the speci�c claims and defenses and looking hard at 

each Rule 34 request to decide when you really need "any and all documents" related to a topic and 

when "documents su�cient to show" a speci�c fact or issue will meet your needs.

Proportionality also requires thinking about the most e�cient way to get the information sought 

based on its signi�cance to the overall matter. The most e�cient discovery tool may be a request 

to admit, a stipulation, an interrogatory or a deposition rather than a broad document request to 

search through emails and ESI. Proportionality may also require phasing discovery and using 

categorical privilege logs or other creative case-speci�c solutions.

4. Throw Away Your Templates for Rule 34 Objections

Similarly, responding parties can no longer serve blanket objections without specifying what they 

actually plan to produce or withhold and by when.

An objection to a Rule 34 request must state: (1) "with speci�city the grounds for objecting" to the 

request, including the reasons; and (2) whether anything is being withheld on the basis of the 

objection.

3 of 5
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An objection that states the limits that have controlled the search for responsive and relevant 

materials (e.g., temporal or source limitations) quali�es as a statement that materials have been 

"withheld." To make speci�c objections related to proportionality, counsel will need to engage in 

early discussions with clients (and opposing parties) regarding potential sources of information 

(custodians, systems, devices, etc.) and the scope of discovery, including relevant date ranges, 

topics and the identi�cation of sources that may be inaccessible due to undue cost or other 

burdens.

Under the amendments, if a party elects to produce copies of documents or ESI, instead of 

permitting an inspection, the production must be completed no later than the time for inspection 

speci�ed in the request or another reasonable time speci�cally identi�ed in the response. When it 

is necessary to make the production in stages, the response should specify the beginning and end 

dates of the production.

Throw away those form responses that simply state that you object to requests as overly broad and 

burdensome, but will produce responsive documents that are not objectionable or privileged, if 

they exist, at some point in the future. Providing beginning and end dates for productions will 

require actual knowledge of the universe of potential production documents—including the 

volume that remains after ESI is collected, de-duplicated, processed, �ltered, reviewed and c

onverted to the agreed-upon production format. Timelines must also factor in the time necessary 

to complete each phase of the document production process.

Practitioners must understand their clients' information systems and data with su�cient detail to 

develop a plan for collection and production within a speci�c time frame in a response to Rule 34 

requests. In complex matters with diverse ranges of potentially relevant sources, planning for these 

issues will need to begin before discovery requests are served to allow su�cient time to gather the 

required details and data (see below).

5. Collect Data Before Document Requests Are Served

The revised rules intentionally speed up the discovery process by reducing the time limit for service 

of process in Rule 4(m), allowing early service of Rule 34 discovery requests before the Rule 26 meet 

and confer process and requiring parties to provide the estimated timing of rolling productions 

(see above). Prior e�orts to inspire early discussion and management of discovery issues fell short 

and the rules now re�ect aggressive timelines that will be challenging to meet without early and 

proactive discovery management.

4 of 5
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Complying with the revised rules requirements to provide speci
c information regarding objections 

as well as timing of productions will require collecting at least some documents and data before you 

even receive discovery requests and before you serve your responses and objections. Having data in 

hand allows you to test search terms, analyze volume, and have a more realistic idea of how much 

time it will take to 
lter, review, analyze and produce relevant information.

Early data collection also will help you understand the facts of your case, support proportionality 

arguments and comply with your duties under Rules 1 and 26(g). Waiting until the clock starts 

ticking for a response to start the discovery process will not leave you enough time to gain a 

su�cient and accurate understanding of the scope of ESI at issue to meet the requirements of the 

revised rules.

Finally, federal Rule 1 provides that the scope and purpose of the federal rules are to secure the 

"just, speedy and inexpensive determination of every action and proceeding." The amendments 

clarify that Rule 1 should be construed, administered "and employed by the court and the parties" 

to achieve these goals.

Revised Rule 1 is not intended to "invite ill-founded attempts to seek sanctions for violating a duty 

to cooperate," but the duty to cooperate to ensure the case is e�ciently resolved overlays all of the 

revised rules and obligations and requires counsel to proactively manage discovery.

The emphasis on case management and proportionality will require practitioners to address 

e-discovery issues early and proactively. Pushing back discussions and decisions regarding 

substantive discovery issues (with both clients and adversaries) or delaying the collection and 

analysis of potential document and data sources will put counsel (and their clients) at risk of 

violating their duties under the rules.

The most common errors and issues in the e-discovery space arise from failures to understand 

technical issues and to manage the discovery process proactively and e�ciently. Hopefully, these 

amendments will improve the emphasis placed on discovery planning and management. 

We shall see.

Alison Grounds is a litigation partner with Troutman Sanders in Atlanta. She is also the managing 

director of Troutman Sanders eMerge, a wholly-owned subsidiary focused on providing legal and 

technical solutions to e�ectively manage e-discovery from preservation through trial.

For More Information Contact:  alison.grounds@troutmansanders.com

5 of 5
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Continued on the next page ...
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Prepare to purge some outdated notions, and get your 

eDiscovery game on. E�ective use and analysis of electronically 

stored information (“ESI”) can create e�ciencies and provide 

key insights into the merits of your claims or defenses. But the 

utility of ESI is often lost when lawyers cling to past ideas of what 

discovery entails, and fail to account for the unique technical and 

legal issues associated with discovering ESI. The “e” in eDiscovery 

causes some to assume that discovery and eDiscovery are two 

separate concepts that can be addressed independently, rather 

than as part of an overall discovery strategy.

In reality – most discovery revelations, disputes, and costs relate 

to ESI. The “e” has some utility in drawing attention to the unique 

issues related to ESI, but failing to account for ESI as the main 

component of discovery is a costly misconception that needs to 

be dispelled – along with a few more.

“eDiscovery is only an issue in ‘big’ cases.”

This widely-held belief is steadily eroding as the realities of 

eDiscovery hit home for even the smallest of matters. But there 

are still many lawyers who ignore ESI; handle ESI with the same 

practices that worked for paper; or try to convince themselves 

that if you print an electronic document, it is no longer “ESI.” This 

is especially true in “smaller” cases where the lawyers assume 

they can just print a few emails and call it a day.

In an era of hand-held devices that can create and store multiple 

gigabytes of data, the information created and stored by just one 

person in the course of one year can easily exceed the equivalent 

of hundreds of boxes of traditional paper �les. We are a data-

driven society where businesses and individuals depend on ESI 

to function. Accordingly, every matter of any size should have 

some eDiscovery – arbitrations, divorce actions, bankruptcies, 

regulatory investigations, breach of contract disputes. . . .

Few individuals, much less companies, are generating documents 

by anything other than electronic means. The typewriter may be 

making a small comeback with some hipsters in co�ee houses, 

but most of us are creating vast amounts of ESI on our laptops, 

desktops, tablets, phones/cameras, and inputting or uploading 

a wide array of information to servers, databases, and other 

shared locations, both in and out of “the cloud.”

Accordingly, even small cases require the proper preservation, 

identi�cation and analysis of ESI to establish facts and focus the 

issues.

“My ‘Tried and True’ Discovery Practices Will Su�ce for ESI”

The shift to ESI still has not caught up to some who believe you 

can preserve, collect, review, and produce this vast amount of 

information without making any changes to your hard copy 

discovery practices. Discovery of ESI is a di�erent animal than 

locating some key paper �les, or sifting through a warehouse of 

boxes. The volume and nature of ESI require di�erent strategies, 

tools, and people to ensure the cost and burdens do not swallow 

the utility of the information.

“Standard” discovery requests, protocols, con�dentiality 

agreements, and budgets must be updated to address the 

unique legal and technical issues associated with ESI. You can 

no longer simply send a list of documents to a custodian and 

ask them to “gather” them without involving appropriate people 

who understand the technical issues associated with preserving, 

identifying, and copying ESI in a manner that preserves relevant 

evidence and metadata.

“The ‘e’ in ‘eDiscovery’ stands for ‘email.’”

Some lawyers view email as the only relevant source for 

eDiscovery or think that eDiscovery is only an issue if you have 

to use search terms to locate information. Documents that are 

stored electronically, but not attached to emails, are treated 

di�erently by printing, or forwarding them to the lawyer, one at 

a time. These documents are still ESI and should be collected in a 

manner that allows you to take advantage of useful information 

such as an accurate date created, custodian, and �le path. 

Such information needs to be preserved, but it is also useful 

to e�ciently use the information. Avoid a piecemeal collection 

approach and develop a strategy that helps you collect ESI in a 

way that avoids duplication of e�ort and loss of evidence.

eDiscovery: Dispelling the Top 5 Misconceptions
Information Intersection Blog Posted: June 5, 2013 Link to Article
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The misconception that ESI is limited to email negatively impacts 

the e�cient management of the discovery process because it 

shared drives, databases, and proprietary systems; and

increasing downstream costs and ine�ciencies.

Email can be a key source of ESI, and one of the most burdensome 

sources to analyze e�ciency, but it should not be viewed as the 

sole source of ESI. Any discovery plan should account for email, 

as well as other ESI sources.

“eDiscovery is easy.”

A better way of stating this misconception is that ESI can quickly 

and cheaply be located and produced. This has been referred to 

as the “Google a�ect.” We are all spoiled by the ability to type a 

single word – or even the �rst few letters of a word – into a web-

based search engine which then automatically completes our 

query and, within seconds, retrieves relevant information from 

the entire web of servers. Magic.

The power of search engines and the common experience of 

searching on the Internet for data may lead one to think that 

�nding all documents related to a construction project should 

be as simple as typing the name of the project into a computer 

where the results instantly appear. Not so fast.

Let’s take email as a simple example. We are all accustomed 

to quickly locating emails in our own mailboxes by typing key 

words or sorting by senders – easy and fast. But searching for 

emails across multiple mailboxes is not so simple. Even if email 

is stored on a central server, most standard email applications 

do not come equipped with functionality that permits accurate 

searching for terms or email addresses across multiple mailboxes. 

Rather, searches must be manually run one mailbox at a time. 

Furthermore, most common email applications only search the 

content of the email itself and not attachments. Accordingly, to 

accurately perform a simple single-term search of multiple users’ 

emails and their corresponding attachments requires that a 

party invest in specialized software, or export all of the relevant 

mailboxes and send them to a technology service provider who 

itself has the necessary software to perform such searches. The day 

will come when all email applications come standard with tools for 

eDiscovery search and retrieval, but currently, most do not.

This notion of “easy” eDiscovery also includes the misguided 

belief that search terms are accurate and will generate responsive 

ESI. Even those most well-crafted search terms will be overly 

broad and under inclusive. And just because a document hits 

on a term, does not mean it is relevant to your facts. Similarly, 

documents which do on hit on speci�c terms may be responsive, 

but missed due to the over-reliance on search terms and failure 

to test and sample.

Email is just one example of the di�culties created by large 

volumes of dispersed ESI which needs to be searched or 

culled down to some useable universe of potentially relevant 

information. It is not easy, fast, or cheap. Understanding the 

burdens and costs involved will help you plan for eDiscovery 

and avoid missing deadlines.

“Every relevant document will be exchanged in discovery.”

Discovery perfection is not possible and should not be the goal 

of the discovery process. The days of identifying and producing 

every document related to a dispute are over in all but the 

smallest of matters. The costs and burdens are simply too great 

to scour the electronic universe for everything related to a 

matter.

ESI is easy to create, copy, store, and delete. Accordingly, it 

proliferates to disparate locations that are not easy to search or 

retrieve. Even if all of the documents related to a matter exist and 

are properly preserved, in many matters, it is cost prohibitive to 

identify, collect, and analyze all such information.

The incomprehensible volume means there will be documents 

that relate to claims or defenses that will not get exchanged 

even if all parties handle discovery in a good faith manner and 

use reasonable e�orts. The reality that not all documents will be 

produced does not mean that parties should be permitted to 

avoid their obligations to conduct discovery in good faith and in 

a reasonable manner.

Once the realities and unique challenges of ESI and eDiscovery 

are accepted, ESI can be a tool to a�rmatively move matters 

forward and resolve disputes rather than just being an expensive 

distraction.
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2015 Revisions to the Federal Rules of Civil Procedure: 
Overview & Practice Pointers

�����	�
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�������	���	d�������

January 5, 2016

I. Introduction 

The continuing evolution of the legal landscape to address the practical, technical, and 
legal challenges of managing data in modern litigation is scheduled for another milestone. New 
amendments to the Federal Rules of Civil Procedure (“Federal Rules” or “Rules”) became
effective on December 1, 2015 – unless Congress adopts legislation to reject, modify or defer 
them.1

These amendments are the result of over four years of discussions and work by the Civil 
Rules Advisory Committee (“Rules Committee”) operating under the Committee on Rules of 
Practice and Procedure of the Judicial Conference (“Standing Committee”). The process 
involved many regional and national meetings, public hearings, and over 2,300 written 
comments.2

These changes began their journey from theory to rule when many lawyers and judges 
began pushing for improved case management, proportionality, and cooperation in the execution 
of the discovery process, as the volume of electronically stored information (“ESI”) continued to 
exponentially increase and complicate the litigation process. Many lawyers and judges felt prior 
rule changes failed to curtail increasing costs and led to disproportionate discovery burdens, as 
well as inconsistent court rulings concerning preservation duties and sanctions related to the loss 
of data.3  Though the full impact of the amended rules will not be known for years, the following 
overview and practice pointers will assist practitioners with navigating the key aspects of the 
changes.

II. The Amendments 

A. Clarification That the Court and the Parties Should Cooperate To Achieve 
the Goals of the Federal Rules.

Federal Rule 1 provided that the scope and purpose of the Federal Rules are to secure the 
“just, speedy, and inexpensive determination of every action and proceeding.”4  The amendments

                                                
1 ��� The 2015 Civil Rules Package As Transmitted to Congress, Thomas Y. Allman, 16 Sedona Conf. J. 
__( forthcoming 2015) (providing a detailed procedural history to the proposed changes and well as the 
various views expressed during the process).
2 Id. at 4-5.
3 ��� �d. at 2-4.
4 Fed. R. Civ. P. 1. 
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clarify that Rule 1 should be construed, administered “�	d���!����d�"���#��$������	d��#��
!������” to achieve these goals.  

The amendment to Rule 1 is not intended to “invite ill-founded attempts to seek sanctions 
for violating a duty to cooperate.”5   Therefore, the amendment stops short of re=uiring the 
parties to “cooperate” in achieving the goals set forth in Rule 1.  The final version of the Rule 1 
Committee Note clarifies that the amendment “does not create a new or independent source of 
sanctions” or “abridge the scope of any other of these rules.”6

'. Amendments to Improve Overall Case (ana)ement.

Several of the amendments to Federal Rules 4, 16, 26, and 34 are intended to improve 
case management by the parties and the court. 

1. Time to Serve Process is Reduced. 

The time limit governing service of process set forth in Rule 4(m) is reduced from 120 
days to 90 days.  This shorter time period is intended to “reduce delay at the beginning of the 
litigation.”7  The amendments do not change the provision in Rule 4(m) re=uiring the court to 
extend the time for service “if the plaintiff shows good cause for the failure.”8

2. Waiver of Service Forms Will Be Incorporated into Rule 4(d).

The amendments abrogate Rule 84 and the Appendix of Forms appended to the Rules, 
and will incorporate certain of the abrogated forms relating to waiver of service (former Forms 5 
and 6) directly into Rule 4(d).9  

3. Discovery Requests Will Be Allowed Before the 26(f) Conference. 

The amendments add a new provision to Rule 26 allowing the service of Rule 34 
document re=uests before the Rule 26(f) “meet and confer” conference. The purpose of this 
amendment is to facilitate a focused discussion about discovery during the Rule 26(f) 
conference, which may ultimately produce changes in the re=uests.10

                                                
5 June 2014 Advisory Committee Report, attached to Chief Justice Roberts, Transmittal Memo and 
Exhibits (April 29, 2015), at 13, �%����"������http>??www.uscourts.gov?file?document?congress-materials
(collectively referred to as the “Rules Transmittal”). 
6 Committee Note, attached to Rules Transmittal, ��!���note 5, at 2. (Citations to the text of the 
amendments and the Committee Notes are to the internally numbered pages of the Exhibit to the 
September 26, 2014 Memorandum, which is attached to the Rule Transmittal, beginning at (unnumbered) 
page 45.)
7 Id. at 4. 
8 Fed. R. Civ. P. 4(m). 
9 ����Allman at 25.
10 Committee Note, attached to Rules Transmittal, ��!���note 5, at 25.
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To calculate the response time to these “Early Rule 34 Re=uests,” the re=uests will be 
treated as having been served at the first Rule 26(f) meeting.11  Rule 34 was also amended to 
address the time to respond to early document re=uests.12   

3. Schedulin+ Conference and Schedulin+ ,rders.

@nder the amendments, Rule 16 no longer refers to holding a scheduling conference by 
“telephone, mail, or other means.”13  The amended version of Rule 16(b)(1)(A) merely re=uires
consultation “at a scheduling conference.”14  The Committee Note explains that the conference 
may be held “in person, by telephone, or by more sophisticated electronic means,” and further
reiterates that the scheduling conference will be more effective if the court and the parties engage 
in “direct simultaneous communication.”15

The amendments also affect the specified permitted content of scheduling orders in three 
main ways.  

First, the scheduling order may provide for “disclosure, discovery, or preservation” of 
ESI.16  This change corresponds to the amendment to Rule 26(f)(3)(C), which re=uires that 
parties state their views on “disclosure, discovery, or preservation of ESI” during the scheduling 
conference. 

Second, the amendment expressly provides for the inclusion of any agreements reached 
under Federal Rule of Evidence 502 regarding waiver of privilege.17  This amendment tracks the 
language added to Rule 26(f)(3)(D), which re=uires that parties discuss whether to seek an order 
under FRE 502. 

Third, the scheduling order may provide that the parties are re=uired to re=uest a 
conference with the court before moving for an order related to discovery.18  The decision 
whether to re=uire such a conference will still be left to the judge in each case.  Aut the rule is 
intended to encourage discovery dispute conferences, as many judges who hold them find that 
they are an efficient way to resolve discovery disputes without the delay and burdens associated 
with filing formal motions.19

                                                
11 Id.
12 “The party to whom the re=uest is directed must respond in writing within 30 days after being served or 
– if the re=uest was delivered under Rule 26(d)(2) – within 30 days after the partiesB first Rule 26(f) 
conference.  A shorter or longer time may be stipulated to under Rule 29 or be ordered by the court.”  
Amended Fed. R. Civ. P. 34(b)(2)(A), attached to Rules Transmittal, ��!���note 5, at 31. 
13 Committee Note, attached to Rules Transmittal, ��!���note 5, at 7. 
14 Amended Fed. R. Civ. P. 16(b)(1)(A), attached to Rules Transmittal, ��!���note 5, at 5.
15 Committee Note, attached to Rules Transmittal, ��!���note 5, at 7. 
16 Amended Rule 16(b)(3)(A)(iii), attached to Rules Transmittal, ��!���note 5, at 6. 
17 Amended Rule 16(b)(3)(A)(iv), attached to Rules Transmittal, ��!���note 5, at 7. 
18 Amended Rule 16(b)(3)(A)(v), attached to Rules Transmittal, ��!���note 5, at 7 (the scheduling order 
may “direct that before moving for an order relating to discovery, the movant must re=uest a conference 
with the courtC.D”). 
19 Committee Note, attached to Rules Transmittal, ��!���note 5, at 9.
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C. Proportionalit* Re+uirements Appear ,arlier In Rule 2-./0 to ,mphasi1e 
Their Consideration Sooner in the 2iscover* Process.

1. Former Rule 26(-) and Proportional Discovery. 

In 1983, the Supreme Court amended Rule 26(b) to re=uire that courts limit discovery 
where “the burden or expense of the proposed discovery outweighs its likely benefit, considering 
the needs of the case, the amount in controversy, the partiesB resources, the importance of the 
issues at stake in the action, and the importance of the discovery in resolving the issues.”20  Rule 
26(b) was amended again in 2006, to respond to the prevalence of e-discovery and ESI, by 
adding limitations on the discovery of ESI.21

The current changes to the Rules were inspired by many thought leaders and practitioners 
who have expressed that the proportionality provisions have not been utiliEed to focus discovery 
efforts in an era when the exponentially increasing volume of information is impeding the just, 
speedy and inexpensive determination of legal disputes.  Accordingly, the Advisory Committee 
expressed in 2010 that the 1983 and 2006 amendments to Rule 26(b) were not having their 
“desired effect” of reducing the burden and expense of discovery.22  

2. Revisions to 26(-) and Anticipated Impact.

@nder the amendments, the proportionality factors are relocated from Rule 26(b)(2)(C) to 
Rule 26(b)(1).  Therefore, the amended proportionality rule reads more as an initial, necessary
consideration concerning the scope of discovery rather than merely as a potential limitation to 
the scope of discovery. 

The amendments also include a new proportionality factor> consideration of “the partiesB 
relative access to the information.”23  This new factor is intended to address the “information 
asymmetry” that often occurs where one party (often an individual plaintiff) may have very little 
discoverable information as compared to another party (often a corporate defendant) that may 
have vast amounts of discoverable information.24  In practice, these circumstances often mean 
that the burden of responding to discovery lies more heavily on the party that has more 
information. 

                                                
20 Fed. R. Civ. P. 26(b)(2)(C)(iii). 
21 “A party need not provide discovery of electronically stored information from sources that the party 
identifies as not reasonably accessible because of undue burden or cost. Fn motion to compel discovery 
or for a protective order, the party from whom discovery is sought must show that the information is not 
reasonably accessible because of undue burden or cost. If that showing is made, the court may 
nonetheless order discovery from such sources if the re=uesting party shows good cause, considering the 
limitations of Rule 26(b)(2)(C). The court may specify conditions for the discovery.”  Fed. R. Civ. P. 
26(b)(2)(A). 
22 June 2014 Advisory Committee Report, attached to Rules Transmittal, ��!���note 5, at 8. 
23 Amended Rule 26(b)(1), attached to Rules Transmittal, ��!���note 5, at 10.
24 Committee Note, attached to Rules Transmittal, ��!���note 5, at 20. 
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More minor revisions are also reflected in the amendment.  For example, the “amount in 
controversy” factor now appears after the “importance of the issues at stake in the action” factor.  
Also, the examples of types of discoverable information, such as the location of discoverable 
matter and the identity of the parties who know about it, are deleted.  

As revised, Rule 26(b)(1) allows a party to “obtain discovery regarding any 
nonprivileged matter that is relevant to any partyBs claim or defense and proportional to the 
needs of the case, considering the importance of the issues at stake in the action, the amount in 
controversy, the partiesB relative access to relevant information, the partiesB resources, the 
importance of the discovery in resolving the issues, and whether the burden or expense of the 
proposed discovery outweighs its likely benefit.”25 Amended Rule 26(b)(1) also adds the direct 
statement that “CiDnformation within this scope of discovery need not be admissible in evidence 
to be discoverable.”26

According to the Committee Note, the amendment “does not change the existing 
responsibilities of the court and the parties to consider proportionality, and the change does not 
place on the party seeking discovery the burden of addressing all proportionality 
considerations.”27  The parties and the court have a “collective responsibility” to consider the 
proportionality of all discovery in resolving discovery disputes.28

Despite this language, some observers have =uestioned whether this change will be used 
to shift to re=uesting parties the burden of proving re=uests are proportional.  Commentators 
have opined that “the relocation of the GproportionalityB factors does not change the existing 
responsibilities of the court and the parties to consider proportionality nor the burdens of proof 
involved.”29

The future impact of the amendment is unclear, particularly in jurisdictions, such as the 
Northern District of Heorgia, that have already demonstrated a willingness to restrict e-discovery 
based on proportionality.30  The amendment may prompt courts to become more open to 
objections based on a lack of proportionality.

As a practice pointer, parties seeking discovery should consider drafting re=uests in a 
manner that limits potential challenges on proportionality grounds – such as by avoiding re=uests 
for “any and all” documents on broad topics. 

                                                
25 Amended Rule 26(b)(1), attached to Rules Transmittal, ��!���note 5, at 10-11.
26 Id. at 11.
27 Committee Note, attached to Rules Transmittal, ��!���note 5, at 19.
28 Id.
29 Allman at 18, n.56 (noting that a “party seeking discovery must demonstrate a facially relevant showing 
of proportionality if challenged, the party asserting disproportionality must demonstrate it by specific 
proof”).
30 ������.&.��'d���	�%.�(��!"�������!�(�., 265 F.R.D. 676, 699-700 (N.D. Ha. 2010) (agreeing with 
defendants that employment discrimination plaintiffBs re=uest for production of ESI using 50 search 
terms, held by 55 custodians, and over a three-year period was overbroad, and allowing defendantsB 
proposal, which included narrowed search terms, fewer custodians, and a shorter time period). 
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Responding parties should be careful not to rely on generic objections based on 
proportionality.  The Committee Notes specifically state that the amended rule is not intended to 
permit responding parties to refuse discovery “simply by making a boilerplate objection that it is 
not proportional.”31

To make specific objections related to proportionality, counsel will need to engage in 
early discussions regarding potential sources of information (custodians, systems, devices, etc.) 
and the scope of discovery, including relevant date ranges, topics, and the identification of 
sources that may be inaccessible due to undue cost or other burden. This type of advanced 
planning was a goal of the earlier Rules amendments intended to address e-discovery.  Iowever, 
in practice, many practitioners have failed to embrace the proactive early planning for e-
discovery issues contemplated by the Rules. These latest proposals are partially intended to 
further push parties into proactive case management on these issues.

2. 2isputes Concernin) 3eave to O/tain Certain Additional 2iscover* 
4ill Re+uire Consideration of Proportionalit*. 

1. Former Rules Re+ardin+ Presumptive .imits to Discovery. 

@nder the prior Rules, when a party sought leave to obtain certain discovery beyond 
express limitations set forth in the Rules (e.g., more than 25 interrogatories), the court had to
permit the additional discovery to the extent consistent with Rule 26(b)(2).32

Rule 26(b)(2)(C), in turn, provided that, on motion or on its own, a court must limit the 
fre=uency or extent of discovery otherwise allowed if it determines that>

(i) the discovery sought is unreasonably cumulative or duplicative, or can be 
obtained from some other source that is more convenient, less burdensome, or 
less expensiveJ

(ii) the party seeking discovery has had ample opportunity to obtain the 
information by discovery in the actionJ or

(iii) the burden or expense of the proposed discovery outweighs its likely benefit, 
considering the needs of the case, the amount in controversy, the partiesB
resources, the importance of the issues at stake in the action, and the importance 
of the discovery in resolving the issues.33

2. Amendments to the Presumptive .imits. 

@nder the amendments, the sections of Rules 30 (Depositions by Fral Examination), 31 
(Depositions by Kritten Luestions) and 33 (Interrogatories to Parties) pertaining to leave to 
obtain discovery beyond the limitations set forth therein will, in addition to continuing to 
                                                
31 Committee Note, attached to Rules Transmittal, ��!���note 5, at 19. 
32 ���, �.&., Fed. R. Civ. P. 33(a)(1).
33 Fed. R. Civ. P. 26(b)(2)(C). 
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reference Rule 26(b)(2), cross-reference amended Rule 26(b)(1) concerning, among other things,
proportionality.  Parties and courts must therefore consider the factors set forth in Rule 
26(b)(2)(C) and proportionality in resolving disputes concerning motions for leave to (i) take a 
deposition by oral examination (Rule 30(a)(2))J (ii) take a deposition by oral examination for 
more than one day of 7 hours (Rule 30(d)(1))J (iii) take a deposition by written =uestions (Rule 
31(a)(2))J and (iv) serve more than 25 written interrogatories, including all discrete subparts 
(Rule 33(a)(1)).

,. Revised Rule 2- ,5pressl* Provides for Cost6Shiftin) Provisions in
Protective Orders.

Amended Rule 26 provides for the inclusion of a cost-shifting provision in a protective 
order issued by a court for good cause.  The protective order may specify terms “including time 
and place ����#������$����	��)���!�	���, for the disclosure or discovery.”34  

Rule 26 and existing case law already confirm that courts have the authority to enter 
protective orders with cost-shifting provisions.35  Iowever, one goal of expressly recogniEing 
this authority in amended Rule 26 is to “forestall the temptation some parties may feel to contest 
this authority.”36   

The amendment to the rule “does not mean that cost-shifting should become a common 
practice.”37  The Committee Note points out that “CtDhe assumption remains that the responding 
party ordinarily bears the costs of responding.”38  Rather, the amendment is intended to ensure 
that courts and parties will consider cost-shifting as an alternative to denying re=uested discovery 
or ordering it despite the risk of imposing undue burdens and expense on the party who responds 
to the re=uest.39

F. Amendments to and Clarification of Rules Governin) Production 
Re+uests and O/7ections. 

1. Former Rules Concernin+ ,-/ections to Discovery Requests.

Former Rule 32(b)(2)(A) re=uired a party responding to a document?inspection re=uest to 
state either that the documents?inspection will be provided or an objection, including the reasons 
for the objection.40  Mitigators fre=uently engaged in discovery disputes concerning whether an 
opposing party was withholding any documents or ESI based on written objections.  

                                                
34 Amended Fed. R. Civ. P. 26(c)(1)(A), attached to Rules Transmittal, ��!���note 5, at 14.
35 ������.&.��*!!�	#������+�	d�%.���	d���, 437 @.S. 340, 358 (1978) (explaining that a court has 
authority to “allow discovery only on condition that the re=uesting party bear part or all of the costs of 
responding”). 
36 Committee Note, attached to Rules Transmittal, ��!���note 5, at 25. 
37 Id.
38 Id.
39 June 2014 Advisory Committee Report, attached to Rules Transmittal, ��!���note 5, at 10.
40 Fed. R. Civ. P. 32(b)(2)(A). 
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For example, a party may respond to a document re=uest by objecting on the basis of 
scope and burden, but then state that, subject to the objections, responsive documents will be 
produced, if any exist.  The re=uesting party is then left to wonder whether its adversary is 
withholding non-privileged documents based on such objections.  

2. Amendments to Rule 34(-) and Anticipated Impact.

@nder the amendments, an objection to a Rule 34 re=uest must state> (1) “with specificity 
the grounds for objecting” to the re=uest, including the reasonsJ and (2) whether anything is 
being withheld on the basis of the objection.41 These changes are intended to “end the confusion 
that fre=uently arises when a producing party states several objections and still produces 
information, leaving the re=uesting party uncertain whether any relevant and responsive 
information has been withheld on the basis of the objections.”42

The Committee Note suggests that, where an objection recogniEes that some part of the 
re=uest is appropriate, then the objection should identify the portion that is proper.43 The 
Committee Note addresses objections based on scope specifically, but practitioners are well-
advised to apply this logic to all types of objections. 

The revised rules do not re=uire a detailed description or log of all documents withheld.44  
Rather, a party needs to alert other parties to the fact that documents have been withheld to
facilitate an informed discussion of the objection.45

An objection that states the limits that have controlled the search for responsive and 
relevant materials (e.g., temporal or source limitations) =ualifies as a statement that materials 
have been “withheld.”46 The statement of what has been withheld can identify as matters 
“withheld” anything beyond the scope of the search specified in the objection.47

The amendments also permit parties to state whether they will produce copies of 
documents or ESI, instead of permitting an inspection.48 The production must then be completed 
no later than the time for inspection specified in the re=uest or another reasona/le time 
specificall* identified in the response.49  The Committee Note clarifies that, when it is 

                                                
41 Amended Fed. R. Civ. P. 34(b)(2)(A)-(C), attached to Rules Transmittal, ��!���note 5, at 31-32.
42 Committee Note, attached to Rules Transmittal, ��!���note 5, at 34. 
43 Id.
44 Id.
45 Id.
46 Id.
47 Id.
48 Id.��This proposed change to Rule 34(b)(2)(A) is intended reflect the common practice of producing 
copies of documents or ESI rather than simply permitting inspection. Consistent with that change, 
another proposed amendment expressly authoriEes parties to file motions to compel for failures to 
produce documents. Amended Fed. R. Civ. P. 37(a)(3)(A)(iv), attached to Rules Transmittal, ��!���note 
5, at 35-36.
49 Committee Note, attached to Rules Transmittal, ��!���note 5, at 34.
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necessary to make the production in stages, the response should specify the beginning and end 
dates of the production.50

The reasonableness standard is undefined and thus prone to disputes. Providing a set 
production date or even beginning and end dates for productions will re=uire actual knowledge 
of the universe of potential production documents – including the volume that remains after ESI
is collected, de-duplicated, processed, filtered, reviewed, and converted to the agreed-upon 
production format. Practitioners must understand their clientsB information systems and data 
with sufficient detail to develop a plan for collection and production within a specific time frame
in a response to Rule 34 re=uests. In complex matters with diverse ranges of potentially relevant 
sources, these issues will likely need to be addressed /efore discovery re=uests are served to 
allow sufficient time to gather the re=uired details and data. 

G. Rules Governin) Failure to Preserve ,SI and Spoliation. 

1. Former Rules Concernin+ Preservation and Spoliation of 0SI.

Former Rule 37 provided relatively little guidance to courts and litigants concerning 
duties and failures to preserve ESI. The rule stated that, absent exceptional circumstances, a 
court may not impose sanctions for a partyBs failure to provide ESI lost as a result of the routine, 
good-faith operation of an electronic information system.51 This “safe harbor” failed to provide 
the protections originally envisioned – allowing for routine deletion of data – because of a 
notable exception which undercut the rule. The safe harbor provided no protection against broad 
preservation re=uirements once litigation was reasonably anticipated.

2. Amendments to Rule 31(e) and Anticipated Impact.

The changes to Rule 37 are intended to address the divergent Federal case law that has 
caused litigants to expend excessive effort and money on preservation to avoid severe
sanctions.52 The amendments provide that, if ESI that should have been preserved in the 
anticipation or conduct of litigation is lost “because a party failed to take reasonable steps to
preserve it, and it cannot be restored or replaced through additional discovery,” then the court 
may employ different measures depending on findings concerning the loss, as set forth in the
chart below>53

                                                
50 Id.
51 Fed. R. Civ. P. 37(e).
52 Committee Note, attached to Rules Transmittal, ��!���note 5, at 34. 
53 Id. at 43-47. 
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Findin) Re+uired Availa/le (easures
Prejudice to another party 
from loss of the 
information (Rule 
37(e)(1)).

Measures no greater than necessary to cure the prejudice.

Committee Note>

! Much is entrusted to the courtBs discretion.
! There is no all-purpose hierarchy of various measures. 
! The court is not re=uired to cure every possible prejudicial effect. 
! The measures should not have the effect of Subdivision (e)(2) measures.

The party acted with the 
intent to deprive another 
party of the informationBs 
use in the litigation (Rule 
37(e)(2)).

A. Presume that the lost information was unfavorable to the partyJ
A. Instruct the jury that it may or must presume the information was unfavorable 

to the partyJ or
C. Dismiss the action or enter a default judgment.

Committee Note> 

! Courts should exercise caution and are not re=uired to adopt any of the 
measures.  

! The remedy should fit the wrong (e.g., should not be used when the lost 
information was relatively unimportant or lesser measures are sufficient).

! Does not prohibit a court from allowing the parties to present evidence 
concerning the loss.

! Does not prohibit traditional missing evidence instructions.

The new rule applies only to ESI and only when it is lostJ loss from one source may be 
harmless if the ESI can be found elsewhere.54 Efforts to restore or replace lost information 
through discovery should be proportional to the apparent importance of the lost information.55

Substantial measures should not be used to restore or replace information that is marginally 
relevant or duplicative.56

Notably, the new rule does not apply if the information is lost before a duty to preserve 
arises.57 The fact that a party had an independent obligation to preserve information (e.g., 
pursuant to statute) does not necessarily mean that it had such a duty with respect to the 
litigation.58 The partyBs failure to observe another preservation obligation does not itself prove
that its efforts were unreasonable.59

The new rule applies only if the information was lost because the party failed to take 
reasonable steps to preserve the ESI after it had a duty to do soJ it does not call for perfection.60

The new rule is inapplicable when the loss of information occurs despite the partyBs reasonable 
steps to preserve (e.g., “cloud” service failures, malign software attacks).61

                                                
54 Id. at 39. 
55 Id. at 42. 
56 Id.
57 Id. at 39.  
58 Id. at 40.
59 Id.  
60 Id.�at 41.  
61 Id.
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The Committee Note sets forth detailed guidance concerning how courts should evaluate 
the “reasonable steps”, “prejudice” and “intent” standards, as summariEed by the following 
chart>62

Standard Factors For ,valuation
Reasonable 
Steps

! Routine, good-faith operation of an electronic information system.

! A partyBs sophistication.

! Proportionalit* (e.g., the court should be sensitive to the partyBs resources)J however, a
party urging that preservation re=uests are disproportionate may need to provide specifics.

! Mess costly forms of preservation are reasonable if substantially as effective as costlier
forms. 

8ote: The Committee 8ote states that it is important for counsel /ecome familiar with 
their clients9 information s*stems and data6includin) social media6to address these issues.

Prejudice ! Judges have discretion to determine how best to assess prejudice.

! The information9s importance is a necessary consideration.

! The rule does not place a burden of proving?disproving prejudice on either party. 
Intent ! May be made by the court on a pretrial motion, at bench trial, or when considering an 

adverse inference instruction at trial.  

! Prejudice to the party deprived of the information is not re=uired. 

III. Conclusion 

The latest changes to the Federal Rules emphasiEe case management and proportionality 
and will re=uire practitioners to address e-discovery issues early and proactively, if they are not 
already doing so. Pushing back discussions and decisions regarding substantive discovery issues 
(with both clients and adversaries) or delaying the collection and analysis of potential document 
and data sources will put counsel (and their clients) at risk of violating their duties under the 
rules. 

Fortunately, the rule changes also should bring greater continuity in the application of the 
most severe sanctions for failure to preserve ESI and provide tools and guidance for remedial 
measures to balance against any prejudice created by lost data. 

The actual impact of the rules will take years to unfold. Aut proactive and efficient e-
discovery practices can help parties and their counsel reach the merits of their disputes and 
reduce the chances of a discovery side-show, even without changes to the rules. 

The most common errors and issues in the e-discovery space arise from failures to 
understand the technical issues and to manage the discovery process proactively and efficiently.
Iopefully, these amendments will improve the emphasis placed on discovery planning and 
management.

                                                
62 Id. at 41-47. 
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The explosion of data generated by individuals and corporations is almost 
incomprehensible: Experts estimate that the volume of data generated, replicated and 
consumed in the world will double every year until 2626 and is expected to reach 44 
7ettabytes by that same year. ��e ��	�tal 
n�verse o� ���ort�n�t�es� ���� �ata and t�e 
In�reas�n	 �al�e o� t�e Internet o� ���n	s, EMC Digital 8niverse with Research & 
Analysis by IDC, http:99www.emc.com9leadership9digital:
universe92614iview9executive:summary.htm ;April 2614<. For context, a 7ettabyte is the 
equivalent of 44 trillion gigabytes. Still not helpful= The average si7ed email mailbox I 
see in my litigation and eDiscovery practice is two gigabytes > a volume that, if printed, 
could fill the equivalent of 166 ban?ers@ boxes. 

Technology facilitates the creation of incomprehensible volume of information 
generated each day by businesses of all si7es and must be leveraged by lawyers to ?eep 
pace with the impact of data on the practice of law. In August of 2612, the ABA adopted 
revisions to the Model Rules recommended by its Commission on Ethics 26926 to 
address the transformative impact that technology was having on the practice of law. 
The ABA Commission noted that Atechnology affects nearly every aspect of legal wor?, 
including how we store confidential information, communicate with clients, conduct 
discovery, engage in research, and mar?et legal services.B ��� Comm�ss�on on !t���s 
"#$"#, American Bar Association, 
http:99www.americanbar.org9content9dam9aba9administrative9ethicsC262692612656
DCethicsC26C26CfinalChodCintrodutionCandCoverviewCreport.authchec?dam.pdf  
;August 2612<.

Although the ubiquitous nature of electronically stored information ;AESIB< adds 
additional ethical and professionalism considerations to the practice of law in general, 
the unique ris?s and benefits are particularly relevant in the eDiscovery context. In 
addition to the Model Rules, the Federal Rules of Civil Procedure, Federal Rules of 
Evidence, various state rules and state and federal case law provide guidelines and 
expectations for lawyer conduct. Ethics and professionalism issues exist at every stage of 
the Electronic Discovery Reference Model. Technical aspects of preservation, collection, 
filtering, review, and production of ESI may require use of speciali7ed software, 
hardware, and personnel as well as weighing the relative benefits of various options. 

The ?ey areas of the Model Rule changes impacting lawyers in the eDiscovery 
context include general requirements for understanding the ris?s and benefits of 
relevant technology, obligations related to confidentiality, and obligations for overseeing 
others assisting with such technical issues. A few of the ?ey provisions and their impact 
of eDiscovery and privilege are discussed in detail below. All changes are underlined for 
ease of reference. A complete copy of the revisions most applicable to eDiscovery is 
available at:

ABA Eouse of Delegates Report No. 165A 

http:99www.americanbar.org9content9dam9aba9administrative9ethicsC2626926126D6
DCrevisedCresolutionC165aCasCamended.authchec?dam.pdf
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ABA Eouse of Delegates Report No. 165C

http:99www.americanbar.org9content9dam9aba9administrative9ethicsC262692612Cho
dCannualCmeetingC165c.authchec?dam.pdf

��� ABA ���e  !� e "�"# C��$e�e%�e

The text of Rule 1.1 remains unchanged: AA lawyer shall provide competent 
representation to a client. Competent representation requires the legal ?nowledge, s?ill, 
thoroughness and preparation reasonably necessary for the representation.B

The revisions to Rule 1.1 are limited to the comments section, but add a 
requirement that lawyers must not only stay current on changes in the law, but also Athe 
benefits and ris?s associated with relevant technologyB as an essential aspect of 
competency in the modern legal environment:

!� e "�" C���e%�&

�a�%�a�%�%g C��$e�e%�e

T� �a�%�a�% �'e �e(��&��e )%�* e�ge a%� &)�  + a  a*�e� &'�� � 
)ee$ a,�ea&� �- �'a%ge& �% �'e  a* a%� ��& $�a����e+ �%� ���%g �'e 
,e%e-��& a%� ��&)& a&&���a�e� *��' �e e�a%� �e�'%� �g�+ e%gage 
�% ��%��%��%g &���� a%� e���a���% a%� ���$ � *��' a   
��%��%��%g  ega  e���a���% �e(���e�e%�& �� *'��' �'e  a*�e� �& 
&�,.e���

A� Te�'%� �g��a  C��$e�e%�e �% e/�&���e��

ARelevant technologyB in the eDiscovery context may include computers, software, 
and systems used by relevant client users ;custodians< in the ordinary course of 
business, as well as litigation:specific software used for collecting, processing, filtering, 
analy7ing, reviewing, redacting and producing such data. Fawyers need to understand 
not only the benefits of using various tools to ma?e the litigation process more efficient, 
but also the ris?s of not using appropriate tools. A few ?ey examples:

! If a client uses Outloo? to search their own emails using ?ey words, they may ris? 
missing relevant documents because of technical limitations in Outloo?@s 
searching features. 

! If a file or document is not properly collected, relevant information, such as the 
original file location of the document or the date it was created, could be modified 
or lost.

! If a lawyer prints all the electronic records provided by a client, rather than using 
technical tools for filtering, de:duplicating, processing and reviewing those files, 
the lawyer could be charging the client more hours to inefficiently review 
duplicate files in hard copy than if technology had been leveraged.
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! If a lawyer tries to apply redactions to a file using a standard PDF tool and does 
not remove the underlying metadata, the redactions could be useless > wasting 
hours and violating client confidentiality.

! If a lawyer buys special software to help run privilege searches on client data, but 
does not ?now how to properly use the tool and fails to identify and withhold 
privileged information, the benefits of the tool are lost.

���� !� e "�0# C�%-��e%��a ��� �- �%-���a���%

Maintaining the confidentiality of client data is an essential ethic duty that is 
complicated by technological advances and increasing data volumes. Revisions to Model 
Rule 1.6 include the addition of section 1.6;c<:

A  a*�e� &'a   �a)e �ea&�%a, e e--���& �� $�e�e%� �'e 
�%a��e��e%� �� �%a��'���1e� ��&� �&��e �-+ �� �%a��'���1e� 
a��e&& ��+ �%-���a���% �e a��%g �� �'e �e$�e&e%�a���% �- a � �e%��

Gey revisions to the comments to Rule 1.6 are noted below.

!� e "�0 C���e%�& 2e��e�$�&3

Pa�ag�a$' 2�3 �e(���e& a  a*�e� �� a�� ���$e�e%� � �� &a-eg�a�� 
�%-���a���% �e a��%g �� �'e �e$�e&e%�a���% �- a � �e%� aga�%&� 
�%a��'���1e� a��e&& ,� �'��� $a���e& a%� aga�%&� �%a��e��e%� �� 
�%a��'���1e� ��&� �&��e ,� �'e  a*�e� �� ��'e� $e�&�%& �� 
e%����e& *'� a�e $a�����$a��%g �% �'e �e$�e&e%�a���% �- �'e � �e%� 
�� *'� a�e &�,.e�� �� �'e  a*�e�4& &�$e���&��%� See !� e& "�"+ 5�" 
a%� 5�6�

T'e �%a��'���1e� a��e&& ��+ �� �'e �%a��e��e%� �� �%a��'���1e� 
��&� �&��e �-+ ��%-��e%��a �%-���a���% �e a��%g �� �'e 
�e$�e&e%�a���% �- a � �e%� ��e& %�� ��%&�����e a ��� a���% �- 
$a�ag�a$' 2�3 �- �'e  a*�e� 'a& �a�e �ea&�%a, e e--���& �� 
$�e�e%� �'e a��e&& �� ��&� �&��e�

� � �

8nder Rule 1.6, the factors to be considered in determining the 
reasonableness of the lawyer@s efforts include, but are not limited to,

the sensitivity of the information, 

the li?elihood of disclosure if additional safeguards are not employed,

the cost of employing additional safeguards, 

the difficulty of implementing the safeguards, and 
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the extent to which the safeguards adversely affect the lawyer@s ability 
to represent clients ;e.g., by ma?ing a device or important piece of 
software excessively difficult to use<.

Notably, AHaI client may require the lawyer to implement special security 
measures not required by this RuleB or may give informed consent to forgo security 
measures that would otherwise be required by this Rule. The rule does not address 
whether a lawyer must ta?e additional steps to comply with other laws governing the 
protection of client data, such as privacy laws.

A� e/�&���e�� C�%-��e%��a ��� C�%&��e�a���%&

The balance between data security and convenience is a constant struggle for 
lawyers > especially in a world where we are increasingly mobile and wor?ing from 
various locations day and night. In the context of eDiscovery, confidentiality concerns 
require lawyers to as? a few ?ey questions about how they are handling client data:

! Jhere are you storing client data= Faptops= Servers= Databases= External 
media= Personal email=

! Jho has access to client data= Can you trac? or limit access=

! Jhat level of security is applied to client data in your control=

! Are there any protections against accidental emailing of confidential 
information= ;metadata scrubbers=< ;email encryption=<

! Are you wor?ing on client data in public locations=

! Jhat efforts are you ta?ing to protect privileged communications and 
wor? product=

If client data is being stored on unsecured laptops, shared drives, or external 
media without proper limits on access, including physical and technological limitations, 
you may be putting your client@s confidential data at ris?. Additionally, if you are 
wor?ing on client documents in locations where your wor? product cannot be safely 
bac?ed:up, you could be violating your obligations to protect wor? product and wor? 
efficiently. If you are relying on third parties to help store and manage client data in the 
cloud or elsewhere, you need to ensure your client@s data is properly handled. %ee Rule 
5.3 below.

�7� P���e���%g P���� ege

Fawyers are required to avoid disclosing client information protected by the 
attorney client privilege or wor? product protections. In modern discovery, with large 
volumes of information being collected and produced, the ris? of inadvertently 
disclosing protected information is higher than ever. Fawyers should ta?e precautions to 
avoid waiver of client protections. Although protection against waiver does not 



124

2016 SOUTHEAST BANKRUPTCY WORKSHOP

5
Active 23893469v2 999900.903053

necessarily remove the lawyer@s obligation to ta?e reasonable steps to avoid disclosure, 
Federal Rule of Evidence 562 is a tool to help protect against inadvertent waiver and 
provides as follows:

!� e 589� A����%e�:C �e%� P���� ege a%� ;��) P������< 
L����a���%& �% ;a��e�

The following provisions apply, in the circumstances set out, to disclosure 
of a communication or information covered by the attorney:client 
privilege or wor?:product protection.

2a3 /�&� �&��e �a�e �% a Fe�e�a  P���ee��%g �� �� a Fe�e�a  
O--��e �� Age%��< S��$e �- a ;a��e�� Jhen the disclosure is made in 
a federal proceeding or to a federal office or agency and waives the 
attorney:client privilege or wor?:product protection, the waiver extends to 
an undisclosed communication or information in a federal or state 
proceeding only if:

2"3 the waiver is intentionalK

293 the disclosed and undisclosed communications or information 
concern the same subLect matterK and

263 they ought in fairness to be considered together.

2,3 �%a��e��e%� /�&� �&��e� Jhen made in a federal proceeding or to a 
federal office or agency, the disclosure does not operate as a waiver in a 
federal or state proceeding if:

2"3 the disclosure is inadvertentK

293 the holder of the privilege or protection too? reasonable steps to 
prevent disclosureK and

263 the holder promptly too? reasonable steps to rectify the error, 
including ;if applicable< following Federal Rule of Civil Procedure 
26 ;b<;5<;B<.

2�3 /�&� �&��e �a�e �% a S�a�e P���ee��%g� Jhen the disclosure is 
made in a state proceeding and is not the subLect of a state:court order 
concerning waiver, the disclosure does not operate as a waiver in a federal 
proceeding if the disclosure:

2"3 would not be a waiver under this rule if it had been made in a federal 
proceedingK or

293 is not a waiver under the law of the state where the disclosure 
occurred.
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2�3 C�%���  �%g E--e�� �- a C���� O��e�� A federal court may order 
that the privilege or protection is not waived by disclosure connected with 
the litigation pending before the court M in which event the disclosure is 
also not a waiver in any other federal or state proceeding.

2e3 C�%���  �%g E--e�� �- a Pa��� Ag�ee�e%�� An agreement on the 
effect of disclosure in a federal proceeding is binding only on the parties to 
the agreement, unless it is incorporated into a court order.

2-3 C�%���  �%g E--e�� �- �'�& !� e� Notwithstanding 
Rules 161 and 1161, this rule applies to state proceedings and to federal 
court:annexed and federal court:mandated arbitration proceedings, in the 
circumstances set out in the rule. And notwithstanding Rule 561, this rule 
applies even if state law provides the rule of decision.

2g3 /e-�%����%&� In this rule:

2"3 Aattorney:client privilegeB means the protection that applicable law 
provides for confidential attorney:client communicationsK and

293 Awor?:product protectionB means the protection that applicable law 
provides for tangible material ;or its intangible equivalent< prepared in 
anticipation of litigation or for trial.

Many experts recommend having Rule 562;d< non:waiver orders in place 
whenever possible to provide the most protection against waiver. Such an order should 
specifically state that the mere production of protected information is not sufficient to 
trigger notice provisions. Similarly, a non:waiver order or agreement will offer greater 
protection if it includes language that avoids retrospective analysis of the 
reasonableness of the efforts to avoid disclosure. 

Even with such an order or agreement, lawyers should ma?e sure they 
understand the technical issues associated with producing large volumes of ESI to avoid 
potential waiver. Rule 562 was intended to help reduce the cost and burdens of manual 
privilege reviews, but some courts are still finding waiver under Rule 562;b< where the 
efforts of the lawyers to avoid disclosure are held to be unreasonable. The ?ey 
cautionary tale comes from the case of Mt. Hawley Ins. Co. v. Felman Prod., 271 F.R.D. 
125 ;S.D. J. Va. 2616<. 

In the Feldman case, the Plaintiff attempted to claw bac? documents pursuant to 
an AESI Stipulation.B The court balanced five factors to determine whether Plaintiff 
waived the privilege: 

;1< the reasonableness of the precautions ta?en to prevent inadvertent disclosureK 

;2< the number of inadvertent disclosuresK 

;3< the extent of the disclosuresK 
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;4< any delay in measures ta?en to rectify the disclosureK and 

;5< overriding interests in Lustice.

The court considered the following facts when evaluating these five factors:

! Plaintiff produced N1 million pages of ESI, all mar?ed AconfidentialKB

! Nearly 1666 privileged documents were inadvertently producedK

! Plaintiff attempted to claw bac? only 37D of those privileged documentsK 

! One of the inadvertently produced privileged documents was a Asmo?ing gunB 
emailMother copies of the same document were included on the privilege log.

The Plaintiff introduced evidence that a &�-�*a�e g ���' caused the inadvertent 
production of large numbers of privileged documents ;the tool used to search the 
documents had failed to index all documents causing a subset not to be searched<.

The court had no sympathy for the technical issues and found that precautions 
ta?en to avoid inadvertent disclosure were unreasonable based on the following:

! Plaintiff@s failed to conduct quality control sampling and ?eyword searches for 
privileged documents before producing ESIK

! The Asmo?ing gunB email was Aa bell which cannot be unrung. Its content has 
had great influence on DefendantsO discovery requests and deposition 
questions. Confidentiality cannot be restored to that documentKB and

! Plaintiff@s attempted to claw bac? certain privileged documents only after 
Defendants@ notification, not based on Plaintiff@s own review.

The District Court found that Plaintiff failed to satisfy the requirements of Rule 
562;b< because the steps ta?en to avoid the disclosure were not reasonable and Plaintiff 
failed to promptly rectify the error. Therefore, the court ruled the Plaintiffs had waived 
the privilege as to the inadvertently produce documents.

7� !� e =�=# !e&$e�� -�� !�g'�& �- T'��� Pe�&�%&

Model Rule 4.4 was revised Ato ma?e clear that electronically stored information, 
in addition to information existing in paper form, can trigger Rule 4.4;b<@s notification 
requirements if the lawyer concludes that the information was inadvertently sent.B This 
rule applies both to inadvertently sent emails as well as to documents and ESI produced 
in eDiscovery.

2a3 �% �e$�e&e%��%g a � �e%�+ a  a*�e� &'a   %�� �&e �ea%& �'a� 
'a�e %� &�,&�a%��a  $��$�&e ��'e� �'a% �� e�,a��a&&+ �e a�+ �� 
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,���e% a �'��� $e�&�%+ �� �&e �e�'��& �- �,�a�%�%g e���e%�e 
�'a� ��� a�e �'e  ega  ��g'�& �- &��' a $e�&�%�

2,3 A  a*�e� *'� �e�e��e& a �����e%� �� e e����%��a  � &���e� 
�%-���a���% �e a��%g �� �'e �e$�e&e%�a���% �- �'e  a*�e�4& � �e%� 
a%� )%�*& �� �ea&�%a, � &'�� � )%�* �'a� �'e �����e%� �� 
e e����%��a  � &���e� �%-���a���% *a& �%a��e��e%� � &e%� &'a   
$���$� � %���-� �'e &e%�e��

The comments to Rule 4.4 provide, in relevant part:

Pa�ag�a$' 2,3 �e��g%�1e& �'a�  a*�e�& &��e���e& �e�e��e a 
�����e%�& �� e e����%��a  � &���e� �%-���a���% �'a� *e�e *a& 
��&�a)e% � &e%� �� $�����e� ,� �$$�&�%g $a���e& �� �'e�� 
 a*�e�&� A �����e%� �� e e����%��a  � &���e� �%-���a���% �& 
�%a��e��e%� � &e%� *'e% �� �& a����e%�a  � ��a%&����e�+ &��' a& 
*'e% a% e�a�  ��  e��e� �& ��&a���e&&e� �� a �����e%� �� 
e e����%��a  � &���e� �%-���a���% �& a����e%�a  � �%� ��e� *��' 
�%-���a���% �'a� *a& �%�e%���%a  � ��a%&����e��

�- a  a*�e� )%�*& �� �ea&�%a, � &'�� � )%�* �'a� &��' a 
�����e%� �� e e����%��a  � &���e� �%-���a���% *a& &e%� 
�%a��e��e%� �+ �'e% �'�& !� e �e(���e& �'e  a*�e� �� $���$� � 
%���-� �'e &e%�e� �% ���e� �� $e���� �'a� $e�&�% �� �a)e 
$���e����e �ea&��e&� ;'e�'e� �'e  a*�e� �& �e(���e� �� �a)e 
a������%a &�e$&+ &��' a& �e���%�%g �'e �����e%� �� 
e e����%��a  � &���e� �%-���a���% ���g�%a  �����e%�+ �& a �a��e� 
�-  a* ,e��%� �'e &��$e �- �'e&e !� e&+ a& �& �'e (�e&���% �- 
*'e�'e� �'e $���� ege� &�a��& �- a �����e%� �� e e����%��a  � 
&���e� �%-���a���% 'a& ,ee% *a��e�� 

S��� a� �+ �'�& !� e ��e& %�� a���e&& �'e  ega  ����e& �- a  a*�e� 
*'� �e�e��e& a �����e%� �� e e����%��a  � &���e� �%-���a���%
�'a� �'e  a*�e� )%�*& �� �ea&�%a, � &'�� � )%�* �a� 'a�e 
,ee% *��%g-�  � �%a$$��$��a�e � �,�a�%e� ,� �'e &e%��%g 
$e�&�%� 

F�� $��$�&e& �- �'�& !� e+ >>�����e%� �� e e����%��a  � &���e� 
�%-���a���%44 �%� ��e&+ �% a������% �� $a$e� �����e%�&+ e�a�  
a%� ��'e� -���& �- e e����%��a  � &���e� �%-���a���%+ �%� ���%g 
e�,e��e� �a�a 2�����% � �e-e��e� �� a& ?�e�a�a�a@3+ �'a� �&
e�a�  �� ��'e� e e����%�� ���e& �- ��a%&��&&��% &�,.e�� �� 
,e�%g �ea� �� $�� �%�� �ea�a, e -���� 

�e�a�a�a �% e e����%�� �����e%�& ��ea�e& a% �, �ga���% �%�e� 
�'�& !� e �% � �- �'e �e�e���%g  a*�e� )%�*& �� �ea&�%a, � 
&'�� � )%�* �'a� �'e �e�a�a�a *a& �%a��e��e%� � &e%� �� �'e 
�e�e���%g  a*�e��
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A

S��e  a*�e�& �a� �'��&e �� �e���% a �����e%� �� �e e�e 
e e����%��a  � &���e� �%-���a���% �%�ea�+ -�� e�a�$ e+ *'e% 
�'e  a*�e�  ea�%& ,e-��e �e�e���%g �� �'a� �� *a& �%a��e��e%� � 
&e%� �� �'e *��%g a���e&&� ;'e�e a  a*�e� �& %�� �e(���e� ,� 
a$$ ��a, e  a* �� �� &�+ �'e �e��&��% �� �� �%�a�� � �e���% &��' a 
�����e%� �� �e e�e e e����%��a  � &���e� �%-���a���% �& a 
�a��e� �- $��-e&&��%a  .��g�e%� ����%a�� � �e&e��e� �� �'e 
 a*�e�� See !� e& "�9 a%� "�=�

The basic concept behind Rule 4.4 relates to notifying third parties of inadvertent 
disclosures of protected documents or misdirected emails. The rule specifically avoids 
the disputed issue of whether the receiving party is allowed to use the information 
received through such inadvertent disclosure. Parties may wish to clarify such 
obligations in their own agreements.

7�� !� e 5�6# !e&$�%&�,� ���e& !ega���%g N�% a*�e� A&&�&�a%�e 

The unique technical and legal ris?s associated with handling data in litigation 
will often require reliance upon appropriate third party consultants and vendors. Model 
Rule 5.3 addresses a lawyer@s obligation to supervise those wor?ing on behalf of clients 
at their direction and states as follows:

;��' �e&$e�� �� a %�% a*�e� e�$ ��e� �� �e�a�%e� ,� �� 
a&&���a�e� *��' a  a*�e�#

2a3 a $a��%e�+ a%� a  a*�e� *'� �%������a  � �� ��ge�'e� *��' 
��'e�  a*�e�& $�&&e&&e& ���$a�a, e �a%age��a  a��'����� �% a 
 a* -��� &'a   �a)e �ea&�%a, e e--���& �� e%&��e �'a� �'e -��� 
'a& �% e--e�� �ea&��e& g���%g �ea&�%a, e a&&��a%�e �'a� �'e 
$e�&�%B& ��%���� �& ���$a��, e *��' �'e $��-e&&��%a  �, �ga���%& 
�- �'e  a*�e�<

2,3 a  a*�e� 'a��%g ���e�� &�$e���&��� a��'����� ��e� �'e 
%�% a*�e� &'a   �a)e �ea&�%a, e e--���& �� e%&��e �'a� �'e 
$e�&�%B& ��%���� �& ���$a��, e *��' �'e $��-e&&��%a  �, �ga���%& 
�- �'e  a*�e�< a%�

;�3 a  a*�e� &'a   ,e �e&$�%&�, e -�� ��%���� �- &��' a $e�&�% 
�'a� *�� � ,e a ��� a���% �- �'e !� e& �- P��-e&&��%a  C�%���� �- 
e%gage� �% ,� a  a*�e� �-#

2"3 �'e  a*�e� ���e�& ��+ *��' �'e )%�* e�ge �- �'e 
&$e��-�� ��%����+ �a��-�e& �'e ��%���� �%�� �e�< ��

293 �'e  a*�e� �& a $a��%e� �� 'a& ���$a�a, e �a%age��a  
a��'����� �% �'e  a* -��� �% *'��' �'e $e�&�% �& e�$ ��e�+ �� 
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'a& ���e�� &�$e���&��� a��'����� ��e� �'e $e�&�%+ a%� )%�*& �- 
�'e ��%���� a� a ���e *'e% ��& ��%&e(�e%�e& �a% ,e a����e� �� 
����ga�e� ,�� -a� & �� �a)e �ea&�%a, e �e�e��a  a����%�

The ?ey additions to Rule 5.3 are found in the comments to the Rule:

!� e 5�6 C���e%�& 2e��e�$�&3

Nonlawyers Outside the Firm

H3I A lawyer may use nonlawyers outside the firm to assist the lawyer in 
rendering legal services to the client. Examples include the retention of an 
investigative or paraprofessional service, '���%g a �����e%� 
�a%age�e%� ���$a%� �� ��ea�e a%� �a�%�a�% a �a�a,a&e -�� 
���$ e�  ���ga���%, sending client documents to a third party for 
printing or scanning, and �&�%g a% �%�e�%e�:,a&e� &e����e �� &���e 
� �e%� �%-���a���%�

� � � 

;'e% �&�%g &��' &e����e& ���&��e �'e -���+ a  a*�e� ��&� �a)e 
�ea&�%a, e e--���& �� e%&��e �'a� �'e &e����e& a�e $�����e� �% a 
�a%%e� �'a� �& ���$a��, e *��' �'e  a*�e�4& $��-e&&��%a  
�, �ga���%&� T'e e��e%� �- �'�& �, �ga���% *�   �e$e%� �$�% �'e 
������&�a%�e&+ �%� ���%g �'e e���a���%+ e�$e��e%�e a%� 
�e$��a���% �- �'e %�% a*�e�< �'e %a���e �- �'e &e����e& �%�� �e�< 
�'e �e��& �- a%� a��a%ge�e%�& ��%�e�%�%g �'e $���e����% �- 
� �e%� �%-���a���%< a%� �'e  ega  a%� e�'��a  e%����%�e%�& �- 
�'e .���&������%& �% *'��' �'e &e����e& *�   ,e $e�-���e�+ 
$a����� a� � *��' �ega�� �� ��%-��e%��a ���� See a &� !� e& "�" 
2���$e�e%�e3+ "�9 2a  ��a���% �- a��'�����3+ "�= 2�����%��a���% 
*��' � �e%�3+ "�0 2��%-��e%��a ���3+ 5�=2a3 2$��-e&&��%a  
�%�e$e%�e%�e �- �'e  a*�e�3+ a%� 5�52a3 2�%a��'���1e� $�a����e 
�-  a*3� 

� � �

;'e% �e�a�%�%g �� ���e���%g a %�% a*�e� ���&��e �'e -���+ a 
 a*�e� &'�� � �����%��a�e ���e����%& a$$��$��a�e �%�e� �'e 
������&�a%�e& �� g��e �ea&�%a, e a&&��a%�e �'a� �'e 
%�% a*�e�B& ��%���� �& ���$a��, e *��' �'e $��-e&&��%a  
�, �ga���%& �- �'e  a*�e�� ;'e�e �'e � �e%� ���e��& �'e &e e����% 
�- a $a����� a� %�% a*�e� &e����e $�����e� ���&��e �'e -���+ �'e 
 a*�e� ����%a�� � &'�� � ag�ee *��' �'e � �e%� ��%�e�%�%g �'e 
a  ��a���% �- �e&$�%&�,� ��� -�� ��%�����%g a& ,e�*ee% �'e � �e%� 
a%� �'e  a*�e�� See !� e "�9� ;'e% �a)�%g &��' a% a  ��a���% �%
a �a��e� $e%��%g ,e-��e a ���,�%a +  a*�e�& a%� $a���e& �a� 
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'a�e a������%a  �, �ga���%& �'a� a�e a �a��e� �-  a* ,e��%� �'e 
&��$e �- �'e&e !� e&� 

A� e/�&���e�� C�%�e�%&# !� e 5�6 

To meet their ethical obligations to properly handle and manage client data in 
eDiscovery, lawyers will li?ely need to rely on third party consultants and tools. Data 
may need to be transferred to third parties for more efficient analysis and may require 
that data be stored in the cloud. Below are a few questions to consider when relying 
upon third parties for eDiscovery services:

! Eow are you selecting and supervising service providers9vendors=

! Jhat security measures are being ta?en by the provider=  

! Jhere is client data stored= Eow it is bac?ed up=

! Jho has access= Eow can you audit=

! Jhat control do you have to ensure proper handling of client data=

! Eow do you manage providers selected by clients=

! Jhat decisions are being made without your input=

Although the process of managing third parties may be daunting, it is less daunting than 
trying to dabble in these areas without appropriate guidance and tools.

7��� e/�&���e�� C /��� �- Ca%���

A� !� e 6�=# /��� �- Ca%��� T�*a�� �'e T��,�%a 

In addition to duties to clients and third parties, lawyers have an ethical duty of 
candor to the tribunal. This duty interacts with other eDiscovery obligations and is most 
often at issue when lawyers misunderstand the nature of the data available or at issue in 
a dispute, or misrepresent what information is available or has been produced.

Model Rule 3.4 states:

2a3 A  a*�e� &'a   %�� )%�*�%g �#

2"3�a)e a -a &e &�a�e�e%� �- -a�� ��  a* �� a ���,�%a  �� -a�  �� 
����e�� a -a &e &�a�e�e%� �- �a�e��a  -a�� ��  a* $�e����& � �a�e 
�� �'e ���,�%a  ,� �'e  a*�e�< 

� � �

263 �--e� e���e%�e �'a� �'e  a*�e� )%�*& �� ,e -a &e� �- a  a*�e�+ �'e 
 a*�e�4& � �e%�+ �� a *��%e&& �a  e� ,� �'e  a*�e�+ 'a& �--e�e� 



AMERICAN BANKRUPTCY INSTITUTE

131

�2
Active 23893469v2 999900.903053

�a�e��a  e���e%�e a%� �'e  a*�e� ���e& �� )%�* �- ��& -a &���+ 
�'e  a*�e� &'a   �a)e �ea&�%a, e �e�e��a  �ea&��e&+ �%� ���%g+ 
�- %e�e&&a��+ ��&� �&��e �� �'e ���,�%a  � � � �

For example, the duty of candor may require a lawyer to correct a 
misrepresentation of fact regarding available ESI or the reasons for the lac? of its 
existence. Other potential issues raised by the duty to disclose:

! Jhat must be disclosed about the eDiscovery process=

! Eow much detail is required=  

! Must lawyer disclose exception reports= 

! If a lawyer learned of a preservation failure, must it be disclosed=

! Jhat efforts must lawyer ta?e to ensure representations are accurate:  
;e.g., Aproduced all documentsB=< 

B� !� e 6�5# Fa��%e&& �� O$$�&�%g Pa��� a%� C��%&e  

Model Rule 3.5 also requires fairness to opposing counsel and states in relevant part:

A  a*�e� &'a   %��#

2a3 �% a*-�  � �,&����� a%��'e� $a���B & a��e&& �� e���e%�e �� 
�% a*-�  � a �e�+ �e&���� �� ��%�ea  a �����e%� �� ��'e� 
�a�e��a  'a��%g $��e%��a  e���e%��a�� �a �e� A  a*�e� &'a   %�� 
���%&e  �� a&&�&� a%��'e� $e�&�% �� �� a%� &��' a�� � � � �

These fairness and candor requirements raise many questions in the eDiscovery process, 
such as:

! Jhat if search terms fail to identify ?nown responsive documents=

! Jhat are the ethical implications of downgrading ESI to less usable 
formats=

! Must a party using search terms or technology assisted review disclose 
their terms or wor?flows=

C� O�'e� !� e& C /���e&# C��$e�a���%+ !ea&�%a, e �%(���� a%� 
Ce���-��a���%

In addition to the Model Rules, other rules require that lawyers in the eDiscovery 
process ma?e accurate disclosures of certain information. A few ?ey rules include 
Federal Rules of Civil Procedure 26 & 37. Rule 26 states as follows:



132

2016 SOUTHEAST BANKRUPTCY WORKSHOP

�3
Active 23893469v2 999900.903053

!� e 902g3 Ce���-��a���% 

B� &�g%�%g+ a% a����%e� �� $a��� �e���-�e& �'a� �� �'e ,e&� �- �'e 
$e�&�%4& )%�* e�ge+ �%-���a���%+ a%� ,e �e- -���e� a-�e� a 
�ea&�%a, e �%(����#

2A3 *��' �e&$e�� �� a ��&� �&��e+ �� �& ���$ e�e a%� ����e�� a& �- �'e 
���e �� �& �a�e< a%�

2B3 *��' �e&$e�� �� a ��&���e�� �e(�e&�+ �e&$�%&e+ �� �,.e����%+ �� 
�&#

2�3 ��%&�&�e%� *��' �'e&e �� e& a%� *a��a%�e� ,� e��&��%g  a* �� ,� 
a %�%-���� ��& a�g��e%� -�� e��e%��%g+ ����-��%g+ �� �e�e�&�%g 
e��&��%g  a*+ �� -�� e&�a, �&'�%g %e*  a*<

2��3 %�� �%�e�$�&e� -�� a%� ��$��$e� $��$�&e+ &��' a& �� 'a�a&&+ 
�a�&e �%%e�e&&a�� �e a�+ �� %ee� e&& � �%��ea&e �'e ��&� �- 
 ���ga���%< a%�

2���3 %e��'e� �%�ea&�%a, e %�� �%�� � ,���e%&��e �� e�$e%&��e+ 
��%&��e��%g �'e %ee�& �- �'e �a&e+ $���� ��&���e�� �% �'e �a&e+ 
�'e a���%� �% ��%����e�&�+ a%� �'e ��$���a%�e �- �'e �&&�e& a� 
&�a)e �% �'e a����%� 

The most common mista?e made by lawyers is failing to ma?e a Areasonable inquiryB 
and overstating the scope or completeness of their discovery productions by relying on 
representations made by clients without any confirmation or independent verification. 
For example, in Play ��s�ons- In�. v. �ollar �ree %tores- In�.- .o. C#/0123/ M4P 56.�. 
6as�. 4�ne 7- "#118- Plaintiff and counsel were held Lointly and severally liable for 
P136,666 in fees incurred by defendants as a result of plaintiffs@ discovery failures. The 
court noted that AHwIhile counsel may trust his client, he must ma?e reasonable inquiry 
into whether his client@s responses to discovery request are adequate. Counsel must also 
familiari7e himself with the documents in his client@s possession before certifying that 
production is complete.B Id. at Q25.

Meeting such a requirement may require understanding technical information 
regarding where and how information is stored by clients and spea?ing to appropriate 
and ?nowledgeable client representatives. The lawyer in Play ��s�ons was sanctioned for 
the following failures: 

! False certification that documents were only stored in hard copy form when they 
were readily and easily available electronicallyK

! Repeatedly representing that productions were complete when in fact they were notK 
and

! Belatedly producing ESI previously represented as nonexistent.
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These failures were quic?ly revealed through a 36;b<;6< deposition of the 
Plaintiff@s designated IT representative on data retention and production who revealed 
that counsel was not active in overseeing the process and that Plaintiff had self:selected 
documents.

Co9��na Invs. v. �ot�ste�n- No. 16:66:667D6:Civ:Coo?e9Bandsta, 2612 8.S. 
Dist. FERIS 16D712 ;S.D.Fla. Aug. 3, 2612< is another example of counsel failing to 
understand where and how data is stored and to properly trac? the eDiscovery process 
from collection through production in a manner that ensures their certification of 
completion is accurate. Both counsel and the client were sanctioned under Rule 37 for 
the following eDiscovery failures:

! Failing to produce a ?ey document in electronic format with relevant 
metadata and color header AEigh Ris?B because the lawyer printed and 
scanned the electronic file as a PDF rather than producing it in electronic 
format from its eDiscovery vendor@s database. Counsel relied on an 
emailed version of the document and misrepresented that the document 
was only available in hard copy.

! Failing to identify and produce ?ey document until after trial. The lawyers 
failed to loo? for a policy document in the shared drives of the ban?. The 
documents were collected in varying ways ;vendor collections, client self:
selection and email forwards< and outside counsel lac?ed a documented 
process to conform where and how they had searched for relevant 
information.

The court found outside counsel negligent and held that in:house counsel and the client 
had willfully withheld information resulting in an adverse finding of fact and attorneys@ 
fees award.

7���� C�%� �&��%

The ABA Model Rules, state and federal rules of civil procedure, and case law 
provide a framewor? of duties and obligations of lawyers wor?ing with client data and 
the technical and legal challenges that accompany such data in the eDiscovery pr�ce��.   
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Ethical Issues
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Baltimore, Maryland

“While twenty years ago PCs were a novelty and email was virtually nonexistent,
today more than ninety percent of all information is created in an electronic format.” THE
SEDONA PRINCIPLES: BEST PRACTICES RECOMMENDATIONS & PRINCIPLES FOR
ADDRESSING ELECTRONIC DOCUMENT PRODUCTION 1 (Jonathan M. Redgrave ed., 2d ed.
June 2007). Even experienced lawyers may be surprised to hear that their ability to
understand and comply with discovery obligations in the electronic age may implicate
their ethical duties of competence and diligence (among others) under applicable rules of
professional conduct. These materials outline basic principles regarding a lawyer’s
ethical responsibilities in connection with electronic discovery.

I. RELEVANT ABA MODEL RULES OF PROFESSIONAL CONDUCT

A. Rule 1.1 Competence:

A lawyer shall provide competent representation to a
client. Competent representation requires the legal
knowledge, skill, thoroughness and preparation
reasonably necessary for the representation.

Comment [8] provides: “To maintain the requisite
knowledge and skill, a lawyer should keep abreast of
changes in the law and its practice, including the benefits
and risks associated with relevant technology . . . .”

B. Rule 1.6 Confidentiality of Information:

(a) A lawyer shall not reveal information relating to the
representation of a client unless the client gives
informed consent, the disclosure is impliedly authorized
in order to carry out the representation or the
disclosure is permitted by paragraph (b).
. . .
(c) A lawyer shall make reasonable efforts to prevent
the inadvertent or unauthorized disclosure of, or
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unauthorized access to, information relating to the
representation of a client.

Comment [18] provides: “Paragraph (c) requires a lawyer
to act competently to safeguard information relating to the
representation of a client against unauthori]ed access by
third parties and against inadvertent or unauthori]ed
disclosure by the lawyer or other persons who are
participating in the representation of the client or who are
subMect to the lawyer’s supervision. See Rules 1.1, �.1 and
�.�. The unauthori]ed access to, or the inadvertent or
unauthori]ed disclosure of, information relating to the
representation of a client does not constitute a violation of
paragraph (c) if the lawyer has made reasonable efforts to
prevent the access or disclosure. Factors to be considered in
determining the reasonableness of the lawyer’s efforts
include, but are not limited to, the sensitivity of the
information, the likelihood of disclosure if additional
safeguards are not employed, the cost of employing
additional safeguards, the difficulty of implementing the
safeguards, and the extent to which the safeguards
adversely affect the lawyer’s ability to represent clients
(e.g., by making a device or important piece of software
excessively difficult to use). . . .”

Comment [1�] provides: “When transmitting a
communication that includes information relating to the
representation of a client, the lawyer must take reasonable
precautions to prevent the information from coming into
the hands of unintended recipients. This duty, however,
does not require that the lawyer use special security
measures if the method of communication affords a
reasonable expectation of privacy. Special circumstances,
however, may warrant special precautions. Factors to be
considered in determining the reasonableness of the
lawyer’s expectation of confidentiality include the
sensitivity of the information and the extent to which the
privacy of the communication is protected by law or by a
confidentiality agreement. . . .”

C. Rule �.� Candor toZard tKe 7riEXnal:

(a) A lawyer shall not knowingly�
(�) make a false statement of fact or law to a
tribunal or fail to correct a false statement of
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material fact or law previously made to the
tribunal by the lawyer . . . .

The Annotation to Rule �.� further explains that
“[m]isrepresenting the status of discovery or the
availability of information sought in discovery violates
Rule �.�(a)(1).” (collecting cases).

D. Rule �.� )airneVV to 2ppoVinJ 3arty and CoXnVel:

A lawyer shall not�
(a) unlawfully obstruct another party
s access to
evidence or unlawfully alter, destroy or conceal a
document or other material having potential
evidentiary value. A lawyer shall not counsel or
assist another person to do any such act�
. . .
(d) in pretrial procedure, make a frivolous
discovery request or fail to make reasonably
diligent effort to comply with a legally proper
discovery request by an opposing party . . . .

Comment [1] provides: “The procedure of the adversary
system contemplates that the evidence in a case is to be
marshalled competitively by the contending parties. Fair
competition in the adversary system is secured by
prohibitions against destruction or concealment of
evidence, improperly influencing witnesses, obstructive
tactics in discovery procedure, and the like.”

Comment [2] provides: “Documents and other items of
evidence are often essential to establish a claim or defense.
SubMect to evidentiary privileges, the right of an opposing
party, including the government, to obtain evidence
through discovery or subpoena is an important procedural
right. The exercise of that right can be frustrated if relevant
material is altered, concealed or destroyed. Applicable law
in many Murisdictions makes it an offense to destroy
material for purpose of impairing its availability in a
pending proceeding or one whose commencement can be
foreseen. Falsifying evidence is also generally a criminal
offense. Paragraph (a) applies to evidentiary material
generally, including computeri]ed information. . . .”
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E. Rule �.� 5eVpect for 5iJKtV of 7Kird 3erVonV:

(a) In representing a client, a lawyer shall not use
means that have no substantial purpose other than to
embarrass, delay, or burden a third person, or use
methods of obtaining evidence that violate the legal
rights of such a person.
(b) A lawyer who receives a document or electronically
stored information relating to the representation of the
lawyer¶s client and knows or reasonably should know
that the document or electronically stored information
was inadvertently sent shall promptly notify the sender.

Comment [2] provides: “Paragraph (b) recogni]es that
lawyers sometimes receive a document or electronically
stored information that was mistakenly sent or produced by
opposing parties or their lawyers. A document or
electronically stored information is inadvertently sent when
it is accidentally transmitted, such as when an email or
letter is misaddressed or a document or electronically
stored information is accidentally included with
information that was intentionally transmitted. If a lawyer
knows or reasonably should know that such a document or
electronically stored information was sent inadvertently,
then this Rule requires the lawyer to promptly notify the
sender in order to permit that person to take protective
measures. Whether the lawyer is required to take additional
steps, such as returning or deleting the document or
electronically stored information, is a matter of law beyond
the scope of these Rules, as is the question of whether the
privileged status of a document or electronically stored
information has been waived. Similarly, this Rule does not
address the legal duties of a lawyer who receives a
document or electronically stored information that the
lawyer knows or reasonably should know may have been
inappropriately obtained by the sending person. For
purposes of this Rule, µdocument or electronically stored
information’ includes, in addition to paper documents,
email and other forms of electronically stored information,
including embedded data (commonly referred to as
µmetadata’), that is subMect to being read or put into
readable form. Metadata in electronic documents creates an
obligation under this Rule only if the receiving lawyer
knows or reasonably should know that the metadata was
inadvertently sent to the receiving lawyer.”



174

2016 SOUTHEAST BANKRUPTCY WORKSHOP

�
�0008��

Comment [�] provides: “Some lawyers may choose to
return a document or delete electronically stored
information unread, for example, when the lawyer learns
before receiving it that it was inadvertently sent. Where a
lawyer is not required by applicable law to do so, the
decision to voluntarily return such a document or delete
electronically stored information is a matter of professional
Mudgment ordinarily reserved to the lawyer. See Rules 1.2
and 1.�.”

F. Rule �.� 5eVponViEilitieV 5eJardinJ 1onlaZyer $VViVtantV:

With respect to a nonlawyer employed or retained by or
associated with a lawyer�

(a) a partner, and a lawyer who individually or
together with other lawyers possesses
comparable managerial authority in a law firm
shall make reasonable efforts to ensure that the
firm has in effect measures giving reasonable
assurance that the person
s conduct is
compatible with the professional obligations of
the lawyer�
(b) a lawyer having direct supervisory authority
over the nonlawyer shall make reasonable efforts
to ensure that the person
s conduct is compatible
with the professional obligations of the lawyer�
and
(c) a lawyer shall be responsible for conduct of
such a person that would be a violation of the
Rules of Professional Conduct if engaged in by a
lawyer if�

(�) the lawyer orders or, with the
knowledge of the specific conduct, ratifies
the conduct involved� or
(�) the lawyer is a partner or has
comparable managerial authority in the
law firm in which the person is employed,
or has direct supervisory authority over
the person, and knows of the conduct at a
time when its consequences can be
avoided or mitigated but fails to take
reasonable remedial action.

Comment [�] provides: “A lawyer may use nonlawyers
outside the firm to assist the lawyer in rendering legal
services to the client. Examples include the retention of an



AMERICAN BANKRUPTCY INSTITUTE

175

6
�0008��

investigative or paraprofessional service, hiring a document
management company to create and maintain a database for
complex litigation, sending client documents to a third
party for printing or scanning, and using an Internet�based
service to store client information. When using such
services outside the firm, a lawyer must make reasonable
efforts to ensure that the services are provided in a manner
that is compatible with the lawyer’s professional
obligations. The extent of this obligation will depend upon
the circumstances, including the education, experience and
reputation of the nonlawyer� the nature of the services
involved� the terms of any arrangements concerning the
protection of client information� and the legal and ethical
environments of the Murisdictions in which the services will
be performed, particularly with regard to confidentiality.
See also Rules 1.1 (competence), 1.2 (allocation of
authority), 1.� (communication with client), 1.6
(confidentiality), �.�(a) (professional independence of the
lawyer), and �.�(a) (unauthori]ed practice of law). When
retaining or directing a nonlawyer outside the firm, a
lawyer should communicate directions appropriate under
the circumstances to give reasonable assurance that the
nonlawyer
s conduct is compatible with the professional
obligations of the lawyer.”

Comment [�] provides: “Where the client directs the
selection of a particular nonlawyer service provider outside
the firm, the lawyer ordinarily should agree with the client
concerning the allocation of responsibility for monitoring
as between the client and the lawyer. See Rule 1.2. When
making such an allocation in a matter pending before a
tribunal, lawyers and parties may have additional
obligations that are a matter of law beyond the scope of
these Rules.”

II. ABA AND STATE BAR ET+ICAL OPINIONS

A. California State Bar �� Formal Opinion No. 201��1��, aYailaEle at
https:��ethics.calbar.ca.gov�Portals���documents�Opinions�CAL�20201��
1���20��B11�000���D�20(06��0�1�)�20��20FINAL.pdf.1

1. After issuing two interim opinions with periods for public
comment, the California State Bar Standing Committee on

1 California has not adopted the Model Code of Professional Conduct. However, the opinion states that its
authors “look[ed] to federal Murisprudence for guidance, as well as applicable Model Rules, and appl[ied]
those principles based upon California’s ethical rules and existing discovery law.”
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Professional Responsibility and Conduct issued Formal Opinion
No. 201��1�� on June �0, 201�.

2. The Opinion summari]es its conclusions by stating that an
attorney’s duty of competence “generally requires, among other
things, and at a minimum, a basic understanding of, and facility
with, issues relating to e�discovery, including the discovery of
electronically stored information (µESI’)” and that “[l]ack of
competence in e�discovery issues also may lead to an ethical
violation of an attorney’s duty of confidentiality.”2

�. According to the opinion, where an attorney lacks the required
competence for the e�discovery in a case, he or she has three
options: “(1) acquire sufficient learning and skill before
performance is required� (2) associate with or consult technical
consultants or competent counsel� or (�) decline the client
representation.”

�. The opinion provides a list of tasks related to e�discovery that
attorneys should be able to perform either themselves or in
association with competent co�counsel or expert consultants:

“initially assess e�discovery needs and issues, if any�
implement�cause to implement appropriate ESI
preservation procedures�
analy]e and understand a client’s ESI systems and storage�
advise the client on available options for collection and
preservation of ESI�
identify custodians of potentially relevant ESI�
engage in competent and meaningful meet and confer with
opposing counsel concerning an e�discovery plan�
perform data searches�
collect responsive ESI in a manner that preserves the
integrity of that ESI� and
produce responsive non�privileged ESI in a recogni]ed and
appropriate manner.” (footnotes omitted).

B. Ethical Opinions on Issues Surrounding Metadata

1. Metadata is “data about data.” More specifically, it is defined as
“information describing the history, tracking, or management of an
electronic document.” Wyeth v. Impax Labs., Inc., 2�8 F.R.D.

2 A previous version of the opinion provided that the “[l]ack of competence in e�discovery issues can also
result, in certain circumstances, in ethical violations of an attorney’s duty of confidentiality, the duty of
candor, and�or the ethical duty not to suppress evidence.”
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16�, 171 (D. Del. 2006) (quoting Williams v. Sprint�United
Management Co.� 2�0 F.R.D. 6�0, 6�6 (D. .an. 200�)).

2. Metadata poses at least three ethical issues for attorneys: (1)
whether an attorney sending electronically stored information
(ESI) has a duty to delete or “scrub” metadata before producing it
to an adverse party, (2) whether an attorney receiving ESI with
metadata may review or “mine” it, and (�) whether an attorney
receiving ESI with metadata must notify the sender if metadata is
found.

�. ABA Formal Opinions 06���2 and 0����7 do not impose an
e[plicit duty with respect to metadata on an attorney sending ESI
(however, Rule 1.6 presumably extends to metadata). Certain
methods of eliminating metadata (including scrubbing, negotiating
a confidentiality agreement, or sending the file in a different
format) are suggested for attorneys who are “concerned about the
possibility of sending, producing, or providing to opposing counsel
a document that contains or might contain metadata.” The
Opinions further provide that mining data is not “ethically
impermissible.” However, pursuant to Rule �.�(b), the recipient
must notify the sender if metadata is found if the recipient knows
or reasonably should know that the transmission of metadata was
inadvertent.

�. State Bar ethical opinions regarding metadata are not consistent.

Most impose a duty to exercise “reasonable care” in transmitting
ESI to prevent the disclosure of metadata. See, e.g., Alabama State
Bar Formal Opinion 2007�02� State Bar of Ari]ona Ethics Opinion
07�0�� Colorado Bar Association Ethics Opinion 11�� Florida Bar
Ethics Opinion 06�02� Maryland State Bar Association Ethics
Docket No. 2007�0�� New <ork State Bar Association Opinions
7�� and 782� Association of the Bar of the City of New <ork
Formal Opinion 200��0�.

Some provide that mining metadata is NOT an ethical violation.
See, e.g., Maryland State Bar Association Ethics Docket No. 2007�
0�� State Bar of Wisconsin Ethics Opinion EF�12�01. Others
provide that mining metadata IS an ethical violation. See, e.g.,
Florida Bar Ethics Opinion 06�02� New <ork State Bar
Association Opinions 7�� and 782� Association of the Bar of the
City of New <ork Formal Opinion 200��0�� North Carolina State
Bar 200� Formal Opinion 1. Others take a case�by�case approach.
See, e.g., Pennsylvania Bar Association Formal Opinion 200��100.
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Most impose an obligation to notify the sender if metadata is
found. See, e.g., Florida Bar Ethics Opinion 06�02� North Carolina
State Bar 200� Formal Opinion 1. But not all. See, e.g., Maryland
State Bar Association Ethics Docket No. 2007�0� (because the
Maryland Rules of Professional Conduct were not amended to
include ABA Model Rule �.�(b), they “do not require the receiving
attorney to notify the sending attorney that there may have been an
inadvertent transmittal of privileged . . . materials”)� Oregon Legal
Ethics Assistance for OSB Members Formal Opinion No. 2011�
187 (because the sender has an obligation to exercise reasonable
care to avoid sending confidential information, the receiving
lawyer “could reasonably conclude that the metadata was
intentionally left in” and therefore there is no duty under Oregon
Rule �.�(b) to notify the sender of the presence of metadata).

�. With respect to ethical issues in connection with electronic
discovery in general and metadata in particular, see Hon. Paul W.
Grimm & Joel P. Williams, (tKical IVVXeV $VVociated ZitK
3reVerYinJ� $cceVVinJ� 'iVcoYerinJ� and 8VinJ (lectronically
6tored Information, 1� FIDELIT< L.J. �7 (Oct. 2008).

C. Ethical Issues in Connection with Social Media

1. Another current hot topic is ethical issues related to social media.
Recent state bar developments on this subMect can be illustrated by
opinions from Florida and New <ork.

2. Professional Ethics of the Florida Bar Opinion 1��1, aYailaEle at
http:��www.floridabar.org�tfb�TFBETOpin.nsf�b2b76d��e�fd6�a�
8�2�700�0067a7af��8e16dd��286008�8�2�7ee�006cf�df�OpenD
ocument, was released on June 2�, 201� and approved by the
Florida Bar Board of Governors on October 16, 201�. The opinion
discusses ethical obligations involved in advising clients to “clean
up” their social media pages before litigation. It is primarily based
on Florida Rule ���.�(a) regarding the preservation and�or
spoliation of evidence, and concludes that a lawyer “may advise a
client to use the highest level of privacy setting on the client’s
social media pages,” and “may advise the client pre�litigation to
remove information from a social media page, regardless of its
relevance to a reasonably foreseeable proceeding, as long as the
removal does not violate any substantive law regarding
preservation and�or spoliation of evidence.” The opinion explains,
however, that “the social media information or data must be
preserved if the information or data is known . . . or reasonably
should be known . . . to be relevant to the reasonably foreseeable
proceeding.” Finally, the opinion explains that “the general
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obligation of competence may require the inquirer to advise the
client regarding removal of relevant information from the client’s
social media pages, including whether removal would violate any
legal duties regarding preservation of evidence, regardless of the
privacy settings.”

�. The New <ork State Bar Association (Commercial and Federal
Litigation Section) released updated Social Media Ethics
Guidelines on June �, 201�, aYailaEle at
http:��www.nysba.org�socialmediaguidelines�. The first guideline
concerns the ethical duty of competence and provides that “[a]
lawyer has a duty to understand the benefits and risks and ethical
implications associated with social media, including its use as a
mode of communication, an advertising tool and a means to
research and investigate matters.” The guideline further explains
that “[a] lawyer must understand the functionality of any social
media service she intends to use for [] research. If an attorney
cannot ascertain the functionality of a website, the attorney must
proceed with great caution in conducting research on that
particular site.” Guideline �.A provides that “[a] lawyer may
advise a client as to what content may be maintained or made
private on her social media account, including advising on
changing her privacy and�or security settings . . . [and also] as to
what content may be µtaken down’ or removed . . . as long as there
is no violation of . . . law . . . relating to the preservation of
information, including legal hold obligations. Unless an
appropriate record of the social media information or data is
preserved, a party . . . may not delete information from a social
media profile that is subMect to a duty to preserve.”

III. CASE LAW

A. Much of the existing case law concerns the propriety of sanctions in
connection with a lawyer’s failure to satisfy his or her discovery
obligations and is typically not tied to consideration of whether the
conduct at issue also constituted an etKical violation. However, it
certainly could be. Indeed, the Annotation to Model Rule �.� states that:

Although Rule �.� subMects a lawyer to professional
discipline for abusive litigation tactics, it is normally the
presiding Mudge who initially takes the corrective action,
such as retrial, exclusion of evidence, disqualification, and
payment of monetary sanctions. A court is likely to
consider Rule �.�, as well as other ethics rules, when
imposing these litigation sanctions.
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Brown v. Tellermate Holdings Ltd., 201� WL 2�870�1, at *2, 2��26 (S.D.
Ohio July 1, 201�) (precluding defendant from using certain evidence and
imposing sanctions against the defendant and counsel, Mointly, for failing
to satisfy discovery obligations by failing to produce and preserve
electronically stored information� explaining that: “While the preservation,
review, and production of ESI often involves procedures and techniques
which do not have direct parallels to discovery involving paper
documents, the underlying principles governing discovery do not change
Must because ESI is involved. Counsel still have a duty (perhaps even a
heightened duty) to cooperate in the discovery process� to be transparent
about what information exists, how it is maintained, and whether and how
it can be retrieved� and, above all, to exercise sufficient diligence (even
when venturing into unfamiliar territory like ESI) to ensure that all
representations made to opposing parties and to the Court are truthful and
are based upon a reasonable investigation of the facts.”).

Abadia�Peixoto v. U.S. Dep’t of Homeland Sec., 201� WL ��11�2�, at
*2�� (N.D. Cal. Aug. 2�, 201�) (explaining that “[c]ourts have interpreted
the federal rules as imposing µa duty of good faith and reasonable inquiry
on all attorneys involved in litigation who rely on discovery responses
executed by another attorney’” and that counsel “must take µresponsibility
for ensuring that their clients conduct a comprehensive and appropriate
document search’”� finding that where “counsel could not articulate how
the searches were conducted,” this “suggests that he could not certify
[under Rule 11] that a search had been conducted that would fully satisfy
Defendants’ discovery obligation” and ordering that defendants disclose
their search parameters and to meet and confer regarding the adequacy of
such parameters “to ensure that Defendants have met their discovery
obligation”).

Pension Comm. of Univ. of Montreal Pension Plan v. Banc of Am. Sec.,
LLC, 68� F. Supp. 2d ��6, �62, ��6��7 (S.D.N.<. 2010) (imposing
spoliation instruction and monetary sanctions against plaintiffs whose
failure to preserve evidence amounted to gross negligence and monetary
sanctions against plaintiffs whose failure to preserve evidence amounted
to negligence� noting that “[b]y now, it should be abundantly clear that the
duty to preserve means what it says and that a failure to preserve
records²paper or electronic²and to search in the right places for those
records, will inevitably result in the spoliation of evidence.”), abrogated in
part by Chin v. Port Auth. of N.<. & N.J., 68� F.�d 1��, 162 (2d Cir.
2012) (reMecting “notion that a failure to institute a µlitigation hold’
constitutes gross negligence per Ve,” instead finding it is one factor in
determining whether to issue discovery sanctions).

William A. Gross Constr. Assocs. v. Am. Mfrs. Mut. Ins. Co., 2�6 F.R.D.
1��, 1�6 (S.D.N.<. 200�) (“Electronic discovery requires cooperation
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between opposing counsel and transparency in all aspects of preservation
and production of ESI. Moreover, where counsel are using keyword
searches for retrieval of ESI, they at a minimum must carefully craft the
appropriate keywords, with input from the ESI
s custodians as to the
words and abbreviations they use, and the proposed methodology must be
quality control tested to assure accuracy in retrieval and elimination of
µfalse positives.’ It is time that the Bar²even those lawyers who did not
come of age in the computer era²understand this.”).

Martin v. Northwestern Mut. Life Ins. Co., 2006 WL 1�8��1, at *2 (M.D.
Fla. Jan. 1�, 2006) (awarding defendant attorneys fees for plaintiff�
attorney’s failure to produce electronically stored information, explaining
that “[a]s an attorney, the Plaintiff is familiar with the rules of discovery
and should have understood his discovery obligations. . . . His claim that
he is so computer illiterate that he could not comply with production is
frankly ludicrous.”).

B. However, a handful of cases do specifically discuss the ethical
implications of failing to meet electronic discovery obligations, including
the following:

In 4ualcomm Inc. v. Broadcom Corp., 2008 WL 66��2, at *18 (S.D. Cal.
Jan. 7, 2008), the magistrate Mudge referred six attorneys to the State Bar
of California “for an appropriate investigation and possible imposition of
sanctions” for assisting their client in “intentionally hiding or recklessly
ignoring relevant documents, ignoring or reMecting numerous warning
signs that [the client’s] document search was inadequate, and blindly
accepting [the client’s] unsupported assurances that its document search
was adequate. The Sanctioned Attorneys then used the lack of evidence to
repeatedly and forcefully make false statements and arguments to the court
and Mury.” The attorneys obMected, and the district Mudge vacated the
sanctions order, finding that the attorneys “shall not be prevented from
defending their conduct by the attorney�client privilege of 4ualcomm . . .
because of the application of the self�defense exception to the attorney�
client privilege of 4ualcomm.” 4ualcomm Inc. v. Broadcom Corp., 2008
WL 6�8108, at *2 (S.D. Cal. Mar. �, 2008). On remand, the magistrate
Mudge declined to impose sanctions, holding that “the evidence presented
during these remand proceedings has established that while significant
errors were made by some of the Responding Attorneys, there is
insufficient evidence to prove that any of [them] engaged in the requisite
µbad faith’ or . . . failed to make a reasonable inquiry before certifying
4ualcomm’s discovery responses.” 4ualcomm Inc. v. Broadcom Corp.,
2010 WL 1��6��7, at *7 (S.D. Cal. Apr. 2, 2010). The magistrate Mudge
found that “[t]he fundamental problem in this case was an incredible
breakdown of communication,” noting a “lack of meaningful
communication” amongst 4ualcomm employees, in�house counsel, and
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outside counsel and “a lack of agreement amongst the participants
regarding responsibility for document collection and production.” Id. at
*2��. She further found that “[t]hese failures were exacerbated by an
incredible lack of candor on the part of the principal 4ualcomm
employees.” Id. at *�. With respect to the attorney who had signed the
discovery responses (and who, therefore, was “responsible for the
accuracy and propriety of them”), the court found that he “did take
appropriate actions to learn the truth but was misled by 4ualcomm
employees.” Id. at *6.

State v. Ratliff, 8�� N.W.2d 18�, 1�� (N.D. 201�) (Crothers, J.,
concurring opinion) (noting that lawyers must understand the contours of
electronic discovery, in particular, whether “metadata [is] being admitted
along with information on the face of the document,” in order to “provide
competent representation to a client” under Rule 1.1, and “maintain client
confidences . . .” citing Rules 1.6 and �.�).

U.S. v. Hernande], 201� WL ��10266, at *2, � (S.D.N.<. Sept. 12, 201�)
(denying defense counsel’s request to appoint a Coordinating Discovery
Attorney, who would receive and index electronic discovery on behalf of
all nine defendants in a criminal case, finding that “clear and obvious
ethical and legal issues [would be] implicated” and noting that “[t]he point
. . . is that counsel�of�record for a particular defendant must at all times, in
all ways, remain ultimately responsible for providing effective legal
representation to his or her client. This duty does not disappear during the
discovery process.”).

Postorivo v. AG Paintball Holdings, Inc., 2008 WL �8761��, at *18�1�
(Del. Ch. Aug. 20, 2008) (unpublished) (applying DLRPC Rule �.�, which
provides that a lawyer may not “use methods of obtaining evidence that
violate the legal rights of [a third person],” in the context of electronic
discovery, and noting: “In modern commercial litigation, it is becoming
more common for outside counsel or other agents of a party to litigation to
be in possession of privileged information of an adverse party. Many cases
involve some form of electronic discovery, for example, and the sheer
volume of documents involved often necessitates creative means to handle
privileged documents. Consequently, for cost�saving or �shifting reasons,
during the early stages of discovery, one side rightfully may come into
possession of documents and information storage devices that contain
privileged information or communications of an adverse party. It is
essential to the integrity of the litigation process in such circumstances
that the court and the parties can rely on counsel scrupulously to conform
to their ethical obligations . . . .”).

F.D.I.C. v. Horn, 201� WL 1�2�82�, at *�, 12�1�, 1��16 (E.D.N.<. Mar.
�1, 201�) (in the context of an attorney malpractice claim, discussing an
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attorney’s ethical duties to retain ESI related to the representation of a
client, and quoting Formal Opinion 2008�1 from the New <ork Bar, which
distinguishes the duty to retain emails that are “formal, carefully drafted
communications intended to transmit information, or other electronic
documents, necessary to effectively represent a client, or are otherwise
documents that the client may reasonably expect the lawyer to preserve”
as opposed to “casual” emails that “[n]o ethical rule prevents a lawyer
from deleting”� further explaining that the attorney’s lack of policies or
procedures for ensuring the preservation of ESI in his law firm factored
into the court’s decision to award a monetary sanction, but that his “utter
ignorance” of his preservation responsibilities undercut a finding of bad
faith).

A PD; Pro Co. v. Dish Network Service, LLC, 201� WL 77171��, at
*11, 16�17 (D. Colo. Nov. �0, 201�) (noting that the certification
obligations under Federal Rule of Civil Procedure 26 implicate an
attorney’s duty of candor to the court: “counsel’s certification obligation
cannot be divorced from their duty to the court. µAs officers of the court,
all attorneys conducting discovery owe the court a heightened duty of
candor.’”).
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