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Cybersecurity 101
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What types of information and data do all
companies need to protect?

* Personallyidentifiable information (Pll): information that can be
linked to a specificindividual

* Includes name, birthdate, social security number, driver’s license number,
account numbers

* Non-personally identifiable information: cannotby itself be used to
identify a specificindividual

* Aggregate data, zip code, area code, city, state, gender, age

* Gray area—"anomyzed data”
* Non-Pllthat, when linked with other data, can effectively identify a person

* Includes geolocation data, site history, and viewing patterns from IP addresses
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What Data Must Be Protected?

* Personally Identifiable Information (PlI)

Social Security number

Drivers license number

Credit/debit card numbers

Passport number

Bank Account Information

Date of Birth

Medical Information

Mother's maiden name

Biometric data (i.e., fingerprint)

E-mail/username in combination with password/security question & answer

What Data Must Be Protected?

* Payment Card Information (PCl)

Primary Account Number (PAN)
Cardholder Name

Expiration Date

Service Code (3 or 4 digit code)
PIN
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What Data Must Be Protected?

* Business Information
e Customerlists
* Prospectlists
* Tradesecrets
* Pricinginformation
* Business plans and strategies

* Employee lists

Why do we need to protect it?

* Data is a corporate asset

* Corporate data is at a higher risk of theft or misuse than ever before
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Numerous Applicable Laws/Regulations

* Massachusetts Standards — 201 C.M.R. 17
* Gramm-Leach Bliley

* HIPAA

* FairCredit Reporting Act (FCRA)

Top 10 Passwords Discovered in Data
Breaches in 2016

. 123456 . 123456789
. password 7. football

. 12345678 8. 1234

. qwerty 9. 1234567

- 12345 10.baseball
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Primary Types of Privacy Incidents

* Physicalloss: Stolen or lost laptop, PDA, thumb drive, or other
portable media containing Pll or other sensitive data

* Mitigation
* Encrypt
* Prohibit/minimize/blocksaving Pll on portable media
* Records management

Primary Types of Privacy Incidents

* Hard copies: mis-mail, misplaced, stolen, or “disposal fail”

* Mitigation
* Handling policy and training
* Disposal policy and training
* Diligence/contracts with records management/disposalvendors
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Primary Types of Privacy Incidents

e Unintended Disclosures

* “computer glitch”
* Incorrectpermission settings

* Misdirected email/fax

* Mitigation
* Regular systems and/or vulnerability testing
* Encrypt or password-protect files
* Outlook delay

Primary Types of Privacy Incidents

* Vendors: negligence, physical loss, database/server breach or stolen
data ata vendor’s location or server

* Increasesresponse costs about 20%

* Mitigation
* Vendor contract provisions
* Appropriate review of vendors to confirm safequards are in place
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Primary Types of Privacy Incidents

* Stolen Data by Otherwise Authorized Users: rogue employee or other
maliciousinsider with access downloads or sends personal or
sensitive data to another unauthorized location for an improper
purpose

* Mitigation
* Systems activity review—logging and periodic monitoring

* Accessreviews

Primary Types of Privacy Incidents

» Database/server breach: Unauthorized person accesses or hacksinto
a data server that stores personal or other sensitive data

* Malware, hackers, phishing, ransomware

* Mitigation
* Penetration testing, firewalls, intrusion detection, etc.
* Systems activity review —logging and periodic monitoring
* Training of employees
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Companies are Still Too Optimistic About
Ability to Detect an Attack

Within a week
Within a month

Within three months

Within 72 hours or less | s s —
I
]
|
]

Not confident that we can detect..

0 10 20 30 40 50 60

Responses (%)

*Information from Tripwire Breach Detection Survey, http://www.tripwire.com/company/research/us-retail-survey/

Victims by the Numbers

How Compromises Are Being Time from Earliest Evidence of Compromise
Detected to Discovery of Compromise

A
T

* 24 days less than 2012
69%

rrima rotifed

4N eternal entity Langest Presence: 2962 days

Adapted from Mandiant’s MTrends Beyond the Breach: 2015 Threat Report
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Reputational Harm

* Consumer Study on Data Breach Notification

* 62% said breach notification decreased trust and confidenceinthe
organization

* 15% would terminate their relationship with the notifyingcompany
(39% would considerterminating)

* 94% believe reporting organizationis solely to blame for breach

* 72% thought organizations do a poor job communicatingand
handling a data breach

(Source: Ponemon Institute & Experian Data Breach Resolution)

What must companies do to protect it?

* Compliance with state, local, federal laws and regulations
* Contracts with third parties

* Privacy policiesfor website users

* Privacy audits

Business may have more Pll than it is thinking of
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What is a Data Breach?

* Definition varies from state to state, but typically includes:
* Unauthorized acquisition/access/use
» Of Personally Identifiable Information (PII)
* Unencrypted
Compromisingthe security, confidentiality orintegrity of PlI

Does notinclude good faith acquisition of PII

What is a Data Breach?
(That may trigger state notification laws)

* Unauthorized acquisition of Pll that compromises the security,
confidentiality orintegrity of PILI...

* That results or could result in identity theft or fraud (OH)

* Unless Pllis not used or subject to further unauthorized disclosure
(NE)

* Unless no misuse of Pll has occurred or is not reasonably likely to
occur (NJ)

* Unless no reasonablelikelihood of harm to consumer whose Pll was
acquired has resulted or will result (CT)
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What is a Data Breach?
(That may trigger state notification laws)

* Unauthorized acquisition of Pll that compromises the security,
confidentiality orintegrity of PII...
* That has caused or is likely to cause loss or injury to resident (M)

* That causes oris reasonably likely to cause substantial economic
loss to the individual (AZ)

* Unless no reasonablelikelihoodof financial harmto consumer
whose Pll was acquired has resulted or will result (IA)

Why we should be careful with the word
“breach”

* Using “breach” to describe a data-privacy related incidentassumes
the incidentmeets the definition of a security breach which triggers
various notification requirements

* An “incident” does not always rise to the level of “breach” (i.e.,
encryption safe harbor)

* “Incident” is better received by the public than “breach”
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Breach Notification Laws

* State laws differ with respect to:
* Deadline for notifying (14, 30, 45 days; reasonable time)
* Notification to Attorney General
* Notification to other State agencies
Including Attorney General contact information
Substitute notice (email, website, media)
Specific facts of incident and type of Pll compromised

Maintaining records of incident (for 3-5 years)

* Countries also differ with notice requirements

National Institute of Standards and
Technology (NIST) Framework

* ldentify: develop the organizational understandingto manage cybersecurityrisk to
systems, assets, data, and capabilities

Protect: develop and implement the appropriate safeguards to ensure delivery of
critical infrastructure services

Detect: develop and imPIement the appropriate activities to identify the occurrence
of a cybersecurity even

Transfer: develop and implement appropriate insurance program that deals with
cyberand privacy events

Respond: develop and implement the appropriate activities to take action
regarding a detected cybersecurity event

Recover: develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event
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Proactive Measures

* AWritten Information Security Program (WISP): required by Massachusetts
law, GLBA, and FTC Red Flags Rule

Incident Response Plan: required by PCI DSS, GLBA, and HIPAA

Carefully drafted Confidentiality Agreementsfor employees, vendors, and
visitors

Proper and ongoing training for employees on company’s data security
programs & cyber awareness

Perform a data privacy review & risk assessment, including penetration
testing

Review your employee exit process

Who Should Be On Your Incident Response
Team?

* Because the issue impacts almost every component of the organization, and failure
to properly manage can result in both long and short term consequences, the team
should include "C"level decision makers in the following areas:

* Legal

=Ty

* Risk management/insurance
HR

* Marketing

* Public relations

* Compliance & internal audit

* Physical security

* Other executive, as appropriate

 Third party response services (e.g., forensics, privacy counsel, notification)
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Vendor Agreements

» Compliance with data privacy standards for the protection of PIl, PHI,
and/orPCl

Return or destruction of Pll, PHI, and/or PCl
Use of subcontractors with accessto Pll, PHI, and/or PCI

Notice of security and/or privacy incidentwithin ____ hours

Indemnification

Cyber liability insurance

A Simplified View of a Data Breach Response
Methodology

Phase 1 Phase 2 Phase 3 Phase 4
Discovery Investigation Response Defense

)

Class-Action
S— Lawsuits
Notification and -
Theft, loss, or Unauthorized Credit Monitoring Requlatory Fi
Disclosure of Personally egufatoryFines,
Identifiable Non-Public Penalties, and
Information or Third Party Forensic Consumer Redress
Corporate Information that is in Investigation and ——
the care, custody or control of the Legal Review .
Insured Organization, or a third Reputational
party for whom the Insured S Damage
Organization is legally liable
Public Relations S —

Income Loss

N
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This chapter is from the upcoming American Bar Association Business Law Section book Guide for In-
House Counsel: Practical Resource to Cutting-Edge Issues, to be published in early 2019.

Chapter 5

Cyber Security and Protecting Data Privacy
By Steven P. Seltzer, Esq., John G. Loughnane, Esq., and Susan N. Goodman, RN JD

Every day the national news includes a story about a company, application, or service that has
suffered a data breach. It is a common occurrence, so companies must take steps to protect and
respond to these events. Protection begins with understanding those laws and regulations
affecting data privacy, and developing a privacy compliance program to minimize data security
risks. This chapter will educate the reader on data privacy, cyber security, breach risk, breach
mitigation, and the steps necessary to prepare for and respond to data security incidents and/or
breaches.

Electronic transmission and storage of data has become a part of everyday life, both
commercially and personally. Most individuals have certainly moved well beyond the mere
carrying of a smart phone or swiping of a credit card and now drive vehicles that are full of
electronic “syncing” options; track health and fitness information either through an app, a
wearable, or both; and pay bills or transfer money through the assistance of an app. Digitization
is equally as pervasive in business. Legal counsel representing clients in industries subject to
data privacy laws and regulations are required to understand and stay informed on what has
become an ever-evolving data privacy landscape. Data compromise has become an equally
pervasive theme for many industries. Accordingly, cybersecurity and data breach awareness is
clearly a priority issue for counsel, especially in-house counsel. With emphasis on in-house
generalists, this chapter provides an overview of how to develop an effective data privacy
program, address ongoing risks, and prepare for and mitigate security incidents. Both legal and
general media outlets have reported many data breaches in recent years, making it unnecessary to
rehash them. No business—whether large or small—is immune from the risk. Although massive
breaches like the one reported by Equifax in 2017 gain big headlines, there are many more that

escape publicity.
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Not surprisingly, data privacy and cybersecurity laws and processes overlap. In fact, what
is often thought of and discussed as cyber security inherently includes development of data
privacy processes to minimize data security breaches. Effective data security programs require
engagement and integration throughout various levels of the organization. The best IT/data
security team cannot effectively keep any organization’s data secure without the engagement of
organizational leadership, end-user employees, compliance professionals, vendors, and,
ultimately, the board of directors. Organizations often have competent teams covering each of
these areas, yet fail to effectively integrate the communication, policies, training, and incident
response responsibilities cross-functionally.

Further, although organizations must have robust sanction policies to deal with process-
and-procedure violations, overly harsh or punitive approaches to security incidents/breaches may
simply cause staff to refrain from reporting incident and/or breaches, fearing immediate
termination. In response, some organizations have incorporated specific analytical frameworks
for assessment of compliance concerns into organizational handbooks or conduct codes to
improve expectation transparency and, hence, compliance engagement at the employee level.

In-house counsel is particularly well-situated to pull together the various aspects
necessary for the development and execution of an effective data privacy and cybersecurity
program. Rule number one is to acknowledge that data privacy and cyber security is not just an
IT issue. Whether discussing prevention efforts or dealing with a real or suspected breach, the
legal department is front and center. Remember, it’s not IT that will be talking to regulators or
defending against threatened or actual litigation. However, it is still important for you, as in-
house counsel, to know your IT partners well. You must meet regularly with your IT department

and have at least a working understanding of their security efforts and processes. Your IT
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department must know you well and feel comfortable calling you as soon as an issue (or even
potential issue) arises. If you work inside a smaller company without a significant IT staff,
maintaining a solid relationship with the IT vendor who services your computer systems would
be helpful, allowing the vendor to come in on short notice without having to learn your business
and systems from scratch.

You will also need support and serious buy-in at all levels of your organization—from
employees to senior management, all the way up to the CEO. You might enlist support from the
CEO by reminding him or her that in the event of a data breach, he or she is likely to be the star
witness in any litigation or regulatory investigation (whether or not you have a public-relations
spokesperson) and will want to demonstrate the company’s robust breach prevention and
readiness efforts. If you work in a public company, the board may also have responsibilities to
stay informed and ask questions about the company’s cybersecurity protection programs. Indeed,
regulatory agencies such as the SEC and HHS are taking more interest in companies’
cybersecurity risk management and governance, as well as disclosure of cybersecurity preventive
programs and actual incidents, making board and C-level awareness imperative.

For example, in 2013 and 2014 an unauthorized third party stole credentials to over one
billion Yahoo accounts, but disclosure of those incidents did not occur until December 2016."
The outcry that followed was tremendous and included the filing of 43 consumer federal and
state class actions, a stockholder class action based on sections 10(b) and 20(a) of the Securities
Exchange Act of 1934, four stockholder derivative actions, and investigations by the SEC, FTC,
and the U.S. attorney and state attorneys general offices.”

Yahoo’s 2016 10K noted the resignation of its general counsel as a “management

change” adopted in response to the findings of Yahoo’s data breach independent committee.’
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The independent committee found “that (i) the 2014 Security Incident was not properly
investigated, managed and communicated internally at the time, so that the Company was not
adequately advised with respect to the legal and business risks associated with the incident and
(i1) the Audit and Finance Committee and the full Board were inadequately informed of the full
severity, risks, and potential impacts of the 2014 Security Incident.”

Uber experienced a cyber attack in 2014 compromising 50,000 names and driver’s
licenses of Uber drivers.” However, it was the handling of a 2016 breach that resulted in
employment ramifications. In November 2017, Uber disclosed that hackers had stolen 57 million
driver and rider accounts in the 2016 breach.® The disclosure indicated that two company
employees, the chief security officer (who reportedly also held the title “deputy general
counsel”) and the security and law enforcement legal director, had complied with the hackers’
ransom, paying $100,000 in exchange for the hackers’ promise to delete the compromised data
and keep the breach to themselves.” Uber did not report the breach in a timely fashion, resulting
in adverse legal and media responses. The CSO was subsequently asked to resign, and the
director was terminated.® These breach incidents make clear that in-house counsel all the way up
to the general counsel can and will be held responsible for known data breaches when not
investigated and managed properly.

Data breaches in the healthcare sector have also been large and well-publicized. Anthem
Blue Cross Blue Shield represented the largest settlement for a breach of protected health
information (PHI) under HIPAA with a settlement of $115 million.” Anthem was hacked in
February 2015, during which the information of approximately 79 million insureds was
compromised.10 Anthem was aware of flaws in its cybersecurity system in 2013 and failed to

proactively address them, allowing hackers to access extensive information, including names,
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birthdates, Social Security numbers, addresses, and e-mail, employment, and income
information."' As part of the settlement agreement, Anthem agreed to offer each affected person
two years of credit monitoring and reimbursement for breach-related expenses.

Regardless of the size of your company, you should have—or may be required to have—
an incident response plan ready to go. Notice it is not only a “breach” response plan, given that
the company must react when a cyber or data situation occurs even before knowing whether it
qualifies as a breach. You need trusted outside counsel on call, preferably someone who knows
your business and is generally familiar with your IT department personnel (and/or IT vendor)
and systems. You want to avoid the panic of having to find and retain counsel in the heat of a
cybersecurity incident. This means investing time and expense to allow your outside counsel to
meet with you and your IT colleagues to learn about your company’s systems and technology
processes, and ensuring your counsel has information security and/or cyber forensic vendors who
can be called in quickly.

Now it is time to get into the details. This chapter consists of five parts. Part I provides a
summary of various threat sources and attacks that routinely and persistently challenge
organizations of all sizes. Part II sets forth a high-level summary of the legal framework
governing data privacy and cybersecurity issues in the United States. Part I1I discusses essential
elements of corporate resilience, including the need to foster an internal culture of security, the
importance of an interdisciplinary approach, techniques for managing vendor relationships,
considerations for corporate partnerships and acquisitions, and securing adequate and appropriate
insurance to cover risks. Part IV focuses on designing, testing, and updating an incident response
plan as required by various laws and as a matter of essential planning. This section will also

address handling an actual breach situation. Finally, Part V presents a summary list of
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recommendations for in-house counsel to consider when tackling data privacy and cybersecurity

issues.

I. Threat Sources

The most likely source of a data breach comes from within your organization. You may find
yourself dealing with an employee who simply made a mistake or fell victim to a scam, not to
mention a disgruntled employee or former employee who intends to do harm. Indeed, there are
big, bad foreign hackers out there, both state sponsored and part of organized crime, but an
internal act is more likely the cause of a problem. One recent example is a purported class action
filed against SunTrust Bank in which an employee accessed the personally identifiable
information of approximately 1.5 million SunTrust customers with the intent to sell or transfer
the information to criminals.'? In addition to the breach itself, SunTrust allegedly erred in
waiting over a month to inform its customers that their personally identifiable information had
been compromised.

There are several schemes that hackers use to attack your data. “Spear phishing” is a
favored mechanism for fraudulent actors. Basically, the wrongdoer sends an e-mail to certain
employees purporting to be from either a senior executive or a known outside vendor asking for
a wire transfer. By the time the false identity becomes known, the money is gone, having been
wired to an account unaffiliated with the company. The wrongdoer uses publicly available
information to figure out the correct e-mail address format and domain name, then develops a
realistic-looking e-mail to send to those persons who are most likely have authority in the
finance or accounting department to initiate wire transfers. For example, a Michigan-based tool
company suffered an $800,000 loss when a fake e-mail pretending to be from a “Chinese

supplier” fraudulently requested a wire transfer.”> Another company suffered a multimillion-
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dollar loss when an accounts payable employee processed a wire transfer that appeared to come
from the company’s president.'* Note that the legal profession is not immune: a New Jersey law
firm filed suit against Bank of America for alleged negligence in allowing a fraudulent account

to receive funds wrongfully wired after the law firm’s accounting department fell victim to an e-

mail that appeared to have been sent by the firm’s managing partner.'’

Whether purporting to be from an internal source or an outside vendor, e-mails that
appear to be from a known sender can easily cause an unsuspecting employee to wire a payment
away from the company. This is especially problematic when a vendor’s e-mail system is
hacked. Then, the vendor’s e-mail would actually be from a legitimate source but not for a
legitimate purpose. A multifactor authorization process for any significant payment is therefore
critical for any company, large or small.

“Phishing” is another common scheme to break into corporate electronic systems.
Hackers will send blast e-mails into a company’s employee roster, hoping that at least one person
will click on an attachment disguised as something legitimate, thereby launching a virus and/or
other malicious software. In October 2017, Seagate Technology settled a California federal class-
action lawsuit filed after an employee fell for a phishing scheme involving a fake e-mail seeking
detailed payroll data about company employees. The error was later alleged to have caused

fraudulent acts against many of the company’s current and former employees.'®

“Ransomware” is another popular method for hackers. This method is used by criminal
hackers to encrypt information, making it unusable without the encryption key. The wrongdoers
will then demand “ransom” payments, usually in the form of cryptocurrency, to unlock systems
or prevent further virus infection. This type of threat is especially aimed at industries that depend

heavily on data. In May 2017, ransomware named WannaCry infected over 200,000 computers

79



80

2018 WINTER LEADERSHIP CONFERENCE

in over 150 different countries. The infection spread through an exploit present on unpatched
systems. Once WannaCry infected a computer on the victim’s network, the ransomware would
use a flaw in the software to spread from machine to machine, encrypting the files of each
machine to which it gained access. The result was that the companies’ machines became
inoperable until the ransom of $300 per computer was paid. Of the companies affected, one of
the most notable was the U.K. National Health Service, which was forced to turn away
ambulances and cancel or delay certain treatments due to the attack. Similar facts led to a class-
action complaint alleging that Allscripts Healthcare Solutions, a nationwide medical records
software vendor in the United States, allowed a ransomware attack to cause life-threatening
delays in medical care."’

Ransomware is a serious cyber threat, not only because of the attempts to extort money,
but also because it attempts to render confidential trade secrets or other confidential corporate
information unusable. It also stops business operations and impacts the revenue stream. Whether
to pay a ransom to criminals can be a difficult decision for corporations. Although a modest
payment to regain control of company assets is tempting, companies must consider how it will

play in the press and the signal it could send to other hackers.

A company that uses consumer credit cards in any aspect of its business is a prime target
for hackers. Financial and communications companies are frequent targets, as are retail stores
and online businesses. Highly publicized breaches over the past several years have included
Home Depot, Neiman-Marcus, Target, and Uber, to name a few. Healthcare companies,
including hospitals and insurers, are another favorite target because they have confidential
medical information and Social Security numbers on file. However, the important point to keep

in mind is that it is not only large national chains and large regional hospitals that fall victim to
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hackers. Small local businesses and hospitals, which also use and collect credit-card information
or patient medical information, are also at risk. This is because it is assumed, usually correctly,
that these smaller businesses have less-sophisticated cybersecurity protections (not to mention
that these smaller companies often serve as vendors to large companies and may be a gateway to
hacking into them). If you think your small business operates under the radar of computer
hackers, think again.

1L Legal Framework

The legal framework for cyber security in the United States is often described as patchwork in
nature. There is no one unifying law applicable to all businesses in all circumstances. Instead,
companies are subject to a variety of federal and state laws and regulations depending on their
industry and location. For example, certain federal statutes are industry-specific, setting forth
obligations and prohibitions for participants in various sectors such as healthcare or the financial

sector.

In addition to various federal and state statutes, cyber security is regulated through
enforcement actions by a myriad of governmental agencies. The Federal Trade Commission
(FTC) actively uses its enforcement power to curb “unfair or deceptive trade practices.” Other
pertinent federal governmental agencies include the Consumer Financial Protection Bureau, the
Department of Education, the Department of Health and Human Services, the Federal
Communications Commission, and the Securities and Exchange Commission. At the state level,
state attorneys general play an active role as a counterpart to the FTC regarding consumer data,
especially through the imposition of notification obligations in the event of a data breach

impacting consumer data.
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The patchwork is also made up of privately negotiated agreements between companies,
vendors, and customers, setting forth obligations and responsibilities for cybersecurity issues.
Companies are subject to tort-based claims, often in the form of class actions, for alleged
violations of duties arising from breaches. Finally, companies in the United States with
international operations (including conducting business online intended to reach people outside

the United States) must be mindful of applicable foreign laws.

A detailed discussion of all laws applicable to cyber security and privacy is beyond the
scope of this chapter. Instead, this chapter aims to provide a summary of some of the most
critical laws in order to provide in-house counsel a sense of the legal framework and guiding
principles. Set forth below is a discussion of: (1) industry-specific cybersecurity requirements in
healthcare and financial services as examples of two, highly regulated industries; (2) a discussion
of federal enforcement through the FTC and other agencies as well as state enforcement through
state attorneys general; and (3) cross-border issues. Contract issues are discussed in Part III-C,

infra.
A. Sampling of Industry-Specific Requirements

In-house counsel must have intimate familiarity with industry-specific data privacy and
cybersecurity legislation applicable to their own company. Set forth below is a sampling of some
of the most important legislation in the highly regulated areas of healthcare and financial
services. The purpose of this discussion is to assist in-house counsel with a basic understanding
of how such issues are treated in heavily regulated industries, given that these practices serve as

examples of how the law has developed to deal with these issues.

The most well-known healthcare privacy law is commonly referenced as HIPAA, which

stands for the Health Insurance Portability and Accountability Act of 1996."® In fact, much of

-10-
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what makes up the final privacy and security rules were driven by the addition of the HITECH
Act, implemented as part of the American Recovery and Reinvestment Act of 2009."” HITECH
stands for Health Information Technology for Economic and Clinical Health Act. HITECH
incentivized the adoption of electronic health record (EHR) technology by providing access to
government subsidy dollars to offset the technology capital investment costs associated with the
adoption of EHR through a tiered attestation process related to meeting certain adoption
milestones. HITECH also legislatively mandated the Office of the National Coordinator for
Health Information Technology (ONC).*

HIPAA/HITECH (hereinafter HIPAA) applies to health plans, healthcare
clearinghouses, and certain healthcare providers that transmit data electronically within the
bounds of the Transaction Rule.?! The law also applies to “business associates”—entities
providing services to a covered entity involving receipt, creation, transmission, or maintenance
of PHI.** Under HIPAA, covered entities and business associates must request and disclose only
the minimum amount of PHI of a patient needed to complete a transaction. Further, covered
entities and business associates are responsible for implementing data security procedures,
protocols, and policies to safeguard PHI at administrative, technical, physical, and organizational
levels.”® In the event of a breach, HIPAA requires notification to individuals whose PHI has been
affected. Larger breaches, defined as involving more than 500 individuals, also require
prominent media outlet notification.**

HIPAA operates to protect PHI, which is information that relates to an individual’s past,
present, or future physical or mental health or condition; the provision of healthcare to the

individual; and the past, present, or future payment for the provision of healthcare to the

-11-
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individual, as well as information that identifies the individual or that can be reasonably believed

to be used to identify the individual.*®

Two fundamental aspects of HIPAA are known as the Privacy Rule and the Security
Rule.?® The Privacy Rule seeks to protect PHI while allowing for the exchange of information
necessary for healthcare. This rule requires covered entities to implement safeguards to protect
PHI from inappropriate disclosure and to establish conditions for the use of information without
patient authorization. Importantly, the rule establishes the rights of patients to their PHI, such as

the right to examine, the right to obtain a copy, and the right to request corrections.

The Security Rule seeks to protect PHI while enabling covered entities to improve patient
care. Under the Security Rule, a covered entity must maintain reasonable and appropriate
administrative, technical, and physical safeguards for protecting PHI, including ensuring the
confidentiality, integrity, and availability of all patient data; protecting against reasonably
anticipated security threats and impermissible uses or disclosures; and ensuring workforce

compliance.

As the opioid crisis has risen to the headlines in recent months, counsel should be
reminded of another important data privacy law relevant to patient information related to
substance use disorder, education, prevention, training, treatment, rehabilitation, or research.
Records associated with these activities are protected at a higher level than that of HIPAA under
42 C.F.R. pt. 2. (hereinafter Part 2)27 Organizations subject to these regulations require additional
processes to ensure that patient information is not disclosed inappropriately. Part 2 requires a
higher level of patient consent for disclosure of information and prohibits free redisclosure of

information as is common under HIPAA.

-12-
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In the financial services industry, the Gramm-Leach-Bliley Act (GLBA), enacted in
1999, applies to financial institutions, including banks, securities firms, insurance companies,
and mortgage lenders. The law may also apply to credit counseling services, financial advisors,
collection agencies, and credit-card issuing firms, along with other entities that provide or
support financial services, as discussed below. GLBA regulates the collection, use, and
disclosure by a financial institution of nonpublic personal information from consumers in

connection with financial products or services.

As required under GLBA, the FTC issued regulations requiring specified financial
institutions to implement measures to secure customer information. The “Safeguards Rule”
applies to businesses that are “significantly engaged” in providing financial products or services.
This broad definition captures a wide range of businesses. Entities that come into possession of
customer information from other financial institutions, such as credit reporting agencies, are also

required to comply.

Companies subject to the Safeguards Rule must develop a written information security
plan that describes their program to protect customer information. The plan must designate a
responsible employee to supervise security, identify and assess risks to customer information,
and evaluate the effectiveness of existing safeguards for controlling these risks. The designated
employee must also design, implement, monitor, and test a security program, among other steps.
Any firm that is subject to GLBA must have a detailed understanding of how the industry-

specific law impacts its business and must develop processes designed to ensure compliance.

Another federal statute relevant to the financial services industry is the Fair Credit
Reporting Act (FCRA),*® which applies to consumer reporting agencies and regulates the use and

disclosure of consumer reports and credit-card account numbers.
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A more recent regulation affecting the financial services industry came from the New
York State Department of Financial Services (DFS), which issued cybersecurity regulations that
are seen as the new standard for risk control and prescriptive rules in the industry.”” The DFS
regulations set forth detailed requirements that covered companies must follow in terms of
establishing cybersecurity policies and programs, risk assessment, testing, data security, incident

response plans, and more.

Other federal laws imposing cybersecurity obligations on the use of personal data within
certain industries include the Children’s Online Privacy Protection Act,” the Family Educational
Rights and Privacy Act, the Electronic Communications Privacy Act,’' the Communications Act,

and the Computer Fraud and Abuse Act.
B. Enforcement

Every business must be aware of the authority of various governmental entities to exercise
enforcement powers to shape standards of corporate behavior in the areas of data security. For
example, the Federal Trade Commission Act prohibits unfair or deceptive commercial practices
in interstate commerce.”> The FTC’s interpretation of the act allows it to bring enforcement
actions against companies for failure to comply with posted privacy policies, changing policies
without adequate notice, and/or failing to safeguard personal information. Any dispute about the
power of the FTC to act in the area of cyber security was resolved by the Third Circuit’s decision
in FTC v. Wyndham Worldwide Corp.,”* where the court rebuffed a challenge to the FTC’s
powers. The Eleventh Circuit, however, in a widely anticipated ruling involving the since-
defunct company LabMD, threw out an FTC order directing LabMD to overhaul its data security

program. The appeals court in LabMD found that a lack of specifics on how the cybersecurity
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changes should be implemented caused the order to fail, but the court deferred to the FTC on the

broader question about the scope of its data security authority.*

The FTC labels company behavior as “deceptive” when false representations are made to
customers through publicly posted policies or announcements. In addition, the FTC considers
company behavior to be “unfair” when the company is engaged in practices deemed
unreasonable under the circumstances. These labels have been used by the FTC to bring lawsuits
against companies for such acts as failing to properly inform consumers of the types of data the
company was collecting, and for using consumer information in a manner that was not
previously disclosed.?® Further, the representations made to consumers at the time of collection
continue to exist even when data is acquired as the result of a merger.’® The typical result of a

FTC enforcement action is a negotiated consent agreement.

All companies should be aware of the power of the FTC (and other applicable regulatory
bodies) to bring actions to challenge and shape corporate behavior regarding cyber security even
after the LabMD decision. Unfortunately, no concise one-size-fits-all document allows for easy
comfort on this issue. Instead, in-house counsel should generally be aware of the FTC’s
enforcement actions (and the types of complaints brought and consent orders previously entered
into) as well as the FTC’s outreach efforts through the issuance of public guidelines and

recommendations (all of which are available on the FTC website at www.ftc.gov).

The SEC has also stepped up its enforcement role through its Commission Statement and
Guidance on Public Company Cybersecurity Disclosures, issued on February 21, 2018. These
enhanced guidelines require public companies to disclose details about board of directors’
oversight of cyber security, overall corporate risk management, and any risks or incidents that

are material. Failure to disclose is a risk for public companies to avoid.
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The Office of Civil Rights (OCR) is the organization tasked with investigating and
resolving HIPAA violations on behalf of HHS. Over the last three years, settlement figures
posted by OCR have ranged from tens of thousands of dollars to tens of millions, as seen in the
Anthem case. All “large” breaches are posted by HHS on a public breach portal.>” Counsel
should also be aware that other civil monetary penalty obligations could be assessed by HHS

consistent with the authority granted under section 1128A of the Social Security Act.

States, of course, enforce their own laws and regulations. State attorneys general have
broad enforcement powers, and some are rather activist. State regulators may also have powers
to enforce their regulations, such as the New York Superintendent’s power to enforce the DFS

regulations.
C. Cross-Border Issues

The General Data Protection Regulation (GDPR), promulgated by the European Union and
effective as of May 25, 2018, governs the processing and free movement of personal data,
recognizing the fundamental rights and freedoms of persons with respect to their personal
information. The GDPR applies to data “controllers” and “processors” established in the
European Union, regardless of where processing takes place. Importantly, the GDPR also applies
to controllers and processors outside the European Union when they are engaged in activities

such as offering goods or services in the EU or monitoring a data subject’s EU behavior.

The GDPR’s reach is broad and may be fairly viewed as stressing privacy more than data
protection. The complexity of the regulation has spawned a legal practice specialty in and of
itself. Therefore, in order for in-house counsel to determine the extent to which the GDPR (or
other foreign laws) impose obligations given the nature of information held or shared by the

company, consulting outside counsel with expertise is advisable. Even if determined not to be
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applicable, in-house counsel will benefit from a working knowledge of the GDPR and other
foreign laws, as the thought process behind the enactment of this legislation represents a clear

trend for the future.

In certain situations, the GDPR requires a company to undertake a privacy impact
assessment, which is an analysis of where data is located and the purpose and context for which
it is used. A privacy impact assessment identifies the process by which data is collected, shared,
and used, and identifies the risks to such data and the adequacy of measures to guard against
such risks. The GDPR also requires (with certain exceptions) companies to designate a data

protection officer and imposes many other requirements on those subject to the law.*®

As further described at Part II1-B, infra, data security is an interdisciplinary activity. In-
house counsel or IT professionals alone will not be positioned to collect, evaluate, and assess the
information required by a privacy assessment. It is imperative that in-house counsel involve
other relevant members of the organization—both to educate them about the provisions of laws
such as the GDPR and, more importantly, to promote a culture of security and compliance. A
business operated without regard to such responsibilities is a business operating at a high degree
of risk. In addition to the business and public-relations risks, noncompliance with the GDPR
imposes the risk of serious economic harm, including penalties of up to four percent of global

annual revenue, or €20 million, whichever is greater.

In sum, “patchwork” is indeed the best word to describe the law of cyber security (and
privacy) in the United States. In-house counsel must be familiar with a host of federal and state
law (including industry-specific laws), the enforcement powers of governmental agencies (such
as the FTC), and the reach of foreign laws (such as the GDPR) that can stretch to U.S.-based

companies.
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II. Building Corporate Resilience
A. Develop, Implement, and Maintain a Culture of Security

The Commonwealth of Massachusetts is generally regarded as a leader in enacting
comprehensive standards for the protection of its residents’ personal information.” The
regulation, Standards for the Protection of Personal Information of Residents of the
Commonwealth, was promulgated by the Department of Consumer Affairs and Business
Regulation in accordance with Massachusetts General Law Chapter 93H. Although many states
have enacted data breach legislation that should be reviewed as applicable, it is worthwhile that
in-house counsel have working familiarity with the Massachusetts legislation in particular, due to

its comprehensive nature.

Under the regulation, businesses holding personal information of Massachusetts residents
must comply with minimum security standards. The regulation defines “personal information” as

a resident’s

first name and last name or first initial and last name in combination with
any one or more of the following data elements that relate to such resident:
(a) Social Security number; (b) driver’s license number or state-issued
identification card number; or (c) financial account number, or credit or
debit card number, with or without any required security code, access code,
personal identification number or password, that would permit access to a
resident’s financial account.*’

Other states have enacted similar laws to protect the personal information of their residents,
although the specific definition of the term “personal information” varies among the states’
laws.*! The Massachusetts regulation is noteworthy for its detailed provisions and practically sets
forth standards that all companies should consider, whether doing business with Massachusetts

residents or not.
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A key element of the Massachusetts regulation is the requirement that any business that
owns or licenses personal information of a Massachusetts resident must ensure administrative,
technical, and physical safeguards for such information through the implementation of a written

information security program (WISP).** Certain information must be contained in a WISP,

including:

. the designation of an employee to maintain the WISP;

. the assessment of risks to the security of records containing personal information
and means to mitigate such risks through such action as training sessions for
employees and careful monitoring and response to security system failures;

. disciplinary measures for violations of the WISP and safeguards for preventing
terminated employees from accessing records containing personal information;

. security policies for storing, accessing, and transporting records containing
personal information away from business premises;

. reasonable restrictions on physical access to records containing personal
information, as well at the appropriate storage of records and data in suitably
secure locations;

. regular review of security measures to ensure the security of records containing
personal information; and

. documentation of responsive actions to any security breach incidents, as well as

post-incident review of events.
Of course, such safeguards must be consistent with any federal or state laws otherwise applicable

to the business.

The regulation also requires businesses to limit personal information collected in both
scope and duration. Further, the regulation sets forth the requirements for encryption of personal
information, as well as minimum standards for secure computing. These items include standards

around user identification and authentication, establishing limits to accessing certain information,
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procedures for patching, and education and general training for employees on the topic of

security.43
B. Interdisciplinary Approach

Company-wide buy-in is necessary for data privacy and cybersecurity policies to be effective.
For in-house counsel to respond effectively to a cybersecurity attack or data breach, extensive
planning and relationship-building must have occurred well in advance. Waiting until the
moment of need to think through strategic alternatives and assignment of responsibilities is
obviously not ideal. This part sets forth some guidelines for in-house counsel to proactively
assemble a team and develop relationships. Importantly, counsel must work with others in the
organization to ensure that “ownership” of cyber security is viewed as a common
responsibility—not a problem for only the legal staff or the IT group. In the event of a cyber
attack or data breach, all aspects of the organization will be affected. Thus, it makes sense for all
stakeholders to be involved in the tasks of prevention and planning.

The first step is identifying with specificity individuals from various company
departments who will commit to the cause and work cooperatively to form a response team. Such
a group should consist not only of legal and IT personnel, but also C-suite management, risk
management, and public-relations employees. A robust compliance function is critical. Sales
should also have some involvement, given that cyber security is relevant in the buying cycle and

that customer satisfaction as part of a response is a critical priority.

These response team members should then consider which external professionals will
complement the team, both for planning purposes and for actual response should the need arise.
In the event of an incident, there will be no time for interviewing professionals and negotiating

terms of engagement. In-house counsel should work with the internal team to understand which
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outside professionals might be needed, then make arrangements to finalize the group. In-house
counsel must carefully consider the role of outside counsel, and especially the topic of attorney-
client privilege, regarding retention of any outside consultants and the scope of legal advice

related to a cybersecurity incident.

Once formed, the interdisciplinary group must agree on an incident response plan
appropriate to the company that complies with obligations under applicable law. Further, the
group must assume ownership of planning for an incident through periodic table-top exercises,
internal employee training, and a dedicated process for evaluation and improvement of the

company’s resilience to threats and ability to respond.

C. Vendor/Supplier Due Diligence and Appropriate Contract Terms
Based on legal requirements and risk-management best practices, in-house counsel must ensure
that the company’s process for engaging vendors vigilantly protects data and serves the
cybersecurity needs of the company. Set forth below is a checklist for formalizing a vendor
selection process that achieves this objective.

1. Vendor Selection

d Understand the flow of company data to the proposed vendor, the nature

of the data to be shared, and the necessary protection needed for such data,

including applicable information-security regulations.

. Conduct diligence on the vendor’s reputation for compliance and
performance.
. Work with your company’s information-security personnel to develop

appropriate information-security questions (standards-based if applicable)
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to gauge the potential vendor’s sophistication, preparation, and vigilance
with data security.

Require proof of the potential vendor’s cyber insurance and assess
whether such insurance would be adequate to guard against risks faced by

the vendor based on data to be shared.

Contracting

All business stakeholders involved in the vendor selection process must
understand the company’s need for robust contractual terms on security.
Company counsel should develop and maintain a collection of clauses that
are generally acceptable. Having others in the business understand this
point can help streamline the vendor selection process to avoid providers
with terms that are not acceptable.

Include cybersecurity requirements and procedures that the vendor must
maintain.

Ensure the contract identifies all costs that could stem from a breach and
then allocates responsibility for the risk of such costs between the parties.
Ensure that the contract provides clear guidance on notification procedures
in the event of a breach or perhaps even in the event of an incident.
Understand the vendor’s record retention policies and procedures and
ensure that such policies are consistent with your own company’s
requirements.

Include the right to audit the vendor’s cybersecurity procedures and

programs.
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. Clearly state which party has ownership of data and the circumstances
under which data can be transferred (especially if outside the United
States).

. Carefully negotiate limitations-of-liability provisions, reflecting the

business understanding and allocation of risk regarding data handling.

3. Contract Monitoring
. Once a vendor is selected and final contractual terms have been reached, it
is critical to ensure that the vendor’s performance under the contract is
monitored both for compliance as well as for possible adjustments or
amendments.
. Immediately investigate any reports of vendor issues that may surface.
Generally, the earlier issues are explored, the greater the range of possible

responses.
D. Considerations for Corporate Transactions

Although cyber security has always been an extremely important issue in highly regulated
industries like healthcare and financial services, concerns arise in the context of virtually every
industry. Given that cybersecurity issues can dramatically impact the value of a deal, it is critical
that all parties to a potential transaction (including buyers, sellers, investors, board members, and
lenders) identify any such potential issues, undertake appropriate diligence, and negotiate
tailored agreements. As noted previously, data security issues are not reserved for IT or
compliance personnel; the issues demand careful attention from deal makers and decision makers

to ensure value is preserved.
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Although some deal teams reach for a diligence checklist template from prior deals in
preparing for a new transaction, effective diligence requires more critical thinking on data
security issues. Before diligence is commenced, the diligence process must first be designed with
specific attention to the types of data security issues that ought to be of primary concern given
the specific industry, nature of the assets, and contemplated transaction. The process should be
designed by a cross-functional team prepared to work together to design a process focused on the
highest priority concerns. The team should consider the value of a third-party service provider,
preferably one experienced with industry-specific issues, to focus exclusively on cybersecurity

concerns.

In using a provider, pay careful attention to the scope of engagement, the terms of
retention, and best practice/industry standards that the provider should bring to the engagement.
A few key topics for the provider to examine include whether any prior data disclosures have
occurred that may present liability to a new owner; the current data security posture of the
company; and the corporate security policy or philosophy/implementation of the entity being

acquired.

As with all corporate transactions, critical provisions for agreements with third-party
service providers should include representation and warranties, indemnification rights, limitation
of liability, and key definitions for terms such as “material adverse change.” Contractual rights
should be clearly drafted and readily enforceable to protect the expectations of the parties. Due to
the unique issues that can arise from inferior data security policies, it is important for parties to
understand that even the most brilliant legal language will not fully protect a party from
insufficient diligence. Deliberate and thoughtful diligence must go hand-in-hand with tailored

documentation, including consideration of other protections, such as suitable insurance.
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E. Ensure Cyberinsurance Coverage Is in Place

The cybersecurity insurance market has grown tremendously over the past few years. Traditional
liability carriers and new players are entering the field. Such insurance is probably a wise
investment, considering the expanding costs and increasing likelihood of a breach. Consider
working with a knowledgeable independent risk advisor (not just a broker), and consider the
options available, whether a specialized cyber policy or a commercial liability package with
some level of cyber coverage. Business interruption is an important type of coverage to consider,
as well as coverage for regulatory fines and litigation liabilities. You must evaluate your risk in
light of the types of data your company stores and transmits. Personal financial or health data is
high risk, whether your business is consumer-facing or not. Specialized cybersecurity policies
are new and have not yet been subject to much litigation; however, reviewing a handful of court
decisions will allow you to see which provisions may work for special cyber, computer, and

commercial general liability (CGL) policies.*

To help control premium rates, your company should demonstrate to insurers during the
application process that it has a strong cybersecurity program, including a regularly practiced and
comprehensive incident response plan informed by knowledgeable counsel, secured vendor
relationships, and engaged senior management. It would also help to show mandatory and
regular employee training on cybersecurity risks.

IV.  Preparing to Respond to a Breach—Develop, Test, and Update Incident Response

Plan

A. Incident Response Plans
A response plan is not just nice to have; it is a must-have. Depending on your line of business

and location, you might have a legal requirement to establish and maintain a robust response
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plan. The plan, manual, or playbook must be taken seriously. Support and input from senior
management is critical, including that of executives and perhaps the board. Akin to a disaster
recovery plan, the cybersecurity breach plan must be user friendly, comprehensive, and familiar
to those who will be expected to implement it. It cannot be tucked away on a shelf; rather,
regardless of whether the document is electronic or hard copy, it must be easily accessible and
refreshed often. In addition, calling it a “breach” plan can be a misnomer because the plan should
also cover situations of a suspected cyber intrusion, even if a “breach” (however defined) did not

actually occur.

There are several steps for creating an effective incident response plan. First, you must
bring together all of your company’s necessary stakeholders. As noted earlier in Part I1I-B, in
addition to executive sponsorship, you need colleagues from compliance, public relations,
internal audit, human resources, and IT. You especially need colleagues who operate the
business in each division, if you have separate divisions, and who know what systems your
company uses and how those systems interact with external customers and business partners. If
you work in a company that does not have some of these internal functions, then you must
engage with outside consultants and vendors who would be called upon in the event of an
incident. Depending on your company’s size and industry, you may need to engage with media,
crisis-management, and forensic IT consultants. A common theme throughout this chapter is the
importance of having outside consultants and vendors on standby that could address the breach
during a time of panic. These third parties must be lined up and at least preliminarily acquainted

with your company, its business, and the various systems in use.

A key outsider you should line up when drafting your incident response plan is, of

course, outside counsel. Even a sophisticated in-house legal department with cybersecurity
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knowledge will benefit from outside counsel’s advice and guidance. There is a strong chance that
drafting of the plan and internal communications relating to the drafting, when written at the
request of counsel in order to provide legal advice, may be protected by attorney-client privilege.
This protection would give internal stakeholders greater freedom to communicate their concerns
and questions regarding cyber risk within the company. Outside counsel should also be fully up
to speed on new developments in the law, particularly new cybersecurity legal requirements that
might apply to your company. In a sense, outside counsel who is “on call” can provide you some

peace of mind.

The incident response plan or playbook is a highly individualized document, unique to
your company’s particular line of business, company culture, and jurisdictional requirements. Do
not expect to take a template and fill in a few blanks; time and thought will be necessary to do

this correctly. The following are major points to consider and steps to include in your plan:

* Reporting. Map out how suspected cybersecurity incidents will be reported within the
company. A large company may have a hotline, whereas smaller companies may need
to simply promote calls to IT or the legal department.

* Confirmation. Your IT department, or external vendor if needed, must initially
investigate the situation and confirm whether some intrusion occurred and whether any
data actually left the company.

* Escalation. If a breach, or even meaningful attempted breach, is confirmed, the matter
must be raised up to appropriate senior management within the business. You should
also inform the legal department and other relevant support functions. The legal
department, with or without outside counsel, must implement a legal “hold,” making

sure to freeze IT information and preserve internal communications.
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Investigation. Conduct a deeper investigation of facts to determine whether a breach
occurred. This should be done under the supervision of counsel (preferably outside
counsel) and may require the assistance of outside forensic consultants.

Project Manager. Your company should appoint someone to coordinate and pilot all of
the administrative efforts that will begin to ramp up once a breach has been confirmed.
This person must be designated in advance and be ready to step up once the alarm
sounds. Among other responsibilities, the project manager must carefully document all
steps undertaken. This documentation will absolutely be requested by either regulators
or plaintiffs’ lawyers in the event of a breach.

Assessment/Notification. As facts are developed, determine whether the incident meets
the definition of a breach under applicable standards. This step must be headed by legal,
which will decide whether any notification requirements have been triggered to
customers, regulators, or law enforcement.

Mitigation. The company must act quickly to stop further infiltration or leaking of data,
depending on the situation. This is largely the responsibility of IT, but public-relations
and marketing colleagues may also be needed to promptly notify customers or business
partners to take precautions.

De-escalation and Recovery. The relevant stakeholders, guided by the project
manager, will begin to return systems and business to normalcy. Steps to develop long-
term improvements are mapped out and implemented.

Lessons Learned. This critical final step includes documenting all remediation actions

and preparing applicable reports for senior management and/or the board (under the
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direction of counsel). If not already done, this step might include dealing with

employees deserving of termination or discipline.

It bears repeating that the above-listed steps are but a general outline of points to consider
when drafting or refreshing your company’s incident response plan. You must customize the
plan to fit your company’s specific organizational structure and to account for regulatory

requirements that may apply.

There are helpful standards that you may want to consult when drafting your
cybersecurity incident response plan, even if they don’t directly apply. For example, the
Massachusetts regulation (described in Part III-A, supra) sets out requirements for a WISP. The
New York State Department of Financial Services Cybersecurity Requirements for Financial
Services Companies* mandates that incident response plans also include sections on (1) goals
of the incident response plan and (2) roles, responsibilities, and levels of decision-making
authori‘[y.46 The National Institute of Standards and Technology (NIST), an agency under the
umbrella of the U.S. Department of Commerce, provides a wealth of cybersecurity information
online, including its well-known “framework” that one should wisely consult when drafting or
refreshing a response plan. Although the framework is neither specific to response plans nor a
legal standard per se, it gives excellent context for many points that should be included in your

response plan.

There are also other preparatory efforts that may fall outside the corners of the
cybersecurity incident response plan document. For example, will your company contact law
enforcement if hacked from an outside source? Will your company pay ransom if demanded in
order to unlock critical or confidential data? There are pros and cons either way, and these

questions should be considered in advance of a breach, preferably with the advice of
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experienced outside counsel. Although it’s hard to decide for sure until the facts of a real
situation present themselves, making it hard to include these topics in your response plan, you
are well served to think through questions about law enforcement and ransom payments
without the stress of an actual breach at hand. At the very least, you should map out
authorizations for decision-making so that the necessary people, including executives, can be

pulled in quickly.

Once your incident response plan is polished, you cannot relax. Aside from remembering
that the document must be reviewed and updated at least once a year to account for changes in
both law and internal staff, you must also remember to practice the plan. This means
conducting an all-hands mock breach exercise, or what is often called a “tabletop” exercise.
The exercise must be done regularly in order to keep it in mind and to ensure all employees on
the response team are well-versed, especially in light of normal employee turnover. Senior
executives should be included. The exercises should be conducted at the request of counsel for

the purpose of seeking legal advice about the adequacy of the plan.

Post-exercise reports also must be written at the request of counsel so that counsel can
provide legal advice about the results of your mock exercise. It is important that participants be
open and honest about areas of concern and weaknesses in the plan, knowing that their
comments are intended to be held confidential under the attorney-client privilege. It is useful to
include IT and public-relations consultants in the exercise if they will be part of the actual
breach response team. Consultants should be retained directly by counsel so that steps can be
taken to protect their work product. Under United States v. Kovel," nonlegal professionals may
receive attorney-client privileged materials within the scope of the privilege, and their

communications with counsel may be protected, where those professionals are retained by
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counsel to provide advice and expertise that assists counsel in providing legal advice and/or
services to his or her client. Application of the attorney-client privilege is fact-specific in these
types of circumstances; therefore, careful guidance by outside counsel is important. As
discussed more fully below, if a court finds the materials and communications related to breach
preparation efforts were business documents rather than created for a legal purpose, the
privilege likely won’t apply. In addition, sharing these materials with regulators may waive the

privilege and subject them to FOIA requests, but you should consult each state’s FOIA rules.

A final point worth noting in connection with breach preparation is the overlap with an
old-fashioned disaster recovery plan. Hopefully your company has a disaster recovery plan,
which should be consulted as you polish your cybersecurity incident response plan. At a
minimum, a robust and up-to-date disaster recovery plan will immediately help in cutting the
time needed to recover from a breach and return to normal internet-connected operations. It

will also help resist the urge to pay a ransom in the heat of a breach situation.

B. Responding to a Data Incident
There is no difference between responding to a potential breach and an actual breach, at least
initially. Thus, in the event of a cybersecurity incident that could evolve into a breach situation,
the response plan must be quickly consulted (not “dusted off” if you’ve been updating it
regularly!), and all employees must know to contact your legal department right away. In-house
or outside counsel should quickly roll out a legal hold, preserving all communications and
alerting relevant employees to resist sending internal e-mails discussing the incident and related
investigation. You must also quickly contact IT to determine whether any systems must be shut

down or frozen (within the confines of carrying on business).
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The key players must be contacted and assembled, whether in a room or electronically.
Remember that counsel, whether in-house or external, must determine if an actual breach
occurred as facts are uncovered. This depends on which federal and state laws apply: on one
hand, an unauthorized intrusion into the company’s systems may not constitute a breach under
some state laws if, for example, the confidential personal information was not actually
extracted and shared or was encrypted. On the other hand, other state laws define a mere
attempt to access certain personal data as a breach.*® Even unauthorized disclosure of certain

financial account information, without associated names, may be a breach.®

Once it is determined that a breach occurred, the project manager must take control, as
set out in the response plan. Public-relations colleagues, internal or external, should also be
brought in. Notification requirements to both consumers and regulators must be quickly
determined by looking at sources such as HIPAA, GLBA, FCC, and various state laws.”® As
counsel, your focus is now on ensuring compliance with notice requirements and preparing for
regulatory inquiries and litigation—all while mindful of the attorney-client privilege, including
the fact that materials created during the breach investigation may end up disclosed to regulators,
state attorneys general, and/or plaintiffs’ attorneys. If your internal investigation includes
employee interviews, both human resources and the investigating counsel should be present,
depending on the situation.

A business should not wait until a breach occurs to determine its notification
requirements. Although states’ notification laws have many similarities, there are differences that
can greatly impact when and how you respond to a data breach. For example, many states require
notification only when electronic information is compromised, but some also apply breach

notification requirements to disclosure of personal information contained in a tangible form.”’
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Some states provide that notification is not required when a business can establish that misuse of
the acquired personal information is not reasonably possible, but states such as New York,
California, and Texas do not provide such a limitation. Florida’s notification law requires that
consumers be notified without unreasonable delay and in no event later than 30 days after a
business determines, or has reason to believe, a breach occurred, unless the business is notified
by the police in writing to hold off.** In contrast, New Jersey law can be read to require a
business to report the breach of security to the police prior to notifying the consumer, and to
delay the notification until after the police provide that notifying the consumers will not

compromise the investigation.”

Companies and their executives understandably have the urge to keep a breach private
until they acquire sufficient information to explain the problem and answer questions. However,
some notice requirements will not allow much delay, and regulators and litigants will seize upon
delayed notification as another legal liability. In October 2017, Hilton Hotels agreed to pay a
large fine and undergo annual assessment of its Payment Card Industry Data Security Standard
(PCI DDS) credit-card processing procedures after a joint investigation by the New York and
Vermont attorney general offices. The regulators alleged that Hilton violated the states’
consumer protection and breach notification laws by failing to maintain reasonable data security
and by waiting more than nine months after a 2015 breach to notify consumers that their credit-
card information may have been stolen. In addition, as mentioned early in this chapter, in late
2017 the large-scale data breach announced by Uber resulted in much criticism from consumer
groups and regulators, mainly because of the long delay in announcing the breach to the public.

These cases demonstrate that company executives and their counsel not only face the pressure of
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legal problems, but also risk reputational harm to the company upon post-breach scrutiny of

response actions.

Unless you are working in a truly local company in which a breach might possibly be
handled in a quiet manner, the specter of litigation (most likely class actions) must be front and
center. The law develops by the day in regard to standing to assert a claim and what kind of
damages would pass muster to maintain a lawsuit. The Supreme Court’s holding in Spokeo, Inc.
v. Robins’ resulted in an ambiguous new test for standing as applied in cybersecurity breach
cases: harm that is intangible, but “concrete” is enough to obtain standing, even if there are no
tangible damages. Courts have applied this standard to causes of action in data breach cases
based on contract, tort, or statutory violation. There is division among courts on whether
standing may be met solely by the increased risk of future identity theft.” Parties must be
cognizant of the case law in their specific circuit and the patterns of specific judges, given the
evident split on what constitutes standing. In a recent development, the Illinois Biometric
Information Privacy Act has given potential standing for yet additional causes of action for data

breaches involving confidential biometric information.

Not only should you anticipate litigation from consumers affected by the compromise,
but your company may also anticipate additional litigation from business partners. If you are a
vendor who provides services to other companies and you suffer a breach, you may then face
claims pursuant to contractual obligations to your business customers. Take, for example, the
lawsuit filed by Chase Bank against Landry’s following a data breach. Chase claimed that
Landry’s failed to comply with credit-card industry data security standards and was contractually

liable to indemnify Chase.”’
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As mentioned above, counsel should oversee breach response actions to the extent
possible. Although attorney-client privilege will not apply to all of the various steps undertaken,
some being purely business functions, the privilege can protect internal strategy and
communications if requested by in-house or outside counsel during the course of providing legal
advice. Once breach recovery efforts are underway and counsel is providing advice intended to
prepare for likely litigation, work-product protection may also apply, but be cautioned that the
determination of whether legal privilege will protect internal work product from discovery by
regulators or plaintiffs’ attorneys is very fact-specific. Courts will examine the specific role of
counsel and the context of the work performed to determine whether legal advice and/or
anticipation of litigation was actually present or is being created in hindsight merely to oppose
disclosure.”® In addition, if you choose to disclose any conclusions (as opposed to facts) of a
privileged forensic investigation, be cautioned that all of the back-up documents created in
connection with that investigation may become subject to discovery when you otherwise might

have been able to shield them.””

As the breach response and recovery winds down, it is extremely important to assemble
the team for a “lessons learned” open discussion. Although it may be tempting to skip this step
and get back to business as usual, a huge opportunity is lost if time is not taken to review how
the situation was handled and what process improvements should be inserted into the next
updated version of your response plan. Discussions and communications examining the breach
response should be conducted by counsel who is providing legal advice about actions well

performed or those needing improvement.
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Practice Tips/Recommendations

A.

Threat Sources

Train employees in order to minimize internal risks.

Secure your IT systems and test for penetration.

Stay current with breach threats so your defenses will be on alert.
Ensure that vendors have robust cybersecurity protections.

Legal Framework

Develop and maintain intimate familiarity with industry-specific domestic
legislation and regulation.

Understand and stay informed of governmental enforcement activities applicable
to the industry in which your company operates.

Develop a working knowledge of the principles and requirements of the GDPR
and “best practices” even if not directly applicable.

Commit to involving other relevant members of your organization in promoting a
culture of security and compliance.

Develop and maintain a network of trusted advisors who can help in
implementing the above steps on a continuous basis.

Building Corporate Resilience

Develop a culture of security that includes well-functioning relationships at the
operations level along with appropriate management and board-level supervision.
Protect against insider threats through continuous employee training as well as
policies and procedures that are implemented and maintained.

Ensure a robust recovery plan is in place. Practice plan implementation, review
for areas of improvement, and repeat on a regular basis.

Ensure that all aspects of the company’s process for engaging and working with
vendors vigilantly protect and serve the cybersecurity needs of the company.
Periodically evaluate sources of potential risk for the company and critically
analyze existing insurance coverage and whether additional coverage is needed to
help minimize economic harm from risks for which insurance is desired.

Preparing to Respond to a Breach

Understand and inventory your company’s data/IT assets.

Gather a cross-functional team to prepare an incident response plan.

Outline decision-making procedures and authority in advance.

Conduct mock exercises, with lessons learned, under the direction of counsel.
Stay educated in state and federal notice requirements.

Resources



AMERICAN BANKRUPTCY INSTITUTE

. NIST Cybersecurity Framework and Risk Management Framework (National
Institute for Standards and Technology, www.nist.gov).

. Your company IT and HR departments (or outside consultants who perform those
functions).

i Outside counsel, vetted and educated about your company and its systems.

. International Association of Privacy Professionals, [APP.org (requires paid
membership to access some materials).

. Regulator/law enforcement sources (FBI Internet Crime Complaint Center (IC3);

U.S. Computer Emergency Readiness Team; Infragard (membership required);
“Order Free Resources” at ftc.gov; www.HealthIT.gov).

Efficient resolution of disputes arising from a data breach should be a top concern for in-
house counsel. Disputes that linger pose not only a liability risk, but also a cost concern, given
that litigation expenses can quickly escalate. Of course, the key interest of a company affected by
a data breach will be responding to and recovering from the breach. Response and recovery will
often require interaction with multiple third parties, such as customers, vendors, insurers,
regulators, partners, and others. Interests of commercial parties will include confirmation that the
specific cause of the breach has been identified and remedied, that the costs of collateral damage
created by the breach are covered, and that changes are implemented to reduce the risk of similar

breaches in the future.

In situations of widespread harm involving personally identifiable information (PII), it is
not uncommon for class-action lawsuits to ensue. In addition to consumers, governmental
authorities commonly assert interests in a data breach, seeking compliance with regulatory
obligations. Keep in mind that mediation has been used to help parties reach closure on the
economic consequences of a breach without having to engage in full-fledged litigation. A
successful mediation depends on identifying key interests at stake, as well as options to satisfy
those interests. For example, in the fall of 2017, a mediated settlement was preliminarily

approved between current and former employees of Seagate Technology LLC and the company
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arising out of a 2016 data phishing attack that affected approximately 12,000 employees. In the
attack, a Seagate employee forwarded PII of fellow employees to attackers who then used the
information to file fraudulent tax returns. The settlement provides each current and former
employee with two years of credit monitoring and up to $3,500 for out-of-pocket expenses. In
sum, when a breach occurs, in-house counsel should consider the possibility of using mediation
to help parties identify interests and explore options for satisfying those interests, which can help

contain the impact of the breach and avoid collateral consequences.

VI.  Conclusion

This chapter has provided in-house counsel with a practical overview of major considerations in
the area of data privacy and cyber security. Although in private practice now, the two key
authors have in-house experience at major corporations working directly with business teams on
a variety of issues. With that experience in mind, the chapter began with a summary of various
threat sources and risks that in-house counsel must understand. The chapter then provided a
summary of the legal framework governing cybersecurity issues. Next, the chapter discussed
essential steps for corporate resilience on which in-house counsel must focus regularly to achieve
success in this area. These steps include fostering an internal culture of security, working to
develop an interdisciplinary approach, effectively managing vendor relationships, building
discipline around corporate partnerships and acquisitions, and ensuring adequate and appropriate
insurance is put in place to cover risks the company does not want to absorb. The chapter then
moved on to considerations in designing, testing, and updating an incident response plan—a core
aspect of corporate resilience and a requirement under many laws. The chapter concluded with a
summary list of recommendations for in-house counsel to consider, including the

recommendation that in-house counsel keep abreast of developments in this area. This area of the
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law is evolving rapidly and changes often, so you must stay informed. This should be done in
close consultation with other leaders of the business, given that ownership of these issues is, and

will remain, a responsibility shared across functional lines.
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Agenda HACKED

Firms under Attack

Protecting Data

Client Perspective, Ethical Considerations, Best Practices

“Blockchain’s Role in Keeping Data Secure

Resources

Firms Under Attack

“From patent disputes to employment contracts, law firms
have a lot of exposure to sensitive information.. .. This
makes them a juicy target for hackers that want to steal
consumer information and corporate intelligence.”

Dan Steiner,
Hackers Are Agaressively Targeting Law Firms’ Data (Aug. 3, 2017)

https://www.cio.com
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Firms Under Attack
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Protecting Data — Client Perspective
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Vendor best practices

What you should know about your vendor

* Who is responsible if information is breached due to vendor action or inaction?
* Who is financially liable?

. . Human .
+ Can you shift vendors/resources and recover quickly?

Best Practices
Protecting

» Perform site review; leverage security and process experts in your company Your

» Allow vendor access only to required data Company

+ Limit and segregate log-ins to mitigate potential breaches
» Address responsibilities and liability if your vendor becomes compromised '“§°"“a.“°“
and impacts your business )

* Understand vendor's loss recovery processes and service level agreements
currently in place

* Do your homework — check references, awards, company standards Technology
regarding product, data security processes, procedures to ensure balanced

risk-reward decision
* Hold your vendor to the same "Best Practice" standards you adopt internally

Protecting Data —
Ethical Considerations

» ABA Standing Committee on Ethics and Professional Responsibility
"Formal Opinion 483" (issued October 17, 2018)
* describes a lawyer’s obligations under the Model Rules of Professional

Conduct (MRPC) after an electronic data breach or cyberattack that
compromises client data.

» Lawyers have a duty to notify clients of a breach, under Model Rule
1.4,
* “in sufficient detail to keep clients ‘reasonably informed,” and

+ with sufficient explanation “to permit the client to make informed decisions regarding the
representation.”
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Ethical Obligations

MRPC Rule 1.1

MRPC Rule 1.6

MRPC Rule 5.3 (Cmt. 3)

Best Practices

STEP 1: Become aware of threats

STEP 2:  Analyze vulnerabilities

STEP 3: Inventory Data

STEP 4:  Understand the standard of care
STEP 5: Meet the standard of care

STEP 6: Develop and implement a security program
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Best Practices

Subhead about standards of care — see original email

N o

“Reasonable”

Global
Framework

Industry-Specific

Common - = _ Rules
Sz (e.g., UST Handbook,

Practices

ABA Model Rules)

Protecting Data — Best Practices

* NIST Framework -- voluntary standards, guidelines, and best
practices to manage cybersecurity-related risk.

CYBERSECURITY
FRAMEWORK
VERSION 1.1

b

)

L
K
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Cybersecurity Framework Components

The Framework consists of 3 main components

CYBERSECURITY

FRAMEWORK

Framework Core

Function Category ID
Asset Management ID.AM
Business Environment ID.BE
What processes and assets

need protection? G.Ovemance .6V
Risk Assessment ID.RA
Risk Management Strategy ID.RM
Supply Chain Risk Management ID.SC
Identity Management & Access Control PR.AC
Awareness and Training PR.AT
What safeguards are Data Security PR.DS
available? Information Protection Processes & Procedures PR.IP
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
What tec?:‘;giueii::n identify Detect Security Continuous Monitoring DE.CM
) Detection Processes DE.DP
Response Planning RS.RP
R R Communications RS.CO

What techniques can contain -
impacts of incidents? Arfa.lyﬂ? RS.AN
Mitigation RS.MI
Improvements RS.IM
A Recovery Planning RC.RP

What techniques can restore

capabilities? Im proverT\en'ts RC.IM
Communications RC.CO
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Function Category D
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management Strategy ID.RM
Supply Chain Risk Management ID.SC
?::::tov‘ Management & Access R
Awareness and Training PRAT
Data Security PR.DS
Information Protection Processes &

Procedures BRI

Maintenance PRMA
Protective Technology PRPT
Anomalies and Events DEAE

Detect Security Continuous Monitoring DECM
Detection Processes DEDP
Response Planning RSRP
Communications Rs.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RSIM
Recovery Planning RCRP
Improvements RC.IM
Communications RC.CO

Tier 2

(Risk Informed)

Subcategories & Informative References

(T Subcategory

Informative References

ID.BE-1: The organization’s
role in the supply chain is
identified and
communicated

COBIT 5 APO08.04, APO08.05, APO10.03,
IAPO10.04, AP0O10.05

ISO/IEC 27001:2013 A.15.1.3, A.15.2.1,
A.15.2.2

NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s
place incritical
infrastructure and its
industry sector is identified
and communicated

COBIT 5 APO02.06, APO03.01
NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for
organizational mission,
objectives, and activities
are established and
communicated

COBIT 5 AP0O02.01, APO02.06, APO03.01
ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6
INIST SP 800-53 Rev.4 PM-11, SA-14

ID.BE-4: Dependencies and
critical functions for
delivery of critical services
are established

ISO/IEC 27001:2013 A.11.2.2, A.11.2.3,
A.12.1.3

INIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11,
PM-8, SA-14

ID.BE-5: Resilience
requirements to support
delivery of critical services
are established

L

(COBIT 5 DSS04.02

ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,
A.17.1.2,A.17.2.1

NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-14

Framework Implementation Tiers

Tier 3

(Repeatable)
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Core: A Translation Layer

Senior Executives

Broad enterprise
considerations

* Abstracted risk
i vocabulary i

Specialists in Implementation /
Other Fields Operations

* Specific focus outside + Deep technical
of cybersecurity considerations

» Specialized or no risk » Highly specialized
vocabulary vocabulary

Framework Profiles

 Alignment with business requirements, risk tolerance, and
organizational resources

* Enables organizations to establish a roadmap for reducing
cybersecurity risk

» Used to describe current state or desired target state of cybersecurity
activities

FRAMEWORK PROFILE
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Building a Profile

Requirements & Controls

FRAMEWORK FUNCTIONS
“

Resource and Budget Decision Making

Subcategory Priority Gaps Budget e AL
(Year1) (Year 2)
1 Moderate Small 58S X
2 High Large $S X
3 Moderate Medium S X
98 Moderate None $S Reassess

...and supports on-going operational decisions, too
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The world’s document, contract, and legal
data ecosystem is chaotic and vulnerable
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Future: Peer-to-peer trust

Today: Trusted intermediaries
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- Blockchain adds integrity and security to the world’s legal data
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GLOBAL LEGAL
BLOCKCHAIN CONSORTIUM
Largest blockchain consortium in the world for the legal industry

www.legalconsortium.org
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Resources

» Association of Corporate Counsel, Model Information Protection and Security Controls for Outside Counsel Possessing
Company Confidential Information

» Corporate Legal Operations Consortium, Cybersecurity Initiative

» National Institute of Standards and Technology, Cybersecurity Resources (including NIST Framework)

* American Bar Association, Cybersecurity and the Lawyers Standard of Care

e EdX, Blockchain Fundamentals

*  Omar Barzilay, Contributor, Forbes, 3 Ways Blockchain Is Revolutionizing Cybersecurity

* ABAJournal, Lawyers can contribute to the rise of blockchain by understanding it

e “The ABA Cybersecurity Handbook: A Resource for Attorneys, Law Firms, and Business Professionals, Second Edition”

* National Cyber Security Alliance (NCSA) — https://staysafeonline.org /about/

e US-CERT —United States Computer Emergency Readines Team — https://www.us-cert.gov/
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Questions?
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