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Overview
Certain Relevant ABA Model Rules
• Model Rule 1.1 – Competence

• Model Rule 1.4 – Communication

• Model Rule 1.6 – Confidentiality 

• Model Rule 5.1, 5.2, and 5.3 – Supervision

• Model Rule 5.5 – Unauthorized Practice of Law
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I. Initial Client Meeting
Scenario:

After a few phone calls about the possibility of a personal Chapter 7 filing, Counsel 
has an initial “meeting” with the new client (and spouse) by Zoom and, with the 
flexibility of video meetings, Counsel conducts the meeting from an out of state 
vacation home.

A Few Issues To Consider:

• Special Challenges When Practicing Law From Home

• Verifying Client Identity

• Exchanging Documents 

Overview

Certain Relevant ABA Ethics Opinions
• Formal Opinion 477R – Securing Communication of Protected Client 

Information

• Formal Opinion 483 – Lawyers’ Obligations After an Electronic Data 
Breach of Cyberattack

• Formal Opinion 495 – Lawyers Working Remotely

• Formal Opinion 498 - Virtual Practice
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II. Final Review and Meeting to Sign
Scenarios:

After the initial Zoom meeting with both clients, Counsel prepares the bankruptcy 
petition and schedules and has a final meeting to verify details, but one spouse 
never actually appears on screen.

After the meeting, multiple signatures pages only arrive, signed by the clients, 
multiple copies of each, with a sticky note to “apply wherever required”.

After the meeting, Counsel realizes some final edits are required and asks a 
paralegal to make the changes.  The paralegal agrees finishes the edits at home 
from using the family computer. 

Rules Implicated / Considerations
• Practicing Law From An Out of State Vacation Home
• Consider Model Rule 5.5 – Unauthorized Practice of Law
• Addressed In ABA Formal Opinions 495 and 498

• Verifying Client Identity
• Requirements of the U.S. Trustee
• Electronic Filing Requirements – Efiling Declarations 

• Exchanging Documents
• Consider Model Rule 1.1 – Competence, Including Comment 8
• Consider Model Rule 1.6 – Confidentiality
• Addressed In ABA Formal Opinion 477R
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III. Section 341 Meeting
Scenarios:

The Trustee conducts the Section 341 Meeting by telephone and clients are present 
in the office with Counsel.  As the Trustee digs in on a particular issue regarding an 
asset, the client makes repeated gestures and passes notes to counsel. 

Rules Implicated / Considerations
• Verifying Client Identity
• Requirements of the U.S. Trustee

• Client Consent / Authorization Issues
• Consider Model Rule 1.4 – Communications 

• Paralegal Working From Home
• Consider Model Rule 1.6 - Confidentiality
• Consider Model Rule 5.1 and 5.3 – Supervisory Issues
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IV. Counsel is Hacked
Scenario:

Counsel realizes that the computer network, which contains confidential client 
information, has been hacked. 

Rules Implicated / Considerations
• Notes and Gestures During the Meeting 
• Consider Model Rule 3.3 – Candor toward the Tribunal
• Consider fairness to creditors / Trustee
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V. Use of Artificial Intelligence
Scenario:

During Counsel’s argument before the Court, the Judge asks for confirmation of 
certain citation in Counsel’s brief. Counsel had worked with a team of colleagues 
on the research and told the Judge they would provide copies of all cases cited 
within a week. Unfortunately, counsel learned that a colleague had provided the 
facts of the matter to ChatGPT and then used the citations provided in the brief. 

Rules Implicated / Considerations
• Data breach Generally
• Consider Model Rule 5.1 and 5.3 , Including Relevant Comments – Duty of Supervision
• Consider Model Rule 1.1 – Competence, Including Comment 8
• Consider Model Rule 1.6 – Confidentiality
• Addressed In ABA Formal Opinion 483

• Obligation to Provide Notice After a Breach
• Consider Model Rule 1.4 - Communications
• Consider Model Rule 1.9 – Duties to Former Clients 
• Addressed In ABA Formal Opinion 483

• See also ABA Formal Opinion 477R
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Enjoy Newport! 

Rules Implicated / Considerations
Use of AI, Chat GPT

• Consider Model Rule 1.1 – Competence

• Consider Model Rule 1.6 – Confidentiality

• Consider Model Rule 5.1 and 5.3 – Supervisory Issues (when relying on 
information provided by others)

• Consider:  Benjamin Weiser, Here’s What Happens When Your Lawyer Uses 
ChatGPT, The New York Times (May 27, 2023)
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U. S. Bankruptcy Judge 
District of Puerto Rico 

 
INTRODUCTION 
 
The advancement of technology and the preservation of ethical values present a challenge to 
all professionals, including legal practitioners, as they appear to be dancing at a different 
pace and rhythm.  It is not difficult to determine which is moving at a faster pace, technology. 
 
The coronavirus pandemic has heightened the need to understand the ethical implications 
our current scenario presents.  Technology has allowed the legal practice to attend to the 
need of our society to access the judicial system through improvements in remote practice, 
digital filings, and virtual hearings. 
 
However, lawyers must be aware of how the technological advancements that are needed to 
meet the pandemic crisis affect their ethical rules of conduct, particularly, those of the state 
wherein they practice, in conjunction with the Model Rules of Professional Conduct of the 
American Bar Association (“Model Rules”). 
 
The main objective of this Panel is to create such awareness and to promote responsiveness 
to the ethical challenges of any crisis, and, particularly,  the coronavirus pandemic crisis and 
the use of Artificial Intelligence (“AI”) powered chatbots in the legal profession. 
 
ETHICS 
 
Ethics, management, and good advocacy are interrelated subjects with one common  
purpose, that is, doing things well. Experience has proven that ethics and competence go 
hand in hand. Model Rule 1.1 (Competence) states that “[a] lawyer shall provide competent 
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representation to a client.  Competent representation requires the legal knowledge, skill, 
thoroughness, and preparation reasonably necessary for the representation.” 
 
A lawyer is in a unique position. The lawyer represents a client, is an officer of the court, 
and, many times, is also a public servant. In the interaction and balance of the three duties 
lie most ethical problems, because ethics is a matter of choices. See Preamble to the Model 
Rules. 
 
An attorney is not under any obligation to assume the representation of a client. However, 
when the representation is accepted, either explicitly or impliedly, an attorney must comply 
with the Model Rules or whatever ethical rules are in effect in the court where the attorney 
appears. The Model Rules generally contain an element of cognition. The lawyer must be 
aware of the client-lawyer relationship. 
 
Ethical problems often arise when an attorney’s duty to a client outweighs the duty of 
candidness to the Court and overshadows the traditional notions of advocacy and 
professionalism. Ethical responsibilities may limit zealous advocacy. Ethics have a distinct 
and major impact in bankruptcy law. The bankruptcy subject matter inevitably touches 
business decisions, affects many parties, and, generally, time is of the essence. Special 
awareness of the Model Rules is necessary in asset protection planning. The above statements 
are logical and generally accepted. The problem lies in applying them to a particular set of 
facts.  
 
ETHICS AND THE COVID-19 PANDEMIC 
 
The coronavirus pandemic has affected us all in many ways. The legal profession must adjust 
to the changed environment, develop new approaches, and implement protocols that meet 
the obligations and responsibilities of competence, confidentiality, diligence, supervision, and 
unauthorized practice of law. 
 
Technology and the use of artificial intelligence will continue to advance.  Artificial 
intelligence tools are already present in the legal profession.  The extent of their impact 
depends on our willingness as legal professionals to learn how to use the technology tools. 
ChatGPT, a chatbot model that combines artificial intelligence and natural language with 
an enormous dataset of text, is here. ChatGPT is a chatbot that uses artificial intelligence 
(AI) and natural language to create humanlike dialogue. GPT stands for Generative 
Pretrained Transformer which is a type of large language model. A chatbot is a computer 
program designed to simulate conversation with human users, especially over the internet. 
ChatGPT, and other programs like it, open new ways to access information that have and 
will inevitably change the practice of law at all levels.  Model Rule 1.1 imposes a duty of 
competence. It behooves attorneys to learn how to use artificial intelligence tools in an ethical 
manner. The ethics of professional conduct in the legal profession must develop in a manner 
consistent with artificial intelligence ethics. 
 
On May 30, 2023, CNN published an article, titled “AI industry and researchers sign 
statement warning of ‘extinction risk.” The article is a response by leading industry officials 
including Open AI CEO Sam Altman (the “godfather” of AI); Geoffrey Hinton; top 
executives from Google DeepMind and Anthropic; Kevin Scott, Microsoft’s chief technology 
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officer; Bruce Schneier, the internet security and cryptography pioneer, amongst others to 
warn about concerns regarding the ultimate danger of unchecked artificial intelligence. 
Given the viral success of Open AI’s ChatGPT, these industry experts are calling for 
regulation. Moreover, “… a growing number of lawmakers, advocacy groups and tech 
insiders have raised alarms about the potential for a new crop of AI powered chatbots to 
spread misinformation and displace jobs.” “Dan Hendrycks, director of the Center for AI 
Safety, said in a tweet Tuesday that the statement first proposed by David Krueger, an AI 
professor at the University of Cambridge, does not preclude society from addressing other 
types of AI risks, such as algorithmic bias or misinformation.” 
 
Recent articles have raised a red flag on attorneys using ChatGPT.  One example is of a New 
York licensed attorney who used ChatGPT to supplement a brief, and the same cited to 
numerous cases that the AI model made up, did not exist, and could not be located by 
opposing counsel nor the presiding judge.  See: Debra Cassens Weiss, Judge finds out why 
brief cited nonexistent cases – ChatGPT id research, ABA Journal, Weekly Newsletter, June 
2, 2023; Benjamin Weiser, Here’s What Happens When Your Lawyer Uses ChatGPT, The 
New York Times (May 27, 2023); and Matt Novak, Lawyer Uses ChatGPT In Federal Court 
And It Goes Horribly Wrong, Forbes (May 27, 2023). 
 
Technology, automation, and artificial intelligence are tools to improve data collection, but 
not a substitute to human judgment.  It is the ultimate responsibility of the legal professional 
to apply data effectively and efficiently.  The responsibility is discharged using individual 
judgment.  Algorithmic decision-making may appear to be an objective result to a problem. 
However, the use of human judgment is indispensable to preserve ethical concerns and the 
changing philosophical views of our society. 
 
The interaction of humans and machines has been a part of our lives and will continue to be. 
The current developments give rise to new ethical dilemmas. We must be aware of them and 
establish mechanisms to build solutions that serve our citizens and promote a better future. 
Technological advancements have also made cybersecurity a challenge for attorneys and 
legal firms to protect against a threat environment on private data.  Attorneys and law firms 
must be aware of such threats and implement cybersecurity programs, policies, and 
procedures.  Attorneys have the ethical duty to take competent and reasonable measures to 
safeguard information of clients, particularly, confidential information.  See Model Rules 1.1 
(Competence), 1.4 (Communication), 1.6 (Confidentiality); and Model Rules 5.1, 5.2 and 5.3 
(Supervision). 
 
Crisis is not an unknown factor to attorneys as a client’s crisis is what prompts the client to 
seek legal advice. However, an unprecedented general crisis may affect an attorney’s ability 
to respond to a client’s crisis.  The spread of technology and the coronavirus pandemic are 
factors that present a “crisis” which needs special attention from an attorney. The Model 
Rules provide an excellent guidance to attorneys.  See Raymond H. Brescia, Ethics In 
Pandemics: The Lawyer for the (Crisis) Situation, The Georgetown Journal of Legal Ethics, 
Vol. 34:295 (2021). 
 
The rules of professional conduct apply in time of crisis, such as the Covid-19 pandemic. 
Confidentiality in an office setting was the normal procedure to comply with Model Rule 1.6.  
While technology has developed in all professional fields, including law-related services, the 
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need to hold meetings via Teams or Zoom platform presents a challenge to protect 
confidentiality. The use of technology to meet the pandemic crisis carries operational costs.  
Thus, attorneys must comply with Model Rule 1.5 

Attorneys must also ensure that their law-related services do not violate Model Rule 5.7, 
which prohibits the unauthorized practice of law.   
 
There are ABA Ethics Opinions that set the basis and illustrate how to meet the ethical 
challenges of technology and the coronavirus pandemic.  I will refer to the following four 
Formal Opinions:  477R (May 11, 2017); 483 (October 17, 2018); 495 (December 16, 2020); 
and 498 (March 10, 2021). 
 

• Formal Opinion 477R 
 
ABA Formal Opinion 477R describes the current threat environment: 
“Cybersecurity recognizes a … world where law enforcement discusses hacking and 
data loss in terms of ‘when,’ and not ‘if’…” a company (or law firm) will be breached. 
 
Attorneys have ethical and common law duties to take competent and reasonable 
measures to safeguard information relating to clients and often have contractual and 
regulatory duties to protect confidential information. 
 
Rule 1.1 requires a lawyer to provide competent representation to a client. Comment 
[8] to Rule 1.1 advises lawyers that to maintain the requisite knowledge and skill for 
competent representation, a lawyer should keep abreast of the benefits and risks 
associated with relevant technology. Rule 1.6(c) requires a lawyer to make 
“reasonable efforts” to prevent the inadvertent or unauthorized disclosure of or 
access to information relating to the representation. 
 

• Formal Opinion 483 

ABA Formal Opinion 483, titled “Lawyers’ Obligations After an Electronic Data 
Breach or Cyberattack”, reviews lawyers’ duties of competence, communication, 
confidentiality, and supervision in safeguarding confidential data and in responding 
to data breaches. It finds that Model Rule 1.15 (Safeguarding Property) applies to 
electronic client files as well as paper client files and requires the care required of a 
professional fiduciary. 

The Opinion states that these duties include: The obligation to monitor for a breach, 
the duty to stop a breach and restore systems, and the duty to determine what 
happened. 

The Opinion uses the following definition of a data breach: “a data event where 
material client confidential information is misappropriated, destroyed or otherwise 
compromised, or where a lawyer’s ability to perform the legal services for which the 
lawyer is hired is significantly impaired by the episode.” It is important to note that 
the terms “security event,” “security incident,” and “data breach” sometimes have 
different meanings in various security standards and frameworks, laws and 



476

2023 NORTHEAST BANKRUPTCY CONFERENCE AND CONSUMER FORUM

 

5 
 

regulations, and contracts. It is, accordingly, important to understand the context and 
any applicable definitions when viewing and using these terms. 

Although it does not impose a requirement for an incident response plan, the Opinion 
suggests “as a matter of preparation and best practices” that “lawyers should 
consider proactively developing an incident response plan with specific plans and 
procedures for responding to a data breach.” 

The Opinion finds that attorneys have a duty under Model Rule 1.4 to communicate 
with current clients concerning a data breach. Communications between a lawyer 
and current client are addressed generally in Model Rule 1.4. Rule 1.4(a)(3) provides 
that a lawyer must “keep the client reasonably informed about the status of the 
matter.” Rule 1.4(b) provides: “A lawyer shall explain a matter to the extent 
reasonably necessary to permit the client to make informed decisions regarding the 
representation.” Under these provisions, an obligation exists for a lawyer to 
communicate with current clients about a data breach. Applying Model Rule 1.9(c), 
the Opinion finds no requirement to notify a former client of a breach “as a matter 
of legal ethics.” 

Even lawyers who, (i) under Model Rule 1.6(c), make “reasonable efforts to prevent 
the unauthorized disclosure of, or unauthorized access to, information relating to the 
representation of a client,” (ii) under Model Rule 1.1, stay abreast of changes in 
technology, and (iii) under Model Rules 5.1 and 5.3, properly supervise other lawyers 
and third-party electronic-information storage vendors, may suffer a data breach. 
When they do, they have a duty to notify clients of the data breach under Model Rule 
1.4 in sufficient detail to keep clients “reasonably informed” and with an explanation 
“to the extent necessary to permit the client to make informed decisions regarding the 
representation. 

Comment: I would strongly recommend having Cybersecurity insurance, as Model 
Rule 1.6(c) requires “reasonable efforts to prevent unauthorized disclosure.”. There 
are two types of cybersecurity insurance: (i) first-party cyber liability insurance – 
provides coverage for the direct financial impact of a breach or cyber-attack in the 
network or system (may include lost income during downtime, the fees for restoring 
data, forensic investigations, etc.); and (ii) third-party liability insurance protects law 
firms from liability claims in the event of a breach (may include payments to clients 
or regulatory fines for noncompliance).   

 
• Formal Opinion 495 

ABA Formal Opinion 495, holds that a lawyer can practice law while physically 
outside the jurisdiction in which she is licensed to practice, provided she follow 
"specific parameters." 

Lawyers may remotely practice the law of the jurisdictions in which they are licensed 
while physically present in a jurisdiction in which they are not admitted if the local 
jurisdiction has not determined that the conduct is the unlicensed or unauthorized 
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practice of law and if they do not hold themselves out as being licensed to practice in 
the local jurisdiction, do not advertise or otherwise hold out as having an office in the 
local jurisdiction, and do not provide or offer to provide legal services in the local 
jurisdiction. This practice may include the law of their licensing jurisdiction or other 
law as permitted by Model Rule 5.5(c) or (d) including, for instance, temporary 
practice involving other states or federal laws. Having local contact information on 
websites, letterhead, business cards, advertising, or the like would improperly 
establish a local office or local presence under the Model Rules.  

Thus, a lawyer admitted in one jurisdiction, but working remotely in another 
jurisdiction in which he or she is not admitted, should follow the conclusions of ABA 
Formal Opinion 495, and should determine whether the jurisdiction in which the 
lawyer is working remotely constitutes the unauthorized practice of law under the 
law of that jurisdiction.   

• Formal Opinion 498 

ABA Formal Opinion 498 applies the now well-established principles that lawyers 
must reasonably stay abreast of the benefits and risks of technology, make reasonable 
efforts to avoid breaches of confidentiality, and implement policies to ensure that 
subordinate lawyers and staff do the same. 

This Opinion defines and addresses virtual practice broadly, as technologically 
enabled law practice beyond the traditional law firm.  A lawyer’s virtual practice 
often occurs when a lawyer is working from a location outside the office, but a 
lawyer’s practice may be entirely virtual because there is no requirement in the Model 
Rules that a lawyer have a physical office separate from their dwelling or residence.   

Concerning competence, diligence, and communication “a lawyer should keep 
abreast of changes in the law and practice, including the benefits and risks associated 
with relevant technology . . . ” 

Confidentiality requires “reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information relating to the 
representation of the client.” The Opinion lists several factors to be considered by the 
lawyer, but generally concludes that the lawyer may communicate about the client’s 
representation over the Internet if reasonable efforts were made to prevent 
unauthorized or inadvertent access. 

Supervision, exercise of managerial authority, in a virtual practice still requires 
reasonable efforts to “ensure that subordinate lawyers and non-lawyer assistants 
comply with the applicable Rules of Professional Conduct.” Lawyers are required to 
provide appropriate instruction and supervision concerning the ethical obligations of 
their employment, including the obligation to safeguard the client’s confidences. 

The Opinion provides guidance concerning practice technologies and considerations.  
Issues concern hard/software systems, accessing client files and data, virtual meeting 
platforms and video conferencing, virtual document and data exchange platforms, 
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and smart speakers, virtual assistants and other listening enabled devices are 
presented, and guidance provided.  The Opinion also lists possible limitations of 
virtual practice. 

The ABA Model Rules of Professional Conduct permit lawyers to conduct practice 
virtually, but those doing so must fully consider and comply with their applicable 
ethical responsibilities, including technological competence, diligence, 
communication, confidentiality, and supervision. 

 
 
IN-PRESENCE HEARINGS 
 
I recommend that the courts implement in-presence hearings to a degree consonant with the 
current state of the pandemic in their district.  The past three years have presented a 
challenge to all institutions, including the bankruptcy courts. The challenge has caused the 
bankruptcy courts to change operational procedures and to make a better use of technology.  
Bankruptcy courts have done well.  Clearly, court operations are facing a new post-pandemic 
world. It is unlikely that we will ever go back to how operations were conducted before 
March 2020.  I foresee that bankruptcy courts will continue to use enhanced technology, such 
as hearings and meetings via Teams, Zoom, or any other platform.  However, in presence 
hearings and personal interaction between and among the staff, at all levels, and attorneys 
appearing at in presence at hearings are necessary to maintain our structural and 
institutional strength. The judiciary system has a duty to project standards of independence 
and integrity, as they are indispensable to its image before the society they serve. 
 
There is value to in presence meetings and hearings. Interpersonal interaction captures 
attention and promotes participants to engage in collaboration, increases morale and 
improves work satisfaction. Technological advances have also improved the access to the 
judicial system.  Courts must balance the two to reach the ultimate objective of access to and 
imparting justice. Courts must identify the proceedings that lend themselves to 
virtual/remote hearings and those that should be held in presence. 
 
The capabilities of technology have developed and improved, but dependency on it has also 
increased. Innovations in technology have been critical to the progress and accomplishments 
of our courts. Technology has allowed us to connect during the pandemic with one another 
through the Internet using the Microsoft Teams and Zoom platforms.  It has improved the 
ability to work remotely, travel while working, and constantly stay in touch with our peers 
while physically being in a different state or country.  However, technology has also 
prompted gaps between one another in our interpersonal relationships and the image of the 
judicial system. 
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AMERICAN BAR ASSOCIATION       
STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY              

Formal Opinion 498                 March 10, 2021 
 
Virtual Practice 
 
The ABA Model Rules of Professional Conduct permit virtual practice, which is technologically 
enabled law practice beyond the traditional brick-and-mortar law firm.1 When practicing 
virtually, lawyers must particularly consider ethical duties regarding competence, diligence, and 
communication, especially when using technology. In compliance with the duty of confidentiality, 
lawyers must make reasonable efforts to prevent inadvertent or unauthorized disclosures of 
information relating to the representation and take reasonable precautions when transmitting such 
information. Additionally, the duty of supervision requires that lawyers make reasonable efforts 
to ensure compliance by subordinate lawyers and nonlawyer assistants with the Rules of 
Professional Conduct, specifically regarding virtual practice policies. 

 
I. Introduction  

 

the  permit 
virtual practice  the Rules provide some minimum s and some of the Comments 

 although this 
opinion does not address every ethical issue arising in the virtual practice context  
 

II. Virtual Practice: Commonly Implicated Model Rules 
 

-and-mortar law 3 A lawyer’s virtual practice often occurs 
when a lawyer at home or on-the- outside the office, but a lawyer’s 
practice may be entirely virtual 

 
 

Delegates th
 

 5: Unauthorized 
See 

Ethics & Prof’l Responsibility, Formal Op. 495 (2020), stating that “[l]awyers may remotely practice the law of the 

they do not hold themselves out as 

jurisdiction.” 
3 See generally R S OF R C   1.0(c), defining a “firm” or “law firm” to be “a 

n the legal department of a corporation or other 
organization.”  Further guidance on what constitutes a firm is provided in Comments [2], [3], and [4] to Rule 1.0.   
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CENTRAL STATES BANKRUPTCY WORKSHOP 2021

Formal Opinion 498                                                                                                 ____   _     2 

-and-mortar office
because of enhanced technology (and enhanced technology usage by both clients and lawyers) and 
increased need s  virtual 
practice commonly implicates the ethics rules discussed below  
 

A. Commonly Implicated Model Rules of Professional Conduct 
 

   
 

awyers’ core ethical 
with  “To 

 
including the benefits and risks associated with relevant 

technology tion and comply with all continuing legal 
education requirements to which the lawyer is subject.” (Emphasis added

awyers must also “pursue a matter on behalf of a client despite opposition, 
obstruction or persona

client’s cause or endeavor.” Whether interacting face-to-face 
 “reasonably consult with the client about the means by which 

the client’s objectives are to be accomplished; . . . 
status of the matter; [and] promptly comply with reasonable requests for information. . . .”5 
lawyers should have plans in place to ensure re

 
 

 Confidentiality 
 

awyers also have a duty of confidentiality to all clients and therefore “shall 
not reveal information relating to the representation of a client” (absent a specific exception

ollary of this duty is that lawyers must 
at least “make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the representation of a client.”  -

 
 -related 

-to-
deposition conducted via See, e.g. R ROF’ C  

stealing is no more appropriate online than it is face-to- See, e.g. R ROF’ C  
R ROF’ C  -(c    

5 R ROF’ C  –  
 

 Comm. on Ethics & Prof’l 
 Formal  

common, if for any reason a lawyer cannot fulfill the lawyer’s duties of competence, diligence, and other ethical duties 
 R ROF’ C  During and 

following the termination or withdrawal process, the “lawyer shall take steps to the extent reasonably practicable to 

expense that has not been earned or incurred.” R ROF’ C   
 R ROF’ C   
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exhaustive list of factors may guide the lawyer’s determination of reasonable efforts to safeguard 
confidential information: “

o
lawyer’s ability to represent clients (e.g., by making a device or important piece of software 
excessively difficult to use).”  A s must employ a “fact-
based analysis” to these “nonexclusive factors to guide lawyers in making a ‘reasonable efforts’ 
determination.”   

 

that contain information related to a client’s representation.  

responsibility “does not require that the lawyer use special security measures if the method of 
communication affords a reasonable expectation of privacy.”  

 Factors to consider to assist the 
lawyer in determining the reasonableness of the “expectation of confidentiality include the 
sensitivity of the information and the extent to which the privacy of the communication is protected 
by law or by a confidentiality agreement.”  summarizes, “[a] lawyer 

reasonable efforts to prevent inadvertent or unauthorized access.”  
 

 Supervision 
 

awyers with managerial authority have ethical obligations to establish policies and 
procedures to ensure compliance with the ethics 

easonable efforts to ensure that subordinate lawyers and nonlawyer assistants comply with 
 

this obligation. “A lawyer must give such assistants appropriate instruction and supervision 

work product.”  must “act competently to safeguard information relating to 
the representation of a client against unauthorized access by third parties and against inadvertent 

 
 R ROF’ C   
 R ROF’ C   
 Id. 
 The opinion cautions, however, that “a lawyer may be required to take special security precautions to protect 

client or by law, or when the nature of the information requires a higher degree of security.” 
& Prof’l Responsibility   

 R ROF’ C   
 R ROF’ C     See, e.g.  Comm. on Ethics & Prof’l Responsibility, 

Formal obligations in the context of prosecutorial offices)
See also Comm. on Ethics & Prof’l Responsibility, 

 
 R ROF’ C   



482

2023 NORTHEAST BANKRUPTCY CONFERENCE AND CONSUMER FORUM

578

CENTRAL STATES BANKRUPTCY WORKSHOP 2021

Formal Opinion 498                                                                                                 ____   _     4 

or unauthorized disclosure by the lawyer or other persons who are participating in the 
representation of the client or who are subject to the lawyer’s supervision.”  

 
 

B. Particular Virtual Practice Technologies and Considerations 
 

their technology other assistance  are consistent with their ethical 
t te protections and 

considerations 
“lawyer has a variety of options to safeguard communications including, for example, using secure 
inter

-
 anti- -

communications software.” Furthermore, “[o]ther available tools include encryption of data that 
is physically stored on a device and multi-factor authentication to access firm systems.” To apply 

issues   
 

 Har  
 

carefully reviewed the terms of service applicable to 
their hardware devices and software systems to assess  
protect confidential information from unauthorized access wyers should be diligent in installing 
any security-related updates and using strong passwords

- lawyers should ensure that the routers are secure and should consider using 
)

 

 

 
 R ROF’ C   
  

the services are provided in a manner that is compatible with the lawyer’s professional 
  

terms of any arr

 

 
 - e systems that 

transfer the information to third parties, or otherwise use the information contrary to lawyers’ duty of 
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 Accessing Client Files and Data  
 

y (even on short notice) must have reliable access to client 
contact information and client records. If the access to such “files is provided through a cloud 

e 

accessible to the lawyer.”  
 

 
   

 
  

 
the terms of service (and any updates to those terms) to ensure that 

using the virtual meeting or videoconferencing platform is consistent with the lawyer’s ethical 
obligati he 
lawyer should explore whether the platform offers higher tiers of security for 

transcripts should be secured

  -related meetings 
or information should not be overheard or seen by others in the household remote 

 or by other third parties who are not assisting with the representation  to avoid 
ing the attorney-client privilege and violating the ethical  

 
 Document and Data Exchange latforms 

 

’ virtual document and data exchange platforms should ensure that 
 

 Comm. on Ethics & Prof’l Responsibility,  
 See, e.g. Comm. on Ethics & Prof’l Responsibility, 483 (2018) (“

Model Rule 1.6(c), make ‘reasonable efforts to prevent the . . . unauthorized 
information relating to the representation of a client,’ (ii) under Model Rule 1.1, stay abreast of changes in 

-party electronic-

breach under Model Rule 1.4 in sufficient detail to keep clients ‘reasonably informed’ and with an explanation ‘to 
the extent necessary to permit the client to make informed decisions regarding the representation.’”). 

 See, e.g. Comm. on Ethics & Prof’l Responsibility, -  
  

  
  
  
  
 

to “Host Only;”  
  
sylvania Bar Ass’n Comm. on Legal Ethics & Prof’l Responsibility, Formal -   (citing an 

 warning of teleconference and online classroom  
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documents and data are being appropriately archived for later retrieval and that the service or 
platform 
the lawyer should consider whether the information is and needs to be encrypted (both in transit 

   
 

  Smart S irtual A Other istening-Enabled Devices 
 

Unless the technology is assisting the lawyer’s law practice, the lawyer should disable the 
listening capability of devices or services 
listening-enabled devices while communicating about client matters Otherwise
exposing the client’s and other sensitive information to unnecessary and unauthorized third parties 

 
 

 Supervision  
 

virtually practicing managerial lawyer must adopt and tailor policies and practices to 
ensure that all members of the firm and any internal or external assistants operate in accordance 
with the lawyer’s ethical obligations of supervision  that 
“[s]
identify dates by whi

” 
 

  
 

 
 duty regular interaction and communication 

 
 See, e.g.  Comm. on Ethics & Prof’l Responsibility, Formal Op. 477R (2017) (noting that “it is not always 

reasonable to rely on the use of unencrypted email”). 
  

s also 
must instruct and supervise on reasonable measures for access to and storage of those 

these policies are being implemented and partners and lawyers with comparable managerial 

 
 thics Committee recently described some aspects to include in the 

firm’s practices and policies:  
  
 -  increase the 
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also 
advisable to discern the health and wellness of the lawyer’s team members.   

 
One particularly important  the firm’s bring-your-own-device 

lawyers or nonlawyer assistants will be using their own devices to acc
transmit  or store client-

any lost or stolen devic -related 
information cannot be accessed by, for example, staff members’ family or others -

and available   
 

lient-
others by, for example, implementing a “clean desk” (and “clean screen”) policy to secure 

client-related information also should not be visible or audible to others when the lawyer or 

access to client information must receive appropriate oversight and training on the ethical 
 

 
  

 
and may need to rely on information technology 

professionals, outside support staff (
 ensure that all of these individuals or services comply with the lawyer’s 

use of  and should ensure that all client-  
 

 
  

 
practicing virtually must 

 

 
 Ensuring that sufficiently frequent “live” remote sessions occur between supervising attorneys and 

 
Lawyers Ass’n Comm. on Prof’l Ethics  -  

 See  R O S   
 For example, a lawyer has an obligation to return the client’s file when the client requests or when the 

See, e.g. R S OF ROF’ C  
fully discharged if important documents and data are located in staff members’ personal computers or houses and 

 
 See, e.g. Advisory   
 See R S OF ROF’ C  See, e.g.  on Ethics & Prof’l Responsibility, 

Formal Op. 482 (2018) (“Lawyers also must take reasonable steps in the event of a disaster to ensure access to funds 
the lawyer is holding in trust. A lawyer’s obligations with respect to these funds will vary depending on the 



486

2023 NORTHEAST BANKRUPTCY CONFERENCE AND CONSUMER FORUM

582

CENTRAL STATES BANKRUPTCY WORKSHOP 2021

Formal Opinion 498                                                                                                 ____   _     8 

to 
-accounting records while practicing virtually

process the paper  or redirect 
 or other important individuals who might attempt to contact the lawyer 

at the lawyer’s current or previous brick-and-  

available by appoint
although e-

  
 

III. Conclusion  
 

 Rules permit lawyers to conduct practice 
virtually  must fully consider and comply with their applicable ethical 

and supervision   
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the circumstances and jurisdiction, designating a successor lawyer to wind up the lawyer's practice.”). 
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Lawyers Working Remotely 

Lawyers may remotely practice the law of the jurisdictions in which they are licensed while 
physically present in a jurisdiction in which they are not admitted if the local jurisdiction has not 
determined that the conduct is the unlicensed or unauthorized practice of law and if they do not 
hold themselves out as being licensed to practice in the local jurisdiction, do not advertise or 
otherwise hold out as having an office in the local jurisdiction, and do not provide or offer to 
provide legal services in the local jurisdiction. This practice may include the law of their licensing 
jurisdiction or other law as permitted by ABA Model Rule 5.5(c) or (d), including, for instance, 
temporary practice involving other states’ or federal laws. Having local contact information on 
websites, letterhead, business cards, advertising, or the like would improperly establish a local 
office or local presence under the ABA Model Rules.1 

Introduction 

y has made it possible for a lawyer to practice virtually in a 

yer is 
A lawyer’s residence 

e licensed while being physically present in 

in whic  

Analysis 

ABA Model Rule 5.5(a) prohibits lawyers from engaging in the unauthorized practice of law: “  

” unless authorized by the rules or law to do so. 
is not this Committee’s purview to determine mat
whether working remotely by practicing the law of one’s licensing jurisdiction in a particular 
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Absent such a determination, this Committee’s opinion is that a lawyer may practice law pursuant 
(s) in which the lawyer is licensed (the “licensing jurisdiction”) even from a 

physical location where the lawyer is not licensed (the “local jurisdiction”) under specific 

  law 
and 

s’   
ay practice from home (or other remote location) whatever law(s) the 

lawyer is authorized to practice by the lawyer’s licensing jurisdiction, as they would from their 
office ay also 

indicates 
the purpose of the rule: “limiting the practice of law to members of the bar protects the public 

” A local jurisdiction has no real interest 

 

Model Rule 5.5(b)(1) prohibits a lawyer from “establish[ing] an office or other systematic and 

law.” Words in the rules, unless otherwise defined, are given their ordinary meaning.  “Establish” 
means “ bring into being on a firm or stable basis.”  A local office is 
not “established” within the meaning of the rule by the lawyer working in the local jurisdiction if 
the lawyer does not hold out to the public an e and a 

 
of a lawyer’s presence.3 Likewise it does not “establish” a systematic and continuous presence in 

the law of the local 
jurisdiction nor holding out the availability to do so. The lawyer’s physical presence in the local 

established an office or a systemat
 

Subparagraph (b)(2) prohibits a lawyer from “hold  out to the public or otherwise 
represent  that the lawyer is admitted to practice law in ” in which the lawyer 

lawyer is “holding out” as practicing law in the local jurisdiction. If the lawyer’s website, 

 
 D  https:   

3 
 each publication of the address such as “by 

appointment only” or “for mail delivery.”  
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letterhead, business cards, advertising, and the like clearly indicate the lawyer’s jurisdictional 

services in the local jurisdiction, the lawyer has not “held out” as prohibited by the rule.  

finds: 

Where the lawyer’s practice is located in another state and where the lawyer is 

clusion 

-  
a  

-03 (2019) states: “
in regulating an out-of-state lawyer’s practice for out-of-state clients simply because he has a 

swer is the same— ” 

provide legal services on a tempora
relate to the lawyer’s practice in a jurisdiction where the lawyer is admitted to practice. Comment 

e services 

that results in safety measures—regardless of whether the safety measures are governmentally 
mandated—that include physical closure or limited u

 

Conclusion 

 
lawyer is for all intents and purposes invisible as a lawyer 
is physically located, but not licensed. The Committee’s opinion is t
jurisdiction’s finding that the activity constitutes the unauthorized practice of law, a lawyer may 
practice the law authorized by the lawyer’s licensing jurisdiction for clients of that jurisdiction, 
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while physically located 
hold out the lawyer’s presence or availability to perform legal services in the local jurisdiction or 

unless otherwise 
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Formal Opinion 477R*        May 11, 2017 

Revised May 22, 2017 

Securing Communication of Protected Client Information 

A lawyer generally may transmit information relating to the representation of a client over the 
internet without violating the Model Rules of Professional Conduct where the lawyer has 
undertaken reasonable efforts to prevent inadvertent or unauthorized access. However, a lawyer 
may be required to take special security precautions to protect against the inadvertent or 
unauthorized disclosure of client information when required by an agreement with the client or by 
law, or when the nature of the information requires a higher degree of security. 

  

-413 this Committee addressed a lawyer’s confidentiality obligations 
for e of confidentiality remain 

 
-  

 
-413 concluded: “Lawyers have a reasonable expectation of privacy in 

communications made by all forms of e- -

n the confidentiality of information 
relating to a client’s representation.”  

 

other 
 

 

 

                                                 
   

opinion is of Delegates through August 
ions 

 
1. ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 99-  

ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 08-  C E  
R  HOUSE OF D   

 



492

2023 NORTHEAST BANKRUPTCY CONFERENCE AND CONSUMER FORUM

AMERICAN BANKRUPTCY INSTITUTE

545

Formal Opinion 477R                                                                                                ____   _     2 

and each storage location offer an opportunity for the inadvertent or unauthorized disclosure of 
information relating to the representation, and thus implicate a lawyer’s ethical duties.3 

 
In 2012 the ABA adopted “technology amendments” to the Model Rules, including 

.6, addressing a lawyer’s obligation to 
prevent inadvertent or unauthorized disclosure of information  

  
At the same time, the term “cybersecurity” has come into existence to encompass the broad 

range of issues relating to preserving individual privacy from intrusion by nefarious actors 
throughout the i - -
enforcement discusses hacking and data loss in terms of “when,” and not “if.”   

their clients while at times utilizing safeguards to shield that information that may be inferior to 

5 
  

the method by which a lawye
the core duty of confidentiality in an ever-  

 
Against this backdrop we describe the “technology amendments” made to the Model Rules 

 
 

 Duty of Competence 

 has read: “A lawyer shall provide competent representation to 

”   

                                                 
See  RHODES    HE  C H : A RESOURCE FOR A  

F    C H  
4. “Cybersecurity” is defined as “measures taken to protect a computer or computer system (as on the internet) against 

unauthorized access or attack.” C   -
egal 

challenges created by 
 

5. Bradford A. Bleier, Unit Chief to the Cyber National Security Section in the FBI’s Cyber Division, indicated that 
“[l]aw firms have tremendous concentrations of really critical private information, and breaking into a firm’s computer system is a 
really optimal way to obtain economic and personal security information.” Ed Finkel, Cyberspace Under Siege, A.B.A. J., 

 
A H : HE D  R C -  

-  
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clarified in  when 
law and the duty of lawyers to develop an understanding of that technology  

 was modified to read:   

relevant technology  engage in continuing study and education and comply with all 
continuing legal educa  (Emphasis 

 

Regarding the change to Rule 1.1’s Comment, the 
explained: 

[renumbered 
lawyers need to “keep abreast of changes in the law and its practice.”  

nderstand basic features of relevant 
 

today’s environment without knowing how to use email or create an electronic 
  

 Duty of Confidentiality 

modified both the rule and the commentary about what 

Rule 1.6(a) requires that “A lawyer shall not reveal information relating to the 
representation of a client” unless   
duty in paragraph (c) that: “ ent the inadvertent or 

”    
 
 
                                                 

Id.  
 C E  R   

heckdam.pdf. The 20/20 Commission also noted that modification of Comment [6] did not change the lawyer’s substantive duty 
of competence: “Comment [6] already encompasses 
but the Commission concluded that making this explicit, by addition of the phrase ‘including the benefits and risks associated with 
relevant technology,’ would offer greater 

is intended to serve as a reminder to lawyers 
with it, as part of a lawyer’s general ethical duty to remain competent.” 

R ROF’ C   
Id.  
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Amended  
 

to the representation of a client against unauthorized access by third parties and 
against inadvertent or unauthorized disclosure by the lawyer or other persons who 
are participating in the representation of the client or who are subject to the lawyer’s 
su  See 

of a client does not constitute a violation of paragraph (c) if the lawyer has made 
reasonable  

At the intersection of a lawyer’s competence obligation to keep “abreast of knowledge of 
the ” 
“reasonable efforts t

,” lawyers must exercise reasonable efforts 
utes reasonable efforts 

  
those factors depend on the multitude of possible types of information being communicated 
(ranging along a spectrum from highly se

 
 

herefore  Committee concludes 
 reasonable efforts 

standard:  

-specific approach to business 
security obligations “process” 

 

Recognizing the necessity of employing a fact-
factors to guide lawyers in making a “reasonable efforts” 

ose factors include: 

 t  

                                                 
Commission’s report emphasized that lawyers are not the guarantors of data safety. It wrote: 

“[t]o be clear, paragraph (c) does not mean that a lawyer engages in professional misconduct any time a client’s confidences are 

believes that it is important to st
even if those precautions will not guarantee the protection of confidential information under all circumstances.” 

 C H supra note -  
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 t  
 t  
 t  
 the extent to which the safeguards adversely affect the lawyer’s ability to represent 

  
 

A fact-based analysis means that particularly strong protective measures
are war

consent from the client regarding whether to the us
he representation where nonstandard 

 might avoiding 
the use of electronic methods or any technology to communicate with the client altogether
it warranted avoiding the use  in Formal Opinion -  

 

fficient to meet the reasonable-efforts standard to protect 
client information from inadvertent and unauthorized disclosure  

 
-  due to the reasonable expectations 

of interception or disclosure than other non-electronic f
the lawyer has 

implemented basic and reasonably available methods of common electronic security m   
unencrypted routine email generally remains an acceptable method of lawyer-

 
 

-threats and the proliferation of electronic communications devices have 
changed the landscape and it is not always reasonable to rely on the u  For 

se-by-

 

                                                 
R ROF’ C  . “The [Ethics 20/20] Commission examined the possibility 

technology is changing too rapidly to offer such guidance and that the particular measures lawyers should use will necessarily 
change as technology evolves and as new risks emerge and new security procedures become available.”   C R

 supra note   
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Understanding the nature of the threat includes consideration of the sensitivity of a client’s 
information and whether the client’s matter is a higher risk for cyber intrusion.  Client 
matters involving proprietary information in highly sensitive industries such as industrial 

 
theft   “Reasonable efforts” in 

 means that greater effort  
 

    
 
A lawyer should understand how their firm’s electronic communications are created, where 

authorized 
disclosure of client-
data loss or disclosure.  The lawyer’s task is complicated in a world where multiple devices 
may be used to communicate with or about a client and the

 
 

   
 

vent the inadvertent 
or unauthorized disclosure of  relating to the 
representation of a client  As C
“reasonable” may vary, depending on the facts and circumstances of each case.  Electronic 
disclosure  or access to  client communications can occur in different forms ranging 
from a direct intrusion into a law firm’s systems to theft or interception of information 

 protect against unauthorized 
disclosure in client communications thus includes analysis of security measures applied to 
both disclosure and access to a law firm’s technology system and transmissions. 
 
A lawyer should understand and use electronic security measures to safeguard client 
co A lawyer has a variety of options to safeguard 

-

                                                 
See, e.g. The Most Prominent Cyber Threats Faced by High-Target Industries -  

-most-prominent-cyber-threats-faced-by-high-target-  
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- -
l information is 

routinely accessible 
and reasonably affordable   cess to firm systems 
to devices failing to comply with these   

 
 
Other available tools include encryption of data that is physically stored on a device and 
multi-factor authentication to access firm systems  
 
n the electronic world, “delete” usually does not mean information is permanently  

and “deleted” 
whether certain data should ever 

 
 

 Determine How Electronic Communications About  
 

 At the beginning of the 
client-
be necessary for each electronic 

attachments) are sensitive 
 For example

encrypt the transmission and determine how to do so to sufficiently protect it  and 
 

consider the use of a well vetted and secure third-party cloud based file storage system to 
exchange documents normally attached to emails  
 

ications sent electronically are those communications that do not 

However, in some circumstances, a client’s lack of technological sophistication or the 
limitations of techn -electronic 

 
 

                                                 
 See -  C H supra 

Id. at -  
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A lawyer also should be cautious in communicating with a client if the client uses 
computers or o a third party   the 
attorney-client privilege and confidentiality of communications and attached documents 
may be waived
receiving electronic communications using a computer or 

   
 

5   
 

 follow the better practice of ing privileged and confidential client 
communications as “privileged and confidential” in order to alert anyone to whom the 
communication was inadvertently disclosed that the communication is intended to be 

 also consist of something as simple as appending a 
message or “disclaimer” to client emails

 
 
Model Rule 4.4(b) obligates a lawyer who “knows or reasonably should know” that he has 
received an inadvertently sent “document or electronically stored information relating to 
the representation of the lawyer’s client” to promptly notify the sending lawyer A clear 
and conspicuous appropriately used disclaimer may affect whether a recipient lawyer’s 

  
 

 

                                                 
 ABA Comm. on Ethics & Prof’l Responsibility, - Duty -mail 

Communications with One’s Client -
amendments added new Rule which provides that lawyers “shall” make reasonable efforts to prevent the unauthorized or 

See, e.g. - - - -

not privileged)
on privilege waiver for privileged emails sent or received through an employer’s email server). 

Some state bar ethics opinions have explored the circumstances under which email communications should be 
afforded special security protections  See, e.g., Tex. Prof’l Ethics Comm. Op. 648 (2015) that identified six situations in which a 
lawyer should consider whether to encrypt or use some other type of security precaution:  

 communicating highly sensitive or confidential  
  
 sending an email to a client when it is possible that a third person (such as a spouse in a divorce case) 

to the email account, or to an individual client at that client’s work email account, especially if the email relates to a 
client’s employment dispute with his employer…; 

 sending an email from a public computer or a borrowed computer or 
 

 
accessi  

 sending an email if the lawyer is concerned that the NSA or other law enforcement agency may read the lawyer’s email 
 

See  -cv-
(W.D. Mich. Mar. 13, 2008) (email disclaimer that read “this email and any files transmitted with are confidential and are intended 
solely for the use of the individual or entity to whom they are addressed” with nondisclosure constitutes a reasonable effort to 
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reasonable 

 conforms to the Rules of 
 

assure that the conduct of such assistants is compatible wi

 
 

 establish policies and 

measures for access to and stora

implemented and partners and lawyers with comparable managerial authority must 
periodically reassess and update these policie

 
 

  
 
Consistent with s with direct 
supervisory authority over a nonlawyer to make “reasonable efforts to ensure that” the 
nonlawyer’s “conduct is compatible with the professional obligations of the lawyer.” 
 

- tee analyzed Model Rule 5.3 and a lawyer’s 

issues a lawyer should consider when selecting the outsource vendor, to meet the lawyer’s 
due diligence and duty of supervi

 
  

 redentials  
 vendor’s security policies and protocols  
 vendor’s hiring practices  
 the use of confidentiality agreements  
 vendor’s conflicts check system to screen for adversity  
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 the availability and accessibility of a legal forum for legal relief for violations of 
the vendor a  
  

r to evaluate and employ safeguards to 
protect client confidences may be addressed through association with another lawyer or 

 

-
to address outsourcing, including “using an Internet-based service to store client 
information.”  Comment [3] provides that the “reasonable efforts” required by Model Rule 
5.3 to ensure that the nonlawyer’s services are provided in a manner that is compatible with 
the lawyer’s professional obligations “will depend upon the circumstances.”  Comment [3] 

 

 the educatio  
  
  
 

performed particularly  
 

firm, lawyers should communicate “directions appropriate under the circumstances to give 
reasonable assurance that the nonlawyer’s conduct is compatible with the professional 
obligations of the lawyer.”   f the client has not directed the selection of the outside 
nonlawyer vendor has the responsibility to monitor how those services are 
being performed     
 
Even after a lawyer examines these various considerations and is satisfied that the security 

periodically reassess these factors to confirm that the lawyer’s actions continue to comply 

 

                                                 
R ROF’ C   

he ABA’s catalog of state bar ethics opinions applying the rules of professional conduct to cloud storage 
arrangements involving client information can be found at:  

-ethics-
 

By contrast, where a client directs the selection of a particular nonlawyer service provider outside the firm, “the 
lawyer ordinarily should agree with the client concerning the allocation of responsibility for monitoring as between the client and 
the lawyer.” R ROF’ C  
not be possible to “directly supervise” a client directed nonlawyer outside the firm performing 

 C E  
R  
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 Duty to Communicate 

the lawyer reasonably believes that highly sensitive confidential client information is being 
transmitted so that extra measures to protect the email 
should   client then should decide 

 high level encryption or personal delivery is 

 other laws that might be applicable to 

 
 
A that the la

“A 

means of communication that would otherwise be prohibited by this Rule.” 
 

 Conclusion 

 
lawyers 

rep
“reasonable efforts” to prevent the inadvertent 

or unauthorized disclosure of or access to information relating  
 
A lawyer generally may transmit information relating to the representation of a client over 

the i lawyer has 
  

to protect against the inadvertent or 
unauthorized disclosure of  or by 
law    
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Formal Opinion 483          October 17, 2018 

Lawyers’ Obligations After an Electronic Data Breach or Cyberattack 

Model Rule 1.4 requires lawyers to keep clients “reasonably informed” about the status of a 
matter and to explain matters “to the extent reasonably necessary to permit a client to make an 
informed decision regarding the representation.”  Model Rules 1.1, 1.6, 5.1 and 5.3, as amended 
in 2012, address the risks that accompany the benefits of the use of technology by lawyers.  When 
a data breach occurs involving, or having a substantial likelihood of involving, material client 
information, lawyers have a duty to notify clients of the breach and to take other reasonable steps 
consistent with their obligations under these Model Rules.  

Introduction  

Data breaches and cyber threats involving or targeting lawyers and law firms 

  

the computer networks at some of the country’s most well-  

confidential information to exploit through insider trading 3  

the data security threat is so high that law enforcement officials regularly divide business entities 

 

In Formal Opinion 477R, this Committee explained a lawyer’s ethical responsibility to use 

reasonable efforts when communicating client confidential information usin 5 

                                                 
 

Delegates 
 

 See, e.g. Hackers Are Aggressively Targeting Law Firms’ Data  
(explaining that “[f]
informa se systems that law 

intelligence.”)   See also Criminal-Seeking-Hacker’ Requests Network Breach for Insider Trading
- ,  C D   

3 Hackers Breach Law Firms, Including Cravath and Weil Gotshal S   
-breach-cravath-swaine-other-big-law-firms-  

 Combatting Threats in the Cyber World Outsmarting Terrorists, Hackers and Spies  
-threats-in-the-cyber-world-outsmarting-

terrorists- -and-spies  
5 Prof’l Responsibility, Formal Op. 477R (2017) (“Securing Communication of Protected 
Client Information”).  
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opinion picks up where Opinion 477R left off, and discusses an attorney’s ethical obligations when 

a data breach exposes client confidential information.  This opinion focuses on an attorney’s ethical 

 and it addresses only data breaches that involve information 

-

m -

those statutory schemes may overlap with the ethical oblig

breach notification law - -

per se 

ve 

 

know about the facts and circumstances surrounding the cyber incident, and the attorney’s roles, 

level of authority, and responsibility in the law firm’s operations.    

 

 

                                                 
  al 

structures  the various structures as a “firm.”  
A “firm” is defined in Rule 1.0(c) as “a lawyer or lawyers in a law partnership, professional corporation, sole 
proprietorship or other associati
or the legal department of a corporation or other organization.”  How a lawyer complies with the obligations 
discussed in this opinion will vary depending on the size and structure of the firm in which a lawyer is providing 
client representation and the lawyer’s position in the firm See R ROF’ C  

R ROF’ C   
 R ROF’ C    

 
 

wish to consider obtaining technical advice from cyber experts. ABA Comm. on Ethics & Prof’l Responsibility, 
Formal Op. 477R (2017) (“Any lack of individual competence by a lawyer to evaluate and employ safeguards to 
protect client confidences may be addressed through association with another lawyer or expert, or by education.”) 
See also, e.g Cybersecurity Resources  
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I. Analysis 

A.  Duty of Competence  

 requires that “

”   ied in 

when the practice of law and the 

obligation of lawyers to develop an understanding of that technology   

was modified to read:   

including the benefits and risks associated with 
relevant technology  engage in continuing study and education and comply with all 

 (Emphasis 
  

 
In recommending the change to Rule 1.1’s Comment, the ABA Commission on Ethics 

 

lawyers need to ‘ es in the law and its practice.’  

y need to understand basic features of relevant 
 

today’s environment without knowing how to use email or create an electronic 
  

 

                                                 
 R ROF’ C   
 A H : HE D  R C -

  
  C E  R   

lawyer’s substantive duty of competence: “Comment [6] already encompasses an obligation to remain aware of 

of the phrase ‘including the benefits and risks associated with relevant technology,’ would offer greater clarity in 

 as part of a lawyer’s general ethical duty to remain competent.” 
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In the context of a lawyer’s post-

20/20 Commission’s thinking behind it require lawyers to understand technologies that are being 

used to deliver l

lawyer must use and maintain those technologies in a manner that will reasonably safeguard 

property and information that has been entrusted to the lawyer.  A lawyer’s competency in this 

regard may be satisfied either through the lawyer’s own study and investigation or by employing 

   

 

1.  Obligation to Monitor for a Data Breach 

 

destroyed or otherwise 

compromised, or where a lawyer’s ability to perform the legal services for which the lawyer is 

 

Many cyber events occur daily in lawyers’ offices, but they are not a data breach because 

involve an attack on a lawyer’s systems, destroying the lawyer’s infrastructure on which 

confidential information resides and incapacitating the attorney’s ability to use that infrastructure 

 

ensure that the firm has in 

effect measures giving reasonable assurance that all lawyers and staff in the firm conform to the 

state that lawyers with managerial authority within a firm must m

                                                 
 R ROF’ C  Comm. on Ethics & Prof’l Responsibility, Formal Op. 

 Comm. on Ethics & Prof’l Responsibility, Formal Op.  -  See also  RHODES 
 R   HE  C H : A RESOURCE FOR A  F  

   C H  
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internal policies and procedures designed to provide reasonable assurance that all lawyers and staff 

states that “such policies and procedures include those designed to detect and resolve conflicts of 

” 

Applying this reasoning, and based on lawyers’ obligations (i) to use technology 

to monitor the technology and office reso

and external vendors providing services relating to data  

requirement, a lawyer’s recognition of any data breach could be relegated to happenstance --- and 

the lawyer might not identify whether   whether further action is 

 whether employees are adhering to the law firm’s cybersecurity policies and 

procedures so that the lawyers and the firm are in compliance with their ethical dut  and how 

    

lawyers utilizing technology have the same obligation to safeguard and monitor the security of 

  

r if a cyber-intrusion or loss of electronic 

                                                 
 Comm. on Ethics & Prof’l Responsibility, Formal Op. -   
 Cybersecurity Detective Controls—Monitoring to Identify and Respond to Threats

  available at - -
detective-  (noting that “[d]

attacks on an organization’s IT environment.”)  
 R ROF’ C   R ROF’ C    
 See also R ROF’ C     
 

A
S -  See also ional Cyber Security 

Centre “Ten Steps to Cyber Security” [Step 8: Monitoring] (Aug. 9, 2016), -
steps-cyber-security  

 Comm. on Ethics & Prof’l Responsibility, Formal Op.   
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reasonable efforts to avoid data loss or to detect cyber-

 

 

2. Stopping the Breach and Restoring Systems 

 

is beyond the scope 

proactively developing an incident response plan with specific plans and procedures for 

   

is swept up in an actual breach.  “One of the benefits of having an incident response capability is 

that it sup

personnel to minimize loss or theft of information and disruption of services caused by 

incidents.”    While every lawyer’s response plan should be tailored to the lawyer’s or the law 

firm’s specific practice, as a general matter incident response plans share common features:  

e a process in place that 
will allow the firm to promptly respond in a coordinated manner to any type of 

assess 

firm’s  

                                                 
 See  C H  supra  (explaining the utility of large law firms adopting 

“an incident response plan 
an incident.”  

 NIST Computer Security Incident Handling Guide  
-  
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at e

 

to restore computer operations to be able again to service the needs of the lawyer’s clients.  The 

restoration process provides the lawyer with an opportunity to evaluate what occurred and how to 

prevent a reoccurrence consistent with the obligation under Model Rule 1.6(c) that lawyers “make 

reasonable effort

to, information relating to the representation of the client.”   

ntation of new 

 

3. Determining What Occurred 

per files were stolen from the 

lawyer’s determine whether electronic 

files were accessed

determine what occurred during the d -

-breach 

investigation is necessary to understand the scope of the intrusion and to allow for accurate 

disclosure to the client consistent with the lawyer’s duty of communication and honesty under 

                                                 
  Prevention and Response: A Two-Pronged Approach to Cyber Security and Incident Response 

Planning HE ROF’   
 

whether the lawyer’s computer systems need to be upgraded or otherwise 
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  s this determination is beyond 

 

B.  Duty of Confidentiality  

modified both the Rule and the commentary about a 

lawyer’s efforts that are required to preserve the confidentiality of information relating to the 

representation of a client.  Model Rule 1.6(a) requires that “A lawyer shall not reveal information 

relating to the representation of a client” unless   

modification added a duty in paragraph (c) that: “

”    

Amended  

to the representation of a client against unauthorized access by third parties and 
against inadvertent or unauthorized disclosure by the lawyer or other persons who 
are participating in the representation of the client or who are subject to the lawyer’s 

 See 
on 

of a client does not constitute a violation of paragraph (c) if the lawyer has made 
 

Recognizing the necessity of employing a fact-

sive factors to guide lawyers in making a “reasonable efforts” 

ose factors include: 

 t  
 t  
 t  
 t  

                                                 
 The rules against dishonesty and deceit may apply, for example, where the lawyer’s failure to make an adequate 

disclosure --- or any disclosure at all --- See, e.g. R ROF’ C
 4.1 cmt. [1] (2018) (“Misrepresentations can also occur by partially true but misleading statements or omissions 

tive false statements.”).   
 R ROF’ C   
 Id.  
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 the extent to which the safeguards adversely affect the lawyer’s ability to represent 

  
 

As this Committee  

At the intersection of a lawyer’s competence obligation to keep “abreast of 
knowledge of the benefits and risks associated with relevant technology,” and 
confidentiality obligation to make “reasonable efforts to prevent the inadvertent or 

representation of a client,” lawyers must exercise reasonable efforts when using 
sonable 

 

As discussed above and in Formal Opinion 477R, an attorney’s competence in preserving 

a client’s confidentiality is not a strict liability standard 

  

violated even if data is lost or accessed if the lawyer has made reasonable efforts to prevent the 

 his obligation includes efforts to monitor for breaches of client 

e nature and scope of this standard is addressed 

 

Although security is relative, a legal standard for “reasonable” secu

-specific approach to business security obligations that 
requires a “process” to assess risks, identify and implement appropriate security measures 

 
 

                                                 
 R ROF’ C    “The [Ethics 20/20] Commission examined the 

lar measures 

procedures become available.”   C R  supra note   
  C H  supra  
 OD R ROF’ C    (“The unauthorized access to, or the inadvertent or 

paragraph (c) if the lawyer has made reasonable efforts to prevent the access or disclosure.”)  
  C H  supra  
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l information relating to the 

representation of a client if the disclosure is impliedly authorized in order to carry out the 

   

: (i) 

such information as is reasonably necessary to assist in stopping the breach or recovering the stolen 

 

C. Lawyer’s Obligations to Provide Notice of Data Breach 

information compromised by the data breach may belong or relate to the representation of a current 

client or forme    

1. Current Client   

provides that a lawyer must “keep the client reasonably informed about 

the status of the matter.”  Rule 1.4(b) provides: “A lawyer shall explain a matter to the extent 

” Under these provisions, an obligation exists for a lawyer to communicate with 

 

                                                 
 Comm. on Ethics & Prof’l Responsibility, Formal Op. -  (disclosures to insurer in bills when 

lawyer representing insured)  
 

 
 

must notify affected clients of information lost through an online data storage provider.  N.Y. State Bar Ass’n Op. 
842 (2010) (Question 10: “If the lawyer learns of any breach of 
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-

Committee said that notice must be given to clients if a breach of confidentiality was committed 

by or through a third-party computer 

concluded notice to the client of the breach may be required under 1.4(b) for a “serious breach.”  

 

 

disclosure of the breach would 33 

A data breach under this 

of client confidential information, or a situation where a lawyer’s ability to perform the legal 

 

scenarios is one where a client’s interests have a reasonable possibility of being negatively 

material client confidential information a lawyer has a duty to 

noted in -

notice is an integral part of keeping a “client reasonably informed about the status of the matter” 

and the lawyer should provide information as would be “reasonably necessary to permit the client 

” within the meaning of Model Rule 1.4.   

 as 

compromised if a lawyer who experiences a data breach that impacts client confidential 

 And in view of the duties imposed 

by these other Model Rules, Model Rule 1.4’s requirement to keep clients “reasonably informed 

about the status” of a matter would ring hollow if a data breach was somehow excepted from this 

 

                                                 
es assurances that any security 

issues have been sufficiently remediated.”) (citations omitted  
 Comm. on Ethics & Prof’l Responsibility, Formal Op. -  (  

33 Id. 
 R ROF’ C   
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el Rule 1.15(a) provides that a lawyer shall hold “property” of clients “in connection 

with a representation separate from the lawyer’s own property.”  Funds must be kept in a separate 

account, and “[o]ther property shall be identified as such and appropriately safeguarded.”  Model 

Rule 1.15(a) also provides that, “Complete records of such account funds and other property shall 

 . . . .”  Comment [1] to Model Rule 1.15 states: 

ed of a professional 

 
 

An open question exists whether Model Rule 1.15’s reference to “property” includes 

information stored in electronic form.  Comment [1] uses as examples “securities” and “property” 

that should be kept separate from the lawyer’s “business and personal property.”  That language 

irms routinely use email and 

electronic document formats to image or transfer information.  Reading Rule 1.15’s safeguarding 

obligation to apply to hard copy client files but not electronic client files is not a reasonable reading 

 

  Arizona Ethics 

Opinion -  concluded that 

but that lawyers  under the duty 

 

“Lawyers who maintain client records solely in electronic form should take reasonable steps (1) 

to ensure the continued availability of the electronic records in an accessible form during the period 

client information.”   

ave to decide that 

the obligation to inform the client 
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2. Former Client   

Model Rule 1.9(c) requires that “A lawyer who has formerly represented a client in a matter 

or whose present or former firm has formerly represented a client in a matter shall not thereafter 

 

with respect to a client.”35  When electronic “information relating to the representation” of a former 

direct guidance on a lawyer’s obligation to notify the former client.  Rule 1.9(c) provides that a 

lawyer “shall not . . . reveal” the former client’s information.  It does not describe what steps, if 

notice to a former client as a matter of legal ethics in the a

 

  We also note that Rule 1.16(d) directs that lawyers should return “papers and property” to 

clients a

the client’s file, in whatever form it is held. Rule 1.16(d) also has been interpreted as permitting 

lawyers to establish appropriate data destruction policies to avoid retaining client files and property 

  

client’s electronic information that is in the lawyer’s possession.   

Absent an agreement with the former client lawyers are encouraged to adopt and follow a 

reduce the amount of information relating to the representation of former clients that the lawyers 

 arrangements with 

                                                 
35 R ROF’ C   

 See  (Rejecting respondent’s argument that the court 
should engraft an additional element of proof in a disciplinary charge because “such a result would go beyond the 
clear language of the rule and constitute amendatory rulemaking within an ongoing disciplinary proceeding.”). 

 See R ROF’ C   
 See 

 
(last vi  
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3. Breach Notification Requirements  

The nature and extent of the lawyer’s communication will depend on the type of breach 

that occurs and the nature of the data compromised by the breach. Unlike the “safe harbor” 

-

prior to the breach.  For example, no notification is required if the lawyer’s office file server was 

ion was actually or 

 

the cl  

lawyer’s plan to respond to the data breach, from efforts to recover information (if feasible) to 

 

 

apprised of material developments in post-breach investigations affecting the clients’ 

                                                 
 Cf. Comm. on Ethics & Prof’l Responsibility, Formal Op. 482 (2018), at 8-
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  t of follow up communications 

 

lawyer’s obligations under state and federal law. All 

  

individua   

breach notification laws specify who must comply with the law, define “personal information,” 

  

   

irrespective of the individual’s relationsh

lawyers should evaluate whether they must provide a statutory or regulatory data breach 

notification to clients or others based upon the nature of the information in the lawyer’s possession 

that was  

 

III. Conclusion 

“reasonable effor

 epresentation 

of a client,” (ii) under Model Rule 1.1, stay abreast of changes in technology, and (iii) under Model 

-party electronic-information storage 

                                                 
 -   
 Security Breach Notification Laws  

-and-information- -breach-notification-
 

 Id.   
 Id.   
  C H supra  
 to actively manage the amount 

 or other legal 
awyers should implement  a document retention policy el 
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breach under Model Rule 1.4 in sufficient detail to keep clients “reasonably informed” and with 

an explanation “to the extent necessary to permit the client to make informed decisions regarding 

the representation.” 
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