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Introduction. The past twenty years has witnessed an exponential increase in
consolidations of all types—whether by merger or acquisition—among healthcare providers and
insurers. Some commentators opine that consolidation will lead to greater efficiency in the
delivery of healthcare. However, other commentators fret over increasing healthcare costs and

limits on the availability of necessary treatment they resulting from those consolidations.

Bankruptey has functioned effectively as a tool for healthcare consolidations. In New
Jersey, for example, bankruptcy has been utilized to facilitate the consolidation of five hospitals
to other entities during the last eleven years by means of § 363 sales. Most recently (2016),
Prime Healthcare Services acquired St. Michael’s Medical Center in Newark. Previously, Christ
Hospital in Jersey City (2013), Hoboken University Hospital (201 1) and Bayonne Medical
Center (2008) had been acquired through § 363 sales and are now owned by CarePoint Health.
In 2007, St. Mary’s Hospital Passaic (which was acquired by Prime Healthcare Services and
renamed St. Mary’s General Hospital in 2014) acquired PBI Regional Medical Center (which
had resulted from a merger of Passaic Beth Israel Hospital and General Hospital Center at

Passaic in 2004) through the latter’s bankruptcy case.

It appears that healthcare provider consolidations will continue. Bankruptcy has been
and will continue to be a useful tool to facilitate those consolidations. In point of fact, the
Bankruptcy Code expressly contemplates the reorganization of a debtor through consolidation
with another entity, whether by sale, merger or some other means, 11 U.S.C. § 1123(b)(5)(B)
and (C). Laws regulating health care providers and insurers, however si gnificantly impact the
reorganization of healthcare debtors. One of those health laws is the Health Insurance Portability
and Accounting Act of 1996, as it has been amended by the Health Information Technology for
Economic and Clinical Health Act of 2009 (hereafter, as so amended, “HIPAA™). This article
will address recent developments concerning the impact of HIPAA on the reorganization of the
healthcare debtor, More particularly, this article will address the impact of a significant HIPAA

data privacy and security breach on a healthcare debtor’s bankruptcy as well as HIPAA’s impact
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on the consolidation of a healthcare debtor (or, more accurately, divisions and operating units of

such a debtor) with one or more entities through a bankruptey sale process.

HIPAA Applies in Bankruptey. Bankruptey practitioners—and even bankruptcy
judges—often assume that bankruptey law takes precedence over other areas of the law.
However, appellate courts, including the Supreme Court, have repeatedly held in various
contexts that that is not always the case. Indeed, trustees in bankruplcy and debtors-in-
possession must conduct the debtor’s operations in accordance with applicable non-bankruptey
law." For example, it is now well established that debtors and trustees must comply with
environmental laws, even if they can avoid paying in full the related monetary claims. Similarly
debtors and trustees must comply with HIPAA and protect the privacy and security of the
individually identifiable health-related information protected by HIPAA (hereafter, “PHI")." For
that reason, HIPAA can, and sometimes does, significantly impact the manner by which a
healthcare debtor can reorganize, including any proposed consolidation of the debtor-healthcare

debtor with another entity by sale, merger or another method

HIPAA Data Breaches. HIPAA's impact on the reorganization of healtheare debtors
should come as no surprise and is likely to become even more important with the increase in data
security breaches at healthcare providers and other participants in the healthcare industry.
Indeed, it is common knowledge that: (i) PHI is valuable, even more valuable than casily
replaceable credit card information: (ii) the value of PHI makes healtheare providers (and
healtheare insurers) tempting targets for hackers; and (iii) healthcare providers still remain
relatively unprepared to thwart hacking attacks. The explosion in the use of mobile electronic
devices like smartphones by healthcare personnel in providing healthcare and the connection of
smart medical devices (e.g., infusion pumps, defibrillators or pacemakers) to healthcare
providers’ information systems, other medical devices, the internet and patients” smartphones

have only increased the vulnerability of participants in the healtheare industry to hacking.” As if

TIR US.C.§ 959(b).

? 1t can never be overemphasized that, in addition to information of an indisputably medical nature, PHI also
includes related demographic and financial information (e.g., addresses, sociul security numbers and credit card
information) concerning an individual. See 45 CFR § 164.514(bH2N0) listing identifiers the removal of which will
“de-identify” PHI).

¥ In 2017, for example, the FDA determined that radio frequency enabled implantable cardiae pacemakers
manufaciured by 5t Jude Medical, which allowed for the device to be monitored or controlled over the internet,
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the vulnerability to hacking was not enough, the actions of negligent (but often well-meaning),”
poorly trained (e.g., the employee who clicks on a link and facilitates a phishing attack) or rogue®
employees can lead to either a cyberattack by a hacker or some other unauthorized use or

disclosure of PHI.

Numerous healthcare providers—and even large, well-financed and sophisticated
insurers—have, in fact, suffered data privacy and security breaches—including the well-
publicized cyberattacks—in the last few years, impacting substantial —even eve-popping—
numbers of individuals. For example, 2015 has been called the year of the healthcare
cyberattack. During that year the most significant healthcare data privacy and security breaches
to date occurred or, more accurately, were discovered. Those breaches include:

* Anthem, Inc., the largest U.S, health insurer: almost 79 million people impacted;
* Premera Blue Cross: approximately 11 million people impacted:

¢ Excellus Blue Cross Blue Shield: 7 million people impacted;

* UCLA Health System: approximately 4.5 million people impacted:

* Medical Informatics Engineering, a provider of medical data sharing and transmission
services: approximately 3.9 million people impacted; and

* CarcFirst Blue Cross Blue Shield: approximately 1.1 million people impacted.

More disruptive to healthcare operations than cyberattacks by which the perpetrators seck
information are ransomware attacks where data is encrypted and held for ransom. A
ransomware attack can shut down the operations of a modern hospital, putting the health, lives

and safety of patients at risk. In large part because palient health and safety concerns incent

dicalDevices Safery

were vulnerable to cybersecurity imrusions or exploits, See hiips:www. fida,
AlenzandMoticesuem3TI008 him  (retrieved on June 2, 201%).

* For example, in a well-meaning but misguided attempt to improve healtheare, resident physicians at S1. Elizabeth's
Medical Center in Brighton, MA used an internet site 1o share files, thereby exposing PHI to unauthorized viewers.,
See the Resolution Agreement and the Corrective Action Plan at hitps:/w ww, lihis oy hipaa for-professionals
gompliance-enforcement/examples/seme/index himl (retrieved on June 2, 2018).

Sew, ¢.g., Snell, Elizabeth, “Healthcare Data Breach Leads to ldentity Theft Guilty Plea,” Healeh IT Securit:
Patient Privacy Secitrity News (March 30, 2018) at htips:/he secunty. com/news healihcare-data-breach-leads-
te-identity-thefi-guiliv-plea (retrieved on June 2, 2018) {former hospital employee partizipated in conspiracy to sieal
PHI as pari of an identity theft racket),
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hospitals and other healthcare providers to pay ransoms to hackers, healtheare providers have

become the most attractive targets for ransomware attacks.”

In one of the earliest reported ransomware attacks on a major U.5. healthcare provider,
Hollywood Presbyterian Medical Center suffered a ransomware attack in February, 2016 and
paid a ransom of $17,000 to regain access to its records. A month later, MedStar Health suffered
a ransomware attack impacting its facilities in the Washington, D.C. metropolitan area. The
attack forced MedStar Health’s ten hospitals and more than 250 outpatient centers to shut down
their computers and email.” At that time, the system employed more than 30,000 people and
treated hundreds of thousands of patients in the Washington region.” Clinicians were forced to

resort to paper records until electronic records were recovered or recreated.

Ransomware and similar attacks on healthcare providers and other participants in the
healthcare industry continued unabated through 2017 and into 2018 Nuance, a major provider
of voice and language tools to the healthcare industry, was knocked offline by the Petya virus.”
Although masked as ransomware, the purpose of the virus is the disruption and destruction of
data.'" In response to the attack, Nuance offered alternative products to its customers.""
Pharmaceutical giant Merck also suffered an attack of the Petya virus during 201 7."% Starting
January 18, 2018, the services of Allscripts, the electronic health record giant, were shut down
for a week by the SamSam ransomware attack. The shutdown at Allscripts prevented Allseripls

clients, including numerous healthcare providers, from accessing PHI and was followed a week

® See, e.g., Donovan, Fred, “Healthcare Industry Takes Brunt of Ransomware Attacks.” Health IT Security.
Cybersecurity News, May 3, 2018 a h11|gh:-"_lwu]llni15|:curi1£._{_‘r|m-'n|:v.‘n-h.;'a_ll:]waﬂ‘.-induﬁlr_','-rd}sa;x-!grum-qr—
mnsomware-attacks (retricved on June 2, 2018).
" Cox. John Woodrow, “MedStar Health Turns Away Patients after a Likely Cyberattack,” The Washington Post
(March 29, 2016) hitlps.ww w.washingl:mmnt.ugm-Iw.-u.L-_mpd.ﬂ|ar-_hg:pl.:hv;grns-uwu5-pu:iums.-nn:-duy-m;g
cyberattack-on-ils-computers/201 603/ 20/2 5262 6ag-FSbe-1 1e5-adce-MAbSbal | (33_story.himlMuim_term=.
cli2 16248211 (retrieved on June 1, 2018)

Id.
% Davis, Jessica, “Nuance Knocked Offline by Ransomware Attacking Europe,” Healthcare IT News (June 28, 2017}
at g rawewhealtheargitnews com/news/ nuance-knocked-offline-ransomware-alipeking- europe (retricved on June
2, 2018)
¥ Davis, Jessica, “Nuance Still Down after Petya Cyberattack, Offers Customers Alternative Tools,” Healtheare IT
News (June 29, 2017) at http:‘www. healthcareinews.com/news/nuance-still-down-after-pe elyi-cyberattack-offers-
-I.;Luqnmenvahcmaliw~;u-ul.-u (Retrieved June 2, 2018).

Id.

2 Shabban, Hamza and Nakashima, Ellen, “Pharmaceutical Giant Rocked by Ransomware Attack.” The Weshingion
Post (June 27, 2017) at hips:/iwww, washingronpost, oy ews the-switch/wp/201 70627 phanmsceutical-giant-
rocked-by-ransomware-atipck P noredirect-ongeutm_termn -, 954242823783 {retrieved June 2, 2018)
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later by litigation against Allscripts by clients for dama zes they allegedly suffered from the

disruption of their businesses.'*

In January of 2018, Hancock Health, which is based in Greenfield, Indiana, suffered a
ransomware attack, resulting in the shutdown of its entire network. "™ According to a hospital
official, the attack was sophisticated and did not result from an employee clicking on an infected
e-mail, and appears to have aimed at restricting aceess to certain parts of Hancock Health's
information technology system.'” In other words according to Hancock Health's CEQ, Steve
Long, “[t]his [cyberattack] was not a 15-year-old kid sitting in his mother's basement.”"®

HIPAA Scttlements and Penalties. Significant HIPAA breaches can result in

substantial civil monetary penalties, ranging up to a minimum of $50,000 per violation (with a
cap of $1.5 million for identical violations during a calendar vear) for violations resulting from
willful neglect that remains uncorrected afier discovery.'” Between January 1, 2015 and
February 18, 2018, a little over three years, $52,691,000 in civil monetary penalties or (more
commonly) settlement payments had been imposed by the Office of Civil Ri ghts (“OCR™) of the
U.S. Department of Health and Human Services (“HHS™) on HIPAA-covered entitics.'®

HIPA A-covered entities include: (i) covered entities (i.e., health care providers, health plans, and
healtheare clearinghouses), (ii) business associates of covered entities: and (ii1) the

subcontractors of business associates, "

To date, the most significant HIPAA settlement payments and civil monetary penalties
assessed by OCR have been the following;

" David, Jessica, “Allscripts Sued over Ransomware Attack, Accused of Wanton Disragard™ Healtheare 1T News
(Jan. 26, 2018) at hitps:\'www washinglonpos) com/ news/the-swilgh wp 201 7006/ 2 7 pharmaceutical-gisnt-rocked-
by-ransomwarg-anack Mnoredirect-ondulm_ term=9 SAgdI82ITRI (rerieved June 2, 2018).

" Davis, Jessica, “Ransomware Aftack on Hancock Health Drives Providers to Pen and Peper,” Healthcare IT News
(Jan. 15, 2018) at hup://www.healthcareitnews com/news/ransomware-attack-hancock-health-drives-providers-pen-
ia_;r]fjmpgr (retrieved on June 2, 2018).

18 14,

" e 45 CFR § 160.404(b) (setting out the tiered HIFAA civil monetary penalty schedule).

" Compliancy Group, “HIPAA Fines Listed by Year,” (March, 2018) at htps://compliancy-group.com/hipaa-fines-
directorv-vear' [retrieved on Jun .

¥ Sew 45 CFR §§ 160,103, 164.104(b) (defining “covered entities” and “business associates™).
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Advocate Health paid $5.55 million for failing to encrypt laptops and enter into a
HIP A A-compliant business associate agreement before disclosing PHI to the business
associate;

Memorial Healthcare paid $5 million for impermissibly disclosing PHI to an affiliated
medical practice over several years;

NY Preshyterian Hospital and Columbia University paid $4.8 million to settle a claim
arising from a physician’s deactivation of a server that exposed PHI on the internet;

Cignet Health paid a $4.3 million fine for failing to provide patients with access to their
PHI as required by HIPAA;

Children’s Med Center of Dallas paid $3.2 million for theft of unencrypted devices
containing PHI;

Cardio Net paid $2.5 million for failing to conduct a sufficient data security risk analysis
and implement final HIPAA policies which led to a breach of PHI arising out of a stolen
laptop:

Memorial Herman paid 52.4 million for disclosure of ane individual's PHI through a
press release; and

NY Presbyterian paid $2.2 million for the disclosure of one individual’s PHI (which
included visual images of the individual) by allowing a TV crew to film, without the

permission of the individual or his family the unsucecessful treatment and death of the
individual.

The largest “penalty” for a healthcare-related data security breach did not result from
government enforcement, however. In 2017, Anthem, Ine. agreed to pay $115 million to settle

litigation resulting from the 2015 breach that had exposed the PHI of almost 79 million people.”

HIPAA Liabilities and Bankruptey: 21" Century Oncology. Especially considering

the attractiveness of healthcare providers to hackers as targets and the significant consequences
of a HIPAA breach, the impact of a HIPAA data privacy and security breach on a debtor
healthcare provider's reorganization should be of no surprise. It is not beyond the realm of

possibility that civil monetary penalties imposed by OCR or a substantial adverse judgment in

2 pierson, Brendan, “Anthem to Pay Record $115 Million to Settle US Lawsuits Over Data Breach,” Rewters (Tune
23, 2017) at hitps:www reters.com/article ‘us-anthem-cyher-sell lemeny/anthem-to-pay-record- 1 1 5-million-10-
sellle-u-s-lawsuits-over-data-bresch-isil SKANISEIML (retrieved on June 1, 2018).
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data breach litigation could trigger a healthcare debtor’s bankruptey filing. The dollar amount of
a healthcare debtor’s HIPAA monetary liabilities (pre- or post-petition) and any related non-
monetary obligations or penalties imposed on the debtor could preclude reorganization in any
form. Even if the extent of a healthcare debtor’'s HIPA A-related liabilities does not preclude a

reorganization, it certainly could significantly impact the form of such a reorganization,

An example of a case in which substantial HIPAA liabilities were a trigger to a
bankruptcy filing and impacted the debtor’s reorganization strategy was In re 21" Century
Oncology Holdings, Inc., et al. (Bankr. S.D.N.Y. Case No. 17-22770 (RDD)). In fact, together
with other healthcare laws, HIPAA took center stage in that case. Twenty-First Century
Oncology, Inc. (“21CO”) suffered a cyberattack in 2015, resulting in the breach of the PHI of
2,213,597 patients. Following an investigation, the OCR concluded that 21CO had violated
HIPAA and the HIPAA Privacy and Security Rules by failing to adequately protect, and
impermissibly disclosing PHI. OCR asserted claims (collectively, “HIPAA Claims™) against

21CO as a result of those breaches exceeding $2.3 million.

Five months before 21CO’s bankruptey filing in 2017, a data breach class action alleging
that 21CO had failed to adequately secure PHI under its control was filed against 21C0.%'
Following 2010°s bankruptcy filing, data breach claimants filed six class claims aggregating
$123.2 million and 180 individual claims (collectively, “Data Breach Claims”). The Data
Breach Claims dwarfed in amount the other claims filed against 21CO and its co-debtors
(collectively “21CO Debtors™). The 21CO Debtors sought the dismissal of the class ¢laims and
valuation of the individual claims at $0 for plan confirmation purposes. In response, the
plaintiffs in the class action cases sought either class certification pursuant to Bankruptcy Rule
7023 or, alternatively, for relief from the automatic stay to permit the pre-petition data breach
litigation to proceed—albeit with recovery limited to insurance proceeds. Under the
circumstances, the 21CO Debtors were facing substantial litigation concerning the Data Breach

Claims that could significantly delay or even disrupt their reorganization.

Resolution of the HIPAA and Data Breach Claims was crucial to the 21CO Debtors’

successful reorganization. Such a resolution was, in fact, a condition to both the consummation

*' HIPAA does not provide a private cause of action. However, relying on other data privacy and security laws that
do provide causes of action, asserting the defendants’ HIPAA violations as the factual basis of the claim.

2611417.1 999999-00548
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of the 21CO Debtors’ Chapter 11 plan® and the obligation of third parties to backstop a rights-
offering for which the plan provided.™ Resolution of the HIPAA Claims was also necessary 1o
avoid the uncertainty of litigating issues that have not yet been tested by in bankruptey courts
and to obtain significant concessions by OCR on the amount and payment of those claims that
would ensure the 21CO Debtors’ post-confirmation liquidity . Resolution of the Data Breach
Claims was a necessary condition to a meaningful distribution on the claims of other unsecured
creditors and required either a substantial reduction in the amount of those ¢laims or for the
claims to be channeling to a source of payment, like insurance proceeds, other than the 21C0
Deblors’ bankruptey case. Resolution of the Data Breach Claims also allowed the 21C0 Debtors

to avoid the risks and expense inherent in defending against a class action.

The HIPAA Claims were resolved by means of a Resolution Agreement and a two-year
Corrective Action Plan (“CAP™).** The resolution fixes the 21C0 Debtors” monetary liability at
$2.3 million settlement, with that amount to be paid directly by the 21C0 Debtors™ insurer. OCR
agreed to release its pre-petition HIPAA Claims upon receipt of the $2.3 million payment and to
release ils post-petition HIPAA Claims upon 21 C'0’s satisfaction of its obligations under the
CAP. Full satisfaction of the 21C0 Debtors obligations under the CAFP will result in OCR’s
waiver of any civil monetary penalty arising out of the HIPAA Claims. The CAP imposes
several ongoing obligations on 21CO to ensure HIPAA compliance including, inter alia: (i) the
review of and revisions to HIPAA policies and procedures and the development of new policies
and procedures where necessary; (ii) developing and implementing a program to internally
monitor its compliance with the CAP; (jii) retention of an external assessor {at 21C0°s expense)
to monitor 21C0"s compliance with the CAP, with the authority to make unannounced visits to
the 21C0 facilities: and (iv) annual reporting requirements (with reports attested to by officers of
21C0).

Pursuant to the Data Breach Claim settlement, the holders of Data Breach Claims retain

the right to litigate the Data Breach Claims, but agree to look only to certain insurance proceeds

* in re 217 Cempury Oneology Holdings, Inc., et al. (Bankr, 8.0.N.Y, Case No. 17-22770 (RDD), ECF Docket Mo.
9151, §9.1{q).

™ 1d., ECF Docket No. 434, §8.101).

M 1y e 217 Contury Oncology Holdings, fne., et al (Bankr. SD.MN.Y. Case No. 17-22770 {(RDDY), ECF Docket No.
825-1, pp. 5-19. Copies of the Resolution Agreement and CAP can be viewed at and retrieved from higps://woaw,
hhs.govisites'default/ files/2 1 co-ma cap.pdf .
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for recovery and waive any recovery from the Debtors’ bankruptcy estates.?® Upon the approval
of the Data Breach Claim settlement, they agreed not to oppose confirmation of the 21CO

Debtors’ plan.?

The 21CO Debtors settled the HIPAA and the Data Breach Claims before the
confirmation of their Plan. The bankruptcy court approved the settlements by Orders dated
December 11, 2017.>” The 21CO Debtors’ plan was confirmed on January 9, 2018.%

21" Century Oncology provides a stark example of the challenges that HIPAA and, more
importantly, significant HIPAA data privacy and security breach liabilities can present to the
reorganization of a healthcare debtor, Indeed, those liabilities were a si gnificant trigger to the
bankruptey filing. Once the 21CO Debtors had entered bankruptcy, it became clear that the
HIPAA and Data Breach Claims had to be resolved if there was to be a reorganization. Luckily
for the 21CO Debtors, they had available tools for such a resolution and the case stands as a
guide to other healthcare debtors in the same or similar to facing and resolving HIPAA liabilities

in bankruptcy.

HIPAA and Bankruptcy Sales: Medlab and the HIPAA Privacy Rule. More directly

relevant to the impact of HIPAA on the consolidation of healthcare debtors with other entities is
the MedLab case, which did involve the sale of a debtor. The sale of healthcare providers like
MedLab, necessarily includes the sale or transfer of PHI to the purchaser. However, the HIPAA
Privacy Rule” generally conditions the sale of PHI on the prior written authorization of each
patient (or the patient’s personal representative) whose PHI is being sold.* Obviously, a blanket
application of the provisions of the HIPAA Privacy Rule governing the sales of PHI to the sale
of a covered entity, or even a unit or division thereof, would effectivel y preclude such sales.

Obtaining authorizations from all of a covered entity’s patients—or even the patients of a

% In re 21" Century Oncology Holdings, Inc., et al. (Bankr. S.D.N.Y. Case No. 17-22770 (RDD)) ECF Docket Nol

753
% p4

7 Id., ECF Docket Nos. 823 and 824

B Inre 21" Century Oncology Holdings, Inc., et al. (Bankr, S.D.N.Y. Case No. 17-22770 (RDD)), ECF Docket No.
915.

45 C.F.R. §§ 164.500, ef seq.

0 45 CFR § 164.508(a)(4).
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division of the covered entity—would be impossible, particularly because HIPAA's protection

of PHI extends for fifty vears afier the patient’s death.”’

To facilitate the sales of covered entities, the HIPAA Privacy Rule excludes from the
definition of “sale™ the disclosure of PHI “[f]or the sale, transfer, merger. or consolidation of all
or part of a covered entity and for related due diligence as described in . . . the definition health
care aperations” contained in the HIPAA Privacy Rule.”®  For purposes of the HIPAA Privacy

Rule. “health care operations” includes:

[t]he sale, transfer, merger or consolidation of all or part of the
covered entity with another covered entity, or with an entity that
following such activity will become a covered entity and the due
diligence related to such activity. ™

In sum, the HIPAA Privacy Rule expressly facilitates the sale of all or a part of a covered entity
(but not a pure asset sale) to either another covered entity or an entity that will become a covered
entity following the sale. It follows that the HIPAA Privacy Rule thereby facilitates
“reorganizations” by sale and, therefore, the consolidation of healthcare debtors with other
entitics. However, the HIPAA Privacy Rule’s facilitation of the sales of debtors in bankruptey is

subject to some limitations.

Laboratory Partners, Inc., a clinical laboratory network, and several subsidiaries
{collectively, “MedLab™) filed Chapter 11 petitions with the United States Bankruptcy Court for
the District of Delaware on October 25, 2013.* At that time MedLab provided clinical
laboratory and anatomic pathology services to: (i) a number of skilled nursing facilities (“Long-
Term Care Division™); (ii) physicians, physician offices and medical groups; and (iii) Union
Hospital, Inc. in Terre Haute and Clinton, Indiana. As health care providers, some or all of the
MedLab debtors constitute “covered entities™ for purposes HIPAA and the HIPAA Privacy
Rule.®® MedLab proposed to “reorganize,” in part, by selling. inter alia, its Long-Term Care
Division.® To that end, on October 30, 2013, MedLab filed a motion for authority to, inter alia,

U See 45 CFR § 164.502(0).

4% CFR § 164.502{ap S ANINY) (emphasis added).

45 CFR 164.501 (paragraph (6)(iv) of the definition of “health care operations).
% 1y re Laboratory Partners, Inc.. et al, US.B.C. D. Del. Case Mo, 13-12769-PTW.
¥ gee the definition of “covered entity” contained in 43 CFR § 160.403.

% 14.. ECF Docket No. 46,9 6.

26114171 SGHR00548
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sell the Long-Term Care Division (“MedLab Sale Motion™).*’ In the MedLab Sale Motion,
MedLab acknowledged that, although several potential buyers had expressed interest in
purchasing the Long Term Care Division, none of them agreed to be a stalking horse bidder.*® In
sum, the Sale Motion did not identify a specific purchaser of the Long Term Care Division, but

proposed the Long Term Care Division be sold at auction.

The proposed form of Asset Purchase Agreement attached as Exhibit B to the Sale
Motion provided for the sale of, inter alia, “all customer lists, machinery and equipment records,
mailing lists, quality control records and procedures, employment and personnel records . . . and
display materials™ related to the Long-Term Care Division.*® It is beyond dispute that the

customer lists (as well as some of the other assets listed in 9 1.1(9) include PHI.

On December 18, 2013, the United States Department of Health and Human Services
(“HHS") filed its Protective Objection to [MedLab] Debtors’ Motion for Sale of Substantially
All of the Debtors™ Assets (“Protective Objection™).** In the Protective Objection, HHS objected
to what it characterized as “an authorized sale of their customer’s [PHI] that violates federal
law.”™*! HHS specifically objected to the sale of customer lists which, according to HHS, “almost
certainly contain [PHI]."** HHS surmised that MedLab had not obtained authorizations from all
patients of the Long Term Care Division before filing the Sale Motion.* HHS’s primary
concern arose out of MedLab’s failure to identify a purchaser of the Long Term Care Division.**
HHS acknowledged that if the Long Term Care Division were sold to a covered entity, HIPAA
and the HIPAA Privacy Rule would likely permit the sale of the customer lists.*’ Jd. In sum,
absent being able to identify a purchaser, MedLab could not, as of December 18, 2013, provide
HHS the assurance it sought that the purchaser of the Long Term Care Division would be a
covered entity—although it would be unlikely that an entity that was not a covered entity would

have purchased the Division.

*7 1d., ECF Docket No. 46,
*1d., g 6.
* Inre Laboratory Partners, Inc., et al., U.S.B.C. D. Del. Case No. 13-1 2769-PJW ECF Docket No. 46, Exh. B, 1

1.1(f).
“ 1d., ECF Docket No. 216
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The hearing on the sale of the Long-Term Division was adjourned without date and,
ultimately, HHS's objection to the sale was resolved. Nevertheless, HHS s ohjection to the sale
of the Long Term Care Division raises questions concerning the potential impact of HIPAA and
the HIPAA Privacy Rule on bankruptcy sales. The provisions of the HIPAA Privacy Rule,
including the provisions governing sales, are complex. They lend themselves to careful parsing
by creative counsel. In that regard, HHS s interpretation of the sale provisions of the HIPAA
Privacy Rule seems to require an identified stalking horse bidder that is or will become a covered
entity as a result of the purchase of all or a portion of a debtor “covered entity.” Such an
interpretation effectively precludes straight auction sales—such as that contemplated in the
MedLab Sale Motion of all or a portion of a “covered entity” in bankruptey where the identity of
the purchaser cannot be known until a successful bid has been made.*

The crucial goals of HIPAA and the HIPAA Privacy Rule, however, can be achieved in
straight auction sales without resorling to a hyperliteral reading of the definition of “sale” in the
HIPAA Privacy Rule. Debtors (or bankruptey trustecs when appointed) should simply include in
the bidding procedures for the sale a requirement that the bidder either be a covered entity or
become one as a result of the sale, The bidding procedures should also obligate any bidder
receiving PHI in connection with pre-auction due diligence to comply with all relevant
obligations undertaken by a business associate under a business associate agreement, and should,
at the very least, expressly: (i) require the bidder to protect the privacy and security of any PHI
as required by HIPAA and the HIPAA Privacy and Security Rules; (ii) prohibil any use or
disclosure of PHI obtained from the debtor in connection with pre-sale due diligence for any
purpose other than conducting due diligence; (iii) prohibit the bidder from disclosing PHI to a
subcontractor retained to assist in due diligence until that subcontractor has agreed in wnling to
comply with the obligations of a business associate under a business associate agreement which
the bidder itself has agreed to comply in connection with the PHI disclosed; (iv) obligate the
bidder to return or destroy the PHI as required by HIPAA and the HIPAA Privacy and Security
Rules. Objections should be lodged to bidding procedures that do not contain such requirements.
In addition to including the foregoing provisions in the bidding procedures, the debtor (or a

 oe 45 CFR § 164.502(a)5)(i)AN2)Niv) and 45 CFR 164.501 (paragraph (6)iv) of the definition of “health care
operations) cited above, which clearly conternplate the sale or merger of a specifically identified covered entity with
angther specifically idemified covered entity in @ transaction that, it is contemplated will close.
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bankruptcy trustee if one has been appointed) should require bidders to execute confidentiality or
non-disclosure agreements imposing the applicable obligations of a business associate under a
business associate on the bidder, including, at the very least, those set forth above, as a condition
to receiving PHI in connection with due diligence. In all circumstances, debtors (or bankruptcy
trustees) should limit the disclosure of PHI to a bidder to the minimum amount necessary to
conduct due diligence. If the foregoing recommendations are implemented, bankruptcy can
remain a useful tool for transferring healthcare business to more viable owners and still ensuring
that the crucial policies underlying HIPAA and the HIPAA Privacy Rule are effectuated. In
sum, HIPAA and the HIPAA Privacy Rule need not stand in the way of the sale, merger or

consummation of the debtor.

Conclusion. Healthcare consolidations are will likely proceed apace for the near future.
Bankruptcy can be a useful tool in effectuating consolidations. HIPAA, particularly if the debtor
has suffered a HIPAA data privacy and security breach can pose challenges to a healthcare
reorganization. Cyberattacks on healthcare entities are not likely to abate in the near future. For
that reason, HIPAA will likely increasingly impact healthcare reorganizations. However, 27"
Century Oncology and MedLab demonstrate some of the tools available to meet HIPAA’s

challenges to a healthcare debtor reorganization.

2611417.1  999999-00548
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Due Diligence and HIPAA: Issues
Pertaining to Complete Disclosure and
the Limitations Imposed to Protect
Privacy Considerations

Patrick D. Souter

Jenny G. Givens

Gray Reed & McGraw PC
Dallas, TX

hether it is a stock or asset purchase, merger, joint
wv‘tﬂturc, or other type of transaction, the main

precursor to the parties of a transaction entering into
binding agreements pertains to the due diligence disclosures
made by the parties. Due diligence allows for the parties 1o
exchange and review the information necessary to provide a
level of assurance that the parties” expectations and under-
standings are supported by tangible information. It also
allows for each party to verify to their satisfacrion whether
the other parries to the transaction have the ability o satisfy
any representations and warranties or other underlying
terms contaimed in the rransaction'’s definitive documents.
Accordingly, its scope is generally customized to the transac
tion and the parties’ needs,

In non-health care transacrions, the scope of due diligence
may be straightforward and the disclosure of information
and documentation 1o the other parties sufficiently protected
by a confidentiality and nondisclosure agreement. However,
in health care rransactions, the Health Insurance Portability
and Accountability Act of 19%6 (HIPAA), as amended, and,
in particular, the HIPAA Privacy Rule,! imposes impediments
tor the disclasure of cerrain patient-related information.

This article describes when HIPAA allows for certain due
diligence disclosures and the circumstances when there is

not elear guidance on how due diligence may be carried our.
Although outside the scope of this article, it also should be
noted thar there are instances where parties providing due
diligence information to competitors as part of a transaction
may risk compliance issues under other laws and regulations,
such as those governing antitrost.?

The Scope of Due Diligence in Health Care Transactions

Due diligence is of ntmost importance to health care transac-
tions due 1o the significant regulatory risks that a party may
incur as a result of the previous actions of the other party

1o the transaction. The areas of information privacy and
security, fraud and abuse, billing compliance, antitruse, and
licensing and certification are some of the areas of concern
to any parties to the transaction. Therefore, due diligence
sought in a health care transaction commaonly encompasses

not only the business informarion requested in non-health
care transactions but also the more expansive information
that may address these additional arcas of concern.

However, this expansive approach to due diligence may
trigger HIPAA compliance concerns,* The parties may need
to exchange financial information {e.g., incloding accounts
receivable and claims for services rendered), as well as infor
mation regarding operational and patient macters such as
complaints, adverse events, possible claims er litigation, and
compliance matters.

In all of these instances, it may be necessary to disclose
patient information that falls within the definition of
“Individually Identifiable Health Information™ (ITHI)* or
“Protected Health Information™ (PHI).® As a general manter,
the HIPAA Privacy Rule requires thar in the absence of
patient authorization for such disclosure, the disclosing
“Cavered Entity™ must establish sufficient safeguards o
protect PHI and establishes limits as vo whar PHI may be
disclosed and when.”

Due Diligence and Permissible Disclosure Under “Health Care
Operations”

In addition to establishing restrictions on the transfer of PHI,
the HIPAA Privacy Rule also recognizes the need in eertain
instances for the Covered Entity to be able to transfer PHI
to other parties in the normal course of business. A Covered
Entity may disclose PHI withour patient authorization in
certain instances where it is nceded for treatment, payment,
or health care operations.® Even then, however, the Covered
Entity musr take sufficient steps to restrict the PHI to be
disclosed to whar is “minimally necessary™ (o satisfy the
request,* Yer, the definition of *Health Care Operations™
specifically allows disclosure for:

“Business management and general adminiserative
activities of the entity, including, but mot limited
to, ... (iv) The sale, rransfer, merger, or consoli-
dation of all or pare of the covered enrity with
anather covered entity, or an entity tha following
such activity will become a covered entity and due
diligence related to such activity.™1?

Do You Need an Article?

Would an article on a corporate law issue be inter-
esting to you, but you don’t have time to wrire it?
Well, we hear from people who want eo write articles,
but need topics. Contact Vice Chair of Publications
Susan Zinder at szinder@zinderlaw.com or (646)
380-6715 with your ideas, and we'll see if we can ger
something published on i,

© 2018, American Health Lawyers Association, Washington, DC. Reprint permission granted.



AMERICAN BANKRUPTCY INSTITUTE

Business Law & Governance

T

In the preamble to the modifications to the HIPAA Privacy
Rule adopted in August 2002," the UL.5. Department of
Health and Human Services (HHS) expressly stated that
the aforementioned definition of Health Care Operations
includes not only PHI shared during due diligence bur also
the physical transferring of such information upon the
conclusion of the rransaction.

Significantly, HHS also imposed a limitation on transaction:
relared disclosures. In particular, HHS stated:

“Under the final definition of “health care
operation”, a covered entity may use or disclose
protected health information in connection with
a sale or transfer of assets to, or 3 consolidation
or merger with, an entity that is or will be a
covered entity spon conmpletion of the transac-
tions; and to conduct due diligence in connection
with such transaction. The madification makes
clear it is also a health care operation to transfer
records containing protected health information
as part of the transaction.”? (emphasis added).

As noted in the emphasized text, HHS limits the definition
to the sharing or transferring of PHI to an entity that is or

will ke a Covered Entity upon completion of the rransaction.

The example that HHS utilizes to demanstrate the scope of
this authority involves a pharmacy that is a Covered Entity
buying anather pharmacy, which alsn is a Covered Entity.
Under that scenario, PHI may be exchanged berween the
entities in due diligence and transfer of such records may be
made to the new owner upon the completion of the trans-
action.! This authority alse allows a Covered Entity to
disclose PHI to a party that is not a Covered Entity if it will
become a Covered Entity upon consummation of the trans-
action.™ The new owner may then use that PHI because it
continues to be protected under the HIPAA Privacy Rule as
it was prior to the transfer."

The preamble issued by HHS is helpful in some respects,
however, this example is very simplistic and leaves many
aspects of the duc diligence process in a typical health care

CanWa Publish Your Article?

What have you warked on recently? Is it intercsting?
Why not tell us abour it? The BLG PG needs volun-
teers to draft newsleteer articles, Executive Summa-
ries, and Member Briefings for PG members. We are
currently especially interested in governance-relared
topics. Contact Vice Chair of Publications Susan
Finder at szinder@zinderlaw.com or (646) 380-6715
for more infarmarion about how we can CORvert your
recent work into an informative publication for your
culleagues.

transaction open for debate. At present, there is lintle guid-
ance on whether such disclosure fits within the definition
of Health Care Operations if in fact the transaction is not
consummated or the receiving party is not a Covered Entity
and will not be one at the conclusion of the transaction.

fireas of Uncertainty Involving Disclosure of PHI in Due Diligence

In its pharmacy rransaction example, HHS addresses only
the diselosure of PHI between two Covered Entities and a
Covered Entity's disclosure of information to an acquiring
entity that will become a Covered Entity ar the conclusion of
the transaction. This approach assumes that the transacrion
will essentially be seamless and that the protecrions required
by the HIPAA Privacy Rule have been maintained during
diligence. However, many questions remain. For example,
would a disclosure comply with the HIPAA Privacy Rule if:

¢  The PHI is disclosed to a non-Covered Entity that is
a party to the transaction but the rransaction is not
consummated.

+ A Covered Entity provides information to multiple non-
Covered Entity suitors as part of a Request for Proposal
or other type of bidding process with only one or no
successiul bidders.

s The PHI is provided directly or indirectly to financial,
professional, or ather advisors associated with the
ACQUITIng party.

«  The PHI is provided to a non-Covered Entity party that
upon closing will become an owner in the acquiring
Covered Entity but remain a non-Covered Entiry,

In these four examples, there is no clear answer on what
steps should be taken to satisfy the HIPAA Privacy Rule.

As to the firse example, it is arguable that the definition

of “Health Care Operations™ provides legal authority ta
disclose THI, even if the transaction is not consummared.
However, HHS' statement as to due diligence and the phar
macy transaction example in the Avgust 2002 preamble do
not provide clear guidance as to the authority derived from
Health Care Operations.

The other three examples are more problemaric. If 2 Covered
Entity tenders PHI to multiple bidding entities, only one of
which will ultimately be party to the transaction, the guid-
ance does not address how the PHI may be protected. In this
instance the disclosing Covered Entity should take proac-

tive steps to attempt 1o satisfy the HIPAA Privacy Rule. For
example, the information should be redacted so there is no
individually identifiable health information pravided to the
recipients. If it is necessary to provide PHI in a non-t edacted
format, the disclosing Covered Entity shoukd enter into a sepa-
rate agreement meeting those elements of a Business Assnciate
Agreement but specifically tailored to fit the disclosure.
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If the PHI is going to be disclosed to the acquiring parey’s
financial, professional, or ather advisors, the disclosing
Covered Entity should never disclose directly to these third
parties. Rather, the PHI should be disclosed to the acquiring
party who then may share the PHI with its advisors, subject
to the ultimate recipient executing o Business Associate
Agreement with the receiving party. If the PHI is disclosed
te a non-Covered Entity party who ultimately upon closing
is an owner in the acquiring Covered Entity, it does not give
that owner any right to PHI after the transaction is consum-
mated. Rather, the owner's right to access and use termi-
nares upon closing. Any post-closing rights to PHI would
require that such access or disclosure fall within the scope
of payment, treatment, and operations; be permitred by an
autherization; or fall within some other permirted use.

Considerations Prior to Disclosing PHI in Due Diligence
Whether it is permissible under the definirion of *Health
Care Operartions” or falls within the arcas of uncerrainry,
there are issues that should be addressed prior to disclosing
PHI in connection with a transaction.

It is advisable that the disclosing Covered Entity's Notice
of Privacy Practices (MPP)** contain a provision wherchy
the patient allows for the sharing of PHI in the event of

a sale, merger, ar other similar transaction involving the
Covered Entity. Therefore, by signing the NP, the patient
will have acknowledged the ability of the Covered Entity
to disclose the information in due dilipence.

Prior ta moving into the disclosing phase of due diligence,
the parties thould negotiate what information will be
needed, in what format it is needed, what components of
the information may be redacted, and which parties and
advisors will have access to the information, The parties
should then reduce this understanding into a Letter
Agreement, Confidentiality Agreement, or Non-Disclosure
Agreement that incorparates the parties® respective rights
and obligations under the HIPAA Privacy Rule.

The disclosing party should provide only the minimum
PHI necessary to satisfy the due diligence request, It is
not uncomman for a due diligence checklist to be overly
broad and request informarion in rerms of general
categorics. The disclosing party should seek clarifica-
tion on exactly what the receiving party needs to satisfy
ite due diligence requirements. PHI and ITHI thar is not
absolutely required, as part of the requesting party’s due
diligence activities, should be redacred,

The parties should include within the Mon-Dizsclosure or
other Confidentiality Agreement how the informarion will
be handlad in the event the tragsaction is not consum-
mated 50 as to ensure prompt return andfor destruction
of the informartion, and the maintenance (withour use) of
any informaticn that cannot be retuened or destrayed.

The disclosing party should require that its Business
Associate Agreement be used by the receiving party or
that it has the opportunity to review and accept the
receiving party’s Business Associate Agreement should it
disclose the information to an outside party. However,
Business Aszociate Agreements are general in their teems,
%0 it is imperative that the agreement entered into by the
parties specifically reference the contemplated transac-
tion. The parties should negotiate what additional rerms
should be included in the Business Associate Agree-
ment and set forth in its recitals a description of the
circumstances for the disclosure. As there is uncertainty
eegarding disclosure, indemnification language in favor
of the disclasing Covered Entity should be included

in the negotiated Business Associate Agreement. This
proactive step will ensure that the PHI is pratected ta
the satisfaction of the disclosing party, and the disclosing
party is adequately protected in event of a breach.

Ascertain if there are any state confidentiality or privacy
lzws that may restrict ar atherwise limit disclosure.

By taking these steps prior to assembling and disclosing any
type of due diligence, it will ensure thar the disclosure of PHI
has been contemplated and planned for in advance by the
disclosing party.

F

See Sundards for Privacy of Individually ldentifiable Fiealch Information
at 45 CFR, Parr 160 and Part 164, Subparts A and E.

For evaumpiles of ooher concerns, see Krul, 5., B Joseph, A. *Mavigating
due diligence: Sensitive information and pitfalls™ Complisner Today, 65-
75 (April 2015),

The American Health Lawyers Assosiation Business Law and Gover-
nance Practice Growp has ereated due diligence checklists based upin the
type of tramsaction in its Due Diligence Checklist Toolkir, This infaema-
tion may be found ar wawhealthlawyers.orghembersPracrice Groups!
blgToolkitwPagesThuelgence Toolkirasps.

“Individuslly Idennifiable Heabth Inf non™ is nfprmacion that is a
subset of health informarion, including demographic information cal-
lected frem an individual, and:
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{1) s created ar received by a bealth care provider, health plan, employer, & Porsant o 45 CER.§ 160,103, " sovered entity™ means s health plan,

or healih care elearinghoase; ansd 2 hiealth care clearnghouse, or a health care provider whea transmits any
21 Relates to the past, present, or furure physical ar mental heahih or heralth insfasmadion i eleceronic farm in connection with s rransaction
condition of an individual; the provision of health care to an individual; covered by this subchaptee.
o the past, present, of forure payment for the provision of health care o 7 See Standards for Provacy of Individually Idenrifiable Health Information
an individualy and ot 45 CER Part 160 and Pare 164, Subpares A and E.
i) That identifies the individual; o B 45 C.ER.§ 164.5020a),
{5i) With respecs 10 which theee is 0 reasomakbile basis to believe the 9 B ar § 1E64.502(h),
informatian can be used o ideatify the individual, 10 I an § 164500,
§ Purnznt to 45 CER, § 160.103, Protecred Health Infoemation is defined 11 Seandards for Privacy of Individusily Mentifiable Healch Infarmarian,
#5 ndividumally ideritifable health miormation chant i () eransmioied by Final Rule, 67 Fed, Reg. 53182 {Aug. 14, 2002,
ehecrronic media; (b maintained in cleezronic medss; ot fic} transmmitmed or 12 I, at 53190,
ysinmained in any other form or medium bue does nor inclads imdivvidu- 1374, at 53190 - 53191,

ally idemidiable health information: (w) in edacation records covered by 14 14

the Fansily Educational Rights and Privacy Act, a5 amended, 20 usC. g 15 1d. at 53191

1232g; [x) in records described at 20 ULS.C. § 1232gla)4)B)iv); {y) in 16 45 CER 5 10,520,
employment records hehl by & covered entity in irs role as enployes; and jaicd !

{2} regandling a persan whe has been deceased for mare than 50 years.
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