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Blockchain
§ A “digital ledger” (think database) that:
§ Distributed across a network of devices
§ Growing list of data records that are:

§ Protected by cryptography and digitally verified

§ Very fancy and safe Excel spreadsheet 
that keeps growing!
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What is an NFT?
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New 
technologies 
Ethical Rules 

Competence; 
Confidentiality 

Cybersecurity, Technology, 
and Lawyers

Marcia Narine Weldon
University of Miami School of Law
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Hot Topics:

Do you 
understand the 
IP, tax, money 

laundering, 
bankruptcy, 

and other legal 
implications?

Technology

In 2012, the ABA amended Comment 8 to Rule 1.1 
to read (emphasis added):

To maintain the requisite knowledge and skill, a 
lawyer shall keep abreast of changes in the law 
and its practice, including the benefits and risks 
associated with relevant technology.
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Remote Practice: 
Confidentiality; Diligence; Communication; Supervision; 
Competence

Ethical Use of 
Artificial Intelligence

Due diligence Prediction 
technology

Legal analytics

Document 
automation

Intellectual 
property

Electronic 
billing

Prediction of 
bankruptcy
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ABA Formal Opinion 495 
(2020)

[l]awyers may remotely practice the law of the 
jurisdictions in which they are licensed while 
physically present in a jurisdiction in which they are 
not admitted if:
- the local jurisdiction has not determined that the 

conduct is the unlicensed or unauthorized 
practice of law 

- they do not hold themselves out as being 
licensed to practice in the local jurisdiction, 

- do not advertise or otherwise hold out as having 
an office in the local jurisdiction, and 

- do not provide or offer to provide legal services in 
the local jurisdiction.

ABA Ethics Opinions: December 2020/March 
2021

Opinion 495 
Addresses 

Unauthorized 
Practice of Law and 
Working Remotely

Opinion 498 
Discusses Ethics 

Rules Most Likely to 
Be Violated by 

Remote Practice
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Preservation of 
Confidential 
Information 

• Ensure TLS email encryption on 
all communications

• Avoid use of unsecure WiFi
systems when accessing or 
transmitting confidential client 
information

• Screen protection
• Use virtual private networks that 

encrypt information and shield 
online activity from third parties
• Multi-factor authentication 

to access firm information 
and firm networks. 

ABA Formal Opinion 483 
(2018)

When a breach of protected client information is either 
suspected or detected, Rule 1.1 requires that the lawyer act 
reasonably and promptly to stop the breach and mitigate 
damage resulting from the breach.

“How a lawyer does so in any particular circumstance is beyond 
the scope of this opinion. As a matter of preparation and best 
practices, however, lawyers should consider proactively 
developing an incident response plan with specific plans and 
procedures for responding to a data breach. The decision 
whether to adopt a plan, the content of any plan and actions 
taken to train and prepare for implementation of the plan should 
be made before a lawyer is swept up in an actual breach.”
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Protect Client Data 
and Your Firm

• Cyberinsurance

• Vendor contracts
• Table top exercises

• Data mapping

• Document retention 
and destruction 
protocol

Protecting Client Data
• Ensure all digital devices used for 

client matters are password 
protected so that third parties will 
not have access to confidential 
information.

• Set aside a private area of the 
home for client matters and take 
steps to ensure that others present 
cannot listen to conversations held 
there.

• Be careful with messaging apps 
and voice-activated devices

• Check terms of service with cloud 
services providers and others with 
access to confidential data
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Questions?
mweldon@law.miami.edu

(305) 333-9352

60% of small businesses close 
within 6 months of a hack or 

data breach

Small businesses in the EU are 
stockpiling bitcoin to pay 

ransomware
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1

• What is Early Case Assessment?
o ECA is a method used to reduce the amount of documents while increasing relevancy in order to 

structure a more targeted and cost effective review.
o ECA typically takes place prior to the review, but can be implemented throughout the course of 

the review, as well.
o ECA can begin with the collection and preservation, move into the processing phase, and last 

throughout the entire review.
o Processing ECA and collection ECA are used most commonly in bankruptcy matters due to the 

need for quick analysis and turnaround on a Chapter 11 with larger data volume and 
compressed timetable.

What is Early Case Assessment?

eDiscovery and the Use of ECA 
for the Collection, Preservation 
and Searching of Documents
Nicole DiBlasi, Senior Vice President/Partner 
IST Discover-E
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3

o Preservation
§ This step is crucial and works hand in hand with collecting data.
§ If data is not preserved, and only the targeted data set is saved, the original image is no 

longer available and the collection may have to be done again if additional searches arise 
and need to be run.

§ Always store the original image.

Types of ECA

2

• Types of ECA
o Forensic Data Collection

§ Custodian Questionnaires: Where does the data live? Personal devices, company issued 
devices, where does the relevant data reside?

§ Use of different tools for different devices to target, pull/image, preserve, process, and 
promote that data.

§ iPhones: image device à preserve original image à run search terms across device à
promote data for review (multiple formats available … RSMF, load file, Cellebrite UFED 
Reader report, etc).

Types of ECA
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4

o ECA during Processing
§ Various tools used to implement this pre-culling strategy and different 

workflows, as well.
§ What does an ECA workflow look like? C9 for example …

ECA During Processing

3

Types of ECA
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o ECA during Review
§ ECA may continue on into the review database through the use 

of analytics/AI, widgets, and targeted search criteria determined 
by the review team.

• Analytics/AI: various ways to further narrow down the 
scope of data (predictive coding, clustering, email 
threading, near de-duplication, etc). 

• Widgets

ECA During Review
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Faculty
Nicole DiBlasi is a senior vice president and partner with IST Management Services Inc., in Tampa, 
Fla., and is responsible for overseeing its National Sales Team. She collaborates with law firms, 
including Am Law 100, and large corporations to facilitate the implementation of eDiscovery best 
practices and processes through utilizing the industry’s most innovative software and service solu-
tion. Through her interest in technology and law, Ms. DiBlasi has developed extensive knowledge of 
eDiscovery and litigation workflow, allowing her to work with her clients to develop fully custom-
ized and strategic eDiscovery solutions according to their discovery requests and overall litigation 
support needs. She previously has interned with the U.S. Department of Homeland Security, the 
House of Representatives and the U.S. Office of Pretrial Services. A Boston native, Ms. DiBlasi 
is also a classically trained, international prize-winning violinist, who has performed as a soloist 
with several orchestras. She is an advocate for music education and the importance of the arts in the 
world. Ms. DiBlasi received her undergraduate degree in communications with a concentration in 
sociology and violin performance from Boston University.

R. Scott Shuker is a bankruptcy partner with Shuker & Dorris, P.A. in Orlando, Fla., and practices 
primarily in the areas of bankruptcy and creditors’ rights. He has represented corporate debtors, se-
cured and unsecured creditors, asset-purchasers and trustees in bankruptcy cases of corporate and in-
dividual debtors. Mr. Shuker has also represented several chapter 11 trustees in Ponzi scheme cases 
and has experience in fraudulent-transfer litigation. Prior to entering law school, Mr. Shuker was a 
corporate banking officer for Southeast Bank, N.A. He is Board Certified in Business Bankruptcy 
Law by the American Board of Certification, was named the 2010 Bankruptcy Lawyer of the Year 
(Orlando) by The Best Lawyers in America and ranked as a top bankruptcy attorney by Chambers 
USA for over 10 years. His notable representations include as debtor’s attorney in the chapter 11 
reorganization cases of Planet Hollywood International, Inc., Transit Group, Celebrity Resorts, Ap-
pliance Direct, Hudson’s Furniture, FoodFirst Global Restaurants, Inc., DM World Transportation, 
Inc. and 1069 Restaurant Group, LLC. A Fellow in the Litigation Counsel of America, Mr. Shuker 
received his B.S. in finance in 1986 with high distinction from Pennsylvania State University and 
his J.D. with high honors in 1993 from the University of Florida College of Law, where he was a 
member of the Order of the Coif.

Daniel Stabile is a partner in the Miami office of Shutts & Bowen LLP, where he is a member of its 
Financial Services Practice Group, which has been recognized by Chambers USA as a Band 1 bank-
ing and financial practice area since its first publication. In the financial services arena, he represents 
financial institutions in internal and governmental/SRO investigations, enforcement proceedings, 
civil litigations and arbitrations. Additionally, Mr. Stabile is a leading attorney in the distributed 
ledger and digital-asset spaces. He has advised banks, brokers, FinTechs and other institutions in re-
gards to their implementation of blockchain technology. Since 2018, Mr. Stabile has taught a popular 
course on blockchain and digital-asset regulation at the University of Miami Law School. He speaks 
regularly on digital currency regulation in various forums both domestically and abroad, and he 
advises government officials and regulators regarding digital-asset technology and regulation. He 
currently is vice chair of the Miami-Dade County Cryptocurrency Task Force, an appointed position. 
Additionally, he co-authored Digital Assets and Blockchain Technology: US Law and Regulation, a 
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first-of-its-kind legal textbook designed for law and other graduate-level students. In the litigation 
arena, Mr. Stabile concentrates his practice on class-action defense and complex commercial litiga-
tion. He has experience handling matters in federal trial and appellate courts in Florida and various 
forums throughout the country, and he has been published in academic and trade journals on the 
issue of class action defense. Prior to joining Shutts, Mr. Stabile practiced in the New York office 
of an international law firm. During law school, he interned at the U.S. Department of Justice. Mr. 
Stabile was listed as a Florida Super Lawyers Rising Star in Business Litigation from 2016-21. He 
received his B.A. in philosophy in 2005 and his J.D. in 2008 from George Washington University 
Law School.

Hon. Lori V. Vaughan is a U.S. Bankruptcy Judge for the Middle District of Florida in Orlando, 
sworn in on Feb. 25, 2020. She started her career as a law clerk to Hon. Karen S. Jennemann.  Judge 
Vaughan then practiced bankruptcy law for 21 years at two law firms. Most recently, she was a share-
holder at Trenam Law in Tampa, Fla., and before that, she practiced at Foley & Lardner, the last year 
of which she spent practicing out of its New York office. Judge Vaughan previously served as presi-
dent of the Tampa Bay Bankruptcy Bar Association, chair of the Bankruptcy/UCC Committee of the 
Florida Bar’s Business Law Section, and board member for the International Women’s Insolvency 
& Restructuring Confederation. She has also sat on the boards of the USF Financing Corp. and USF 
Property Corp. Before taking the bench, Judge Vaughan was recognized by Florida Super Lawyers 
as being among the top 100 Lawyers in Florida, the top 50 Lawyers in Tampa Bay and the top 50 
Women Lawyers in Florida. She also has been recognized by Chambers USA and The Best Lawyers 
in America. Judge Vaughan received her B.A. with high honors from Eckerd College in 1995 and her 
J.D. with honors from the University of Florida, College of Law in 1998.

Prof. Marcia Narine Weldon is director of the Transactional Skills Program, faculty coordinator 
of the Business Compliance & Sustainability Concentration, and lecturer in law at the University of 
Miami School of Law. She has 30 years of legal experience in a variety of settings and is the founder 
of Illuminating Wisdom, an executive-coaching, business-strategy and corporate-training firm. She 
also is general counsel of MDO Partners and of a sustainable startup. Prof. Weldon teaches regula-
tory compliance, corporate governance and sustainability; business and human rights; transactional 
skills; and business associations. She has written several law review articles and blogs on compli-
ance and ESG matters for the Business Law Professor Blog. Additionally, she has been interviewed 
by or featured in the New York Times, Wall Street Journal, NPR, the Guardian, the Verge, Forbes, 
Agenda (Financial Times) and other news outlets around the world. Prof. Weldon spent several 
years in-house as the vice president and deputy general counsel, as well as the vice president of 
Global Compliance and Business Standards and chief privacy officer of Ryder, a publicly traded, 
multinational Fortune 500 company. She oversaw the company’s global compliance, business ethics, 
privacy, government-relations, environmental compliance, enterprise risk management, corporate 
responsibility, and labor and employment legal programs. She also served as the head of human 
resources for one of the company’s two divisions before being tasked with developing the compli-
ance, enterprise risk management and privacy programs from scratch. Prior to joining Ryder, Prof. 
Weldon worked as labor and employment associate at Morgan Lewis in Miami and a commercial 
litigator at Cleary Gottlieb in New York, and she clerked for the Supreme Court of New Jersey. She 
currently serves as the co-chair of the governance committee of the Women’s Fund of Miami-Dade 
and as a coach for social entrepreneurs through Radical Partners. In May 2011, she testified before 
the House Financial Services Committee in Congress on the unintended impact of Dodd-Frank Fi-
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nancial Reform on corporate compliance programs. In 2012, the Secretary of Labor appointed her 
to the Whistleblower Protection Advisory Committee, on which she served for five years. She also 
served on the Miami-Dade Commission on Ethics and Public Trust from 2014-17. Prof. Weldon 
has been admitted to the bars of New York, New Jersey, Florida and the U.S. Supreme Court. She 
received her undergraduate degree cum laude in political science and psychology from Columbia 
University and her J.D. cum laude from Harvard Law School.




