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Definitions
“Social	Media”	or	“Social	Networking”			

• Social	media	includes	any	electronic	platform	through	which	people	
may	communicate	or	interact	in	a	public,	semi-private	or	private	way.	
Through	blogs,	public	and	private	chat	rooms,	listservs,	other	online	
locations,	social	networks	and	websites	such	as	Facebook,	LinkedIn,	
Instagram,	Twitter,	Yelp,	Angie's	List,	Avvo and	Lawyers.com,	users	of	
social	media	can	share	information,	messages,	e-mail,	instant	
messages,	photographs,	video,	voice	or	videoconferencing	content.

• This	definition	includes	social	networks,	public	and	private	chat	rooms,	
listservs,	and	other	online	locations	where	attorneys	communicate	
with	the	public,	other	attorneys,	or	clients.	Varying	degrees	of	privacy	
may	exist	in	these	online	communities	as	users	may	have	the	ability	to	
limit	who	may	see	their	posted	content	and	who	may	post	content	to	
their	pages.

• DC	Bar,	Ethics	Opinion	370
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Definitions
“Blog”		

• Contraction	of	the	term	“web	log.”		
Personal	(or	professional)	website	where	
one	can	upload	“posts”	and	allow	
comments.		Blogs	are	“new	media”	
because	they	are	DIY	media.		They	can	
become	interactive	by	allowing	reader	
comments.

4

Definitions
“Social	Media”	or	“Social	Networking”			

• Enables	the	sharing	of	information,	
ideas,	messages,	and	content	using	
words,	photographs,	videos	and	other	
methods	of	communication.	

3
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Definitions
Professional and	“Personal”	Networking	Sites
• Linked	In:	business	orientated	social	networking	site,	
primarily	used	for	professional	networking.		Enables	
people	to	build,	maintain	and	track	professional	
contacts.		Used	as	a	means	of	self-promotion,	
providing	users	space	to	publish	their	work	
experience,	education,	specialties	and	interests.		
Groups	can	be	joined	(Cornell	Alumni,	ABI)	and	people	
can	be	“recommended.”

• Facebook:	Social	networking	site,	originally	designed	
for	college	students.	Pictures	and	videos	can	
uploaded,	and	depending	upon	“privacy”	settings 6

Definitions
List-serves
• Connected	series	of	e-mail	addresses	
that	allow	members	of	the	list-serve	to	
communicate	with	all	the	members.
• Most	have	closed	membership	(member	
subject	to	moderator	approval)

5
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Definitions

Snapchat
• A	photo	messaging application	where	users	
can	take	photos,	record	videos,	add	text	and	
drawings,	and	send	them	to	their	friends.	
These	sent	photographs	and	videos	are	
known	as	"Snaps.”	Users	set	a	time	limit	for	
how	long	recipients	can	view	their	Snaps	
from	1	to	10	seconds	after	which	they	
disappear	(and	deleted	from	Snapchat's
servers). 8

Definitions
Twitter
• Micro	blogging	=	combination	instant	
messaging	and	blogging.		Text-based	
posts	of	140	characters	or	less,	displayed	
on	author’s	profile	page	and	delivered	to	
the	author’s	subscribers,	known	as	
“followers.”

7
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First	
Amendment
Issues

• Social	media	is	speech
• First	Amendment	prescribes	the	outer	limit	of	
attorney	speech

• More	protection	for	speaking	about	matters	of	
public	concern,	less	for	commercial	speech

• The	government	may	prohibit	commercial	speech	
that	is	“false,	deceptive	or	misleading”

• 1st Amendment	sets	boundaries	of	private	liability	
for	defamatory	speech 10

Definitions

Instagram
• an	online mobile photo-sharing, video-
sharing and social	networking service	that	
enables	its	users	to	take	pictures	and	
videos,	and	share	them	on	a	variety	of	social	
networking	platforms,	such	as	Facebook,	
Twitter,	Tumblr and	Flickr.	Users	can	also	
apply	digital filters to	their	images.	The	
maximum	duration	for	Instagram videos	is	
15	seconds.	 9
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Common	Ethics	Perils	When	
Attorneys	Use	Social	Media

12

Rules	Governing	Attorney	
Conduct

Old	media	rules	
apply	when	
attorneys	use	new	
media

• Advertising	on	social	media	may	be	
regulated
• When	the	speech	on	social	media	is	about	
a	matter	of	public	concern,	the	speech	is	
entitled	to	the	greatest	protection
• Speech	that	is	defamatory	is	
analyzed/treated	whether	it	is	broadcast	
on	old	or	new	media

11
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The	Rules	that	are	potentially	implicated	
by	social	media	include:
§ Rule	1.1	(Competence)

§ Rule	1.6	(Confidentiality	of	Information)

§ Rule	1.7	(Conflict	of	Interest:	General)

§ Rule	1.18	(Duties	to	Prospective	Client)

§ Rule	3.3	(Candor	to	Tribunal)
§ Rule	5.1	(Responsibilities	of	Partners,	Managers,	and	
Supervisory	Lawyers)	

§ Rule	5.3	(Responsibilities	Regarding	Non-Lawyer	Assistants)	
§ Rule	7.1	(Communications	Concerning	a	Lawyer's	Services)	
§ Rule	8.4	(Misconduct)
§ Rule	8.5	(Disciplinary	Authority;	Choice	of	Law)	

14

DC	Bar	Ethics	Opinion	370
The	Rules	apply	to	a	number	of	different	social	media	or	social	
networking	activities	that	an	attorney	or	law	firm	may	be	engaged	
in,	including:	
1.	Connecting	and	communicating	with	clients,	former	clients	or	
other	lawyers	on	social	networking	sites;
2.	Writing	about	an	attorney's	own	cases	on	social	media	sites,	
blogs	or	other	internet-publishing	based	websites;	
3.	Commenting	on	or	responding	to	online	reviews	or	comments;
4.	Self-identification	by	attorneys	of	their	own	"specialties,"	"skills"	
and	"expertise"	on	social	media	sites;
5.	Reviewing	third-party	endorsements	received	by	attorneys	on	
their	personal	or	law	firm	pages;	and,
6.	Making	endorsements	of	other	attorneys	on	social	networking	
sites.	

13
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The	Requirement	of	Candor

• Content	contained	on	a	lawyer's	social	media	pages	must	be	
truthful	and	not	misleading.	

• Statements	on	social	media	could	expose	an	attorney	to	
charges	of	dishonesty	under	Rule	8.4	or	lack	of	candor	under	
Rule	3.3,	if	the	social	media	statements	conflict	with	
statements	made	to	courts,	clients	or	other	third	parties,	
including	employers.	

• Similarly,	statements	on	social	media	could	expose	a	lawyer	to	
civil	liability	for	defamation,	libel	or	other	torts.	

16

Risks	Inherent	in	the	Use	of	Social	Media

• …Lawyers	must	be	cognizant	of	the	benefits	and	risks	of	the	use	of	
social	media	and	their	postings	on	social	media	sites.	Social	
networking	sites,	and	social	media	in	general,	make	it	easier	to	
blur	the	distinctions	between	communications	that	are	business	
and	those	that	are	personal.	

• Communications	via	social	media	are	inherently	less	formal	than	
more	traditional	or	established	forms	of	communication.	

• Lawyers	and	law	firm	employees	must	be	reminded	of	the	need	to	
maintain	confidentiality	with	regard	to	clients	and	client	matters	in	
all	communications.	

• It	is	recommended	that	all	law	firms	have	a	policy	in	place	
regarding	employees'	use	of	social	networks.	

• Lawyers	in	law	firms	have	an	ethical	duty	to	supervise	subordinate	
lawyers	and	non-lawyer	staff	to	ensure	that	their	conduct	
complies	with	the	applicable	Rules,	including	the	duty	of	
confidentiality.	See	Rules	5.1	and	5.3.	

15
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Rule	1.18:	A	duty	of	confidentiality	with	regard	
to	a	prospective	client

• The	guidance	of	Rule	1.18	is	of	particular	importance	in	
social	networking,	where	lawyers	may	self-identify	
themselves	as	attorneys	and	where,	most	likely,	those	
"connected"	to	the	lawyer	will	be	aware	that	the	user	is	
an	attorney.

• The	mere	knowledge	that	a	friend	is	an	attorney	does	
not	give	rise	to	a	reasonable	expectation	that	
interactions	with	that	attorney	would	create	a	
prospective	or	actual	client	relationship,	or	its	attendant	
duty	of	confidentiality.	

18

The	Formation	of	an	Attorney-Client	
Relationships:	Cautions

• It	is	permissible	for	lawyers	to	participate	in	online	chat	rooms	and	
similar	arrangements	through	which	attorneys	could	engage	in	real	
time,	or	nearly	real	time	communications	with	internet	users.	

• Lawyers	must	avoid	the	provision	of	specific	legal	advice	in	order	to	
prevent	the	formation	of	an	attorney-client	relationship.

• Opinion	302	sets	forth	"best	practices"	guidance	on	internet	
communications,	with	the	intent	of	avoiding	the	inadvertent	
formation	of	an	attorney-client	relationship.	One	of	the	suggested	
"best	practices"	included	the	use	of	a	prominent	disclaimer.	Id.

• However,	we	have	reiterated	"that	even	the	use	of	a	disclaimer	may	
not	prevent	the	formation	of	an	attorney-client	relationship	if	the	
parties'	subsequent	conduct	is	inconsistent	with	the	disclaimer."	D.C.	
Ethics	Op.	316.	 17
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Disclosures	on	social	media	must	be	
compliant	with	Rule	7.1.	

• Rule	7.1	governs	all	communications	about	a	lawyer's	services,	
including	advertising.	These	Rules	extend	to	online	writings,	
whether	on	social	media,	a	blog	or	other	internet-based	
publication,	regarding	a	lawyer's	own	cases.	Such	
communications	are	subject	to	the	Rules	because	they	have	
the	capacity	to	mislead	by	creating	the	unjustified	expectation	
that	similar	results	can	be	obtained	for	others.	Care	must	be	
taken	to	avoid	material	misrepresentations	of	law	or	fact,	or	
the	omission	of	facts	necessary	to	make	the	statement	
considered	as	a	whole	not	materially	misleading.	Accordingly,	
social	media	posts	regarding	a	lawyer's	own	cases	should	
contain	a	prominent	disclaimer	making	clear	that	past	results	
are	not	a	guarantee	that	similar	results	can	be	obtained	for	
others.	

20

Attorneys	may	write	about	their	own	cases	on	social	
media	sites,	blogs	or	other	internet-based	publications,	
with	the	informed	consent	of	their	clients –Rule	1.6
• While	lawyers	may	ethically	write	about	their	cases	on	social	media,	
lawyers	must	take	care	not	to	disclose	confidential	or	secret	client	
information	in	social	media	posts
• Because	Rule	1.6	extends	to	even	information	that	may	be	known	to	

other	people,	the	prudent	lawyer	will	obtain	client	consent	before	
sharing	any	information	regarding	a	representation	or	disclosing	the	
identity	of	a	client.

• Even	if	the	attorney	is	reasonably	sure	that	the	information	being	
disclosed	would	not	be	subject	to	Rule	1.6,	it	is	prudent	to	obtain	
explicit	 informed	client	consent	before	making	such	posts.	

• With	or	without	client	consent,	attorneys	should	exercise	good	
judgment	and	great	caution	in	determining	the	appropriateness	of	
such	posts.	Consideration	should	be	given	to	the	identity	of	the	client	
and	the	sensitivity	of	the	subject	matter,	even	if	the	client	 is	not	
overtly	identified.	 It	is	advisable	that	the	attorney	share	a	draft	of	the	
proposed	post	or	blog	entry	with	the	client,	so	there	can	be	no	
miscommunication	regarding	the	nature	of	the	content	that	the	
attorney	wishes	to	make	public.	It	is	also	advisable,	should	the	client	
agree	that	the	content	may	be	made	public,	that	the	attorney	obtain	
that	client	consent	in	a	written	form.	

19
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Information	about	an	Attorney	Must	be	
Accurate

• For	websites	or	social	media	sites	where	the	attorney	does	
not	have	editorial	control	over	content	or	the	postings	of	
others,	we	do	not	believe	that	the	Rules	impose	an	affirmative	
duty	on	a	lawyer	to	monitor	the	content	of	the	sites;	however,	
under	certain	circumstances,	it	may	be	appropriate	for	the	
attorney	to	request	that	the	poster	remove	the	content,	to	
request	that	the	social	networking	site	remove	the	content,	or	
for	the	attorney	to	post	a	curative	response	addressing	the	
inaccurate	content.	

22

Specialization:		Skills	and	Practice	Areas

• Many	social	media	sites,	like	LinkedIn,	allow	attorneys	to	
identify	skills	and	areas	of	practice.

• The	District	of	Columbia	does	not	prohibit	statements	
regarding	specialization	or	expertise.	Accordingly,	District	
of	Columbia	attorneys	are	ethically	permitted	to	identify	
their	skills,	expertise	and	areas	of	practice,	subject	to	
Rule	7.1(a).	

21



330

2017 WINTER LEADERSHIP CONFERENCE

Provides	a	broad	overview	of	ethical	concerns	
raised	by	social	media,	including:
• 1.	Whether	attorneys	may	advise	clients	about	the	
content	of	the	clients’	social	networking	websites,	
including	removing	or	adding	information.	
• 2.	Whether	attorneys	may	connect	with	a	client	or	former	
client	on	a	social	networking	website.	
• 3.	Whether	attorneys	may	contact	a	represented	person	
through	a	social	networking	website.	
• 4.	Whether	attorneys	may	contact	an	unrepresented	
person	through	a	social	networking	website,	or	use	a	
pretextual basis	for	viewing	information	on	a	social	
networking	site	that	would	otherwise	be	
private/unavailable	to	the	public.	

24

Pennsylvania	Bar	Association	
Formal	Opinion	2014-300

23
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This	Committee	concludes	that:	
• 1.	Attorneys	may	advise	clients	about	the	content	of	
their	social	networking	websites,	including	the	
removal	or	addition	of	information.	
• 2.	Attorneys	may	connect	with	clients	and	former	
clients.	
• 3.	Attorneys	may	not	contact	a	represented	person	
through	social	networking	websites.	
• 4.	Although	attorneys	may	contact	an	unrepresented	
person	through	social	networking	websites,	they	may	
not	use	a	pretextual basis	for	viewing	otherwise	
private	information	on	social	networking	websites.	
• 5.	Attorneys	may	use	information	on	social	
networking	websites	in	a	dispute.	

26

• 5.	Whether	attorneys	may	use	information	on	a	social	
networking	website	in	client-related	matters.	

• 6.	Whether	a	client	who	asks	to	write	a	review	of	an	
attorney,	or	who	writes	a	review	of	an	attorney,	has	caused	
the	attorney	to	violate	any	Rule	of	Professional	Conduct.	

• 7.	Whether	attorneys	may	comment	on	or	respond	to	
reviews	or	endorsements.	

• 8.	Whether	attorneys	may	endorse	other	attorneys	on	a	
social	networking	website.	

• 9.	Whether	attorneys	may	review	a	juror’s	Internet	
presence.

• 10.	Whether	attorneys	may	connect	with	judges	on	social	
networking	sites. 25
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Tips	for	Using	Social	Media
• Decide	why	you	are	using	social	media
• Develop	a	theme	and	a	tone
• Be	wary	of	“advertising”	yourself	or	your	
firm
• Report	facts	objectively	and	offer	opinions,	
but	be	clear	in	distinguishing	between	the	
two
•Moderate	comments	on	your	blog	–
beware	of	spam!

28

6.	Attorneys	may	accept	client	reviews	but	must	
monitor	those	reviews	for	accuracy.	
7.	Attorneys	may	generally	comment	or	respond	to	
reviews	or	endorsements,	and	may	solicit	such	
endorsements.	
8.	Attorneys	may	generally	endorse	other	attorneys	on	
social	networking	websites.	
9.	Attorneys	may	review	a	juror’s	Internet	presence.	
10.	Attorneys	may	connect	with	judges	on	social	
networking	websites	provided	the	purpose	is	not	to	
influence	the	judge	in	carrying	out	his	or	her	official	
duties.	 27
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How	can	I	use	social	media?

• Determine	the	purpose	of	the	communication;

• Determine	ethical	constraints	on	such	a	
communication;	and

• Determine	whether	social	media	constitutes	a	
reasonable	approach	to	delivering	the	message	
within	established	ethical	bounds.

30

Why	lawyers	get	in	trouble	with	
social	media

29
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FTC	Revised	Endorsement	and	Testimonial	Guidelines
(2009)

• Guidelines address application of Section 5 to the 
use of endorsements and testimonials in 
advertising. 

• Advertisers are subject to liability for false or 
unsubstantiated statements made through 
endorsements or for failure to disclose material 
connection between themselves and endorsers.  

• Revised guidelines require disclosure in any blogs, 
SM, and UGC of speaker’s “material connection”
to an advertiser.

32

Social	Media	and	Advertising	Law
• FTC Act Section 5: “Unfair or Deceptive Acts or Practices in or Affecting 

Commerce are Hereby Declared Unlawful.”

• Four Core Principles

– Advertising must be truthful and not misleading;
– Advertising must substantiate any express or implied claims;
– Advertising cannot be unfair or deceptive; and 
– Any disclosures necessary to make an ad accurate must be clear 

and conspicuous.  

• State UDAPs may be broader and have private right of action.

• Ethics rules regarding attorney advertising.

• Advertising and promotion in SM are subject to the same federal and 
state regulations as traditional media.

31
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Best	practices:
• Social	media	guidelines	/	policy;	
•Advise	employees	to	disclose	the	
material	connection;
•Beware	of	EEOC	limits;		
•Monitor	brand	mentions;	
• Incorporate	guidelines	into	PR/Ad	
agency	contracts;	and	
• Take	corrective	action.	

34

What	is	an	effective	disclosure?
What	works	what	does	not?

33

Bloggers/	
Influencers	

• The	FAQs	requires	a	disclosure	when	a	significant	minority	of	
consumers	would	not	understand	the	material	connection	
between	blogger/influencer	 and	brand/advertiser.

OK

• Tweets	and	posts	need	short-form	disclosures.	The	FTC	now	says	“AD,”	
#AD,	“Sponsored,”	“Promotion,”	and	“Paid	Ad”	are	all	“likely	effective.”

• Statements	like	“I	work	for…”	and	“I	got	a	discount”	and	“I	get	paid	on	
leads	I	generate”	are	also	likely	effective.

• Disclosures	should	be	close	to	claim,	easy	to	read	font,	and	shaded.	

NOT	SO	
MUCH

• Disclosures	of	affiliation	on	speaker	profile	pages,	or	site	home	page,	or	
“below	the	fold”	are	insufficient	and	need	to	be	proximate	to	each	
promotional	message.		

• Advertiser’s	logo	or	hashtag	insufficient	to	explain	speaker	is	getting	
something	of	value	from	the	company	it	is	promoting.	

• A	“Disclosure”	or	“Legal	Notice”	hyperlink	leading	to	an	explanation	is	
insufficient.	There	is	no	reason	to	“hide	them	behind	a	hyperlink.”
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Torn	from	the	headlines:
Data	Security	/	Breach

36

Social	Media	Content
IP	Liability	Issues

• Key questions - What is the content? What is the intended use? Do you 
need permission? Does the use fall within the scope of permission?

• Review all third party copyrightable material and trademark usage.  

• Nature of Third Party Platform usage (API, reposting) 

• State publicity rights protect individual’s image, name, and likeness from 
commercial exploitation

• Lanham Act false advertising (competitors) or false endorsement 
(others) claims 

• Commercial v. non-commercial speech

Key takeaway: 
Understand where 3rd party content comes from, if you’re allowed to use it, how it will be used 

and what the rules of use are.
35
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Where	are	the	threats?

38

• Inside threats
– Employee 

negligence
• Security failures
• Lost mobile devices

– Employee ignorance
• Improper disposal of 

personal information 
(dumpsters)

• Lack of education 
and awareness

– Malicious employees

• Outside threats
– Hackers

• Malware
• Ransomware
• Phishing and Spear 

Phishing
– Thieves (including 

Social Engineering 
Tools)

– Vendors

Legal	and	Ethical	Duty
• To Protect

– WISP and program
– HIPAA?  Credit Cards?  HR (SS#s)
– Train
– Assess and remediate

• To Notify
– Breach response plan and program

37
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Program	Elements:
• Establishing Plan, Setting Goals and 

Measuring Performance
• Document Retention/Destruction Schedule 

and Litigation Hold Processes
• Assessments and Remediation
• Training
• Tabletop Exercises with Response Team
• Cyber Insurance
• Vendor Management 40

Become	“Compromise”	Ready
• Security safeguards and assessments

– Understand where assets and sensitive 
data are located and protect

– Ensure ongoing “Reasonable security”
– Employ detection capabilities

• Invest in appropriate technology and 
personnel

• Prepare for incidents
• Ongoing diligence

39
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Costs	of	Response
• Forensics
• Notification costs
• Credit monitoring
• Call center 
• Crisis response
• Legal fees
• Potential fines / damages
• Defense costs/settlement expenses
• Reputational injury 42

What Should Happen If There Is a Suspected 
Security Incident or Breach, and When and How?

41

Handling	 the	
Long-Term	

Consequences

Managing	the	
Short-Term	

Crisis

Evaluation	of	
the	Data	
Breach	

Discovery	of	a	Data	
Breach

Theft,	loss,	or	Unauthorized	
Disclosure	 of	Personally	
Identifiable	 Non-Public	

Information	 or	Third	Party	
Corporate	 Information	 that	is	in	
the	care,	custody	or	control	 of	the	
Insured	Organization,	 or	a	third	
party	for	whom	the	Insured	
Organization	is	legally	liable

Forensic	
Investigation	and	
Legal	Review

Notification	and	
Credit	Monitoring

Class-Action	
Lawsuits

Regulatory	Fines,	
Penalties,	and	

Consumer	Redress

Public	Relations

Reputational	
Damage

Income	Loss
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Ten	Rules	for	Lawyers	Using	Social	Media

6.	Avoid	Communications	With	Represented	Parties.

7.	Be	Cautious	When	Communicating	With	Unrepresented	
Third	Parties.

8.	Beware	of	Inadvertently	Creating	Attorney-Client	
Relationships.

9.	Beware	of	Potential	Unauthorized	Practice	Violations.

10.	Tread	Cautiously	with	Testimonials,	Endorsements,	and	
Ratings.

44

Ten	Rules	for	Lawyers	Using	Social	Media

1.	Social	Media	Profiles	and	Posts	May	Constitute	Legal	
Advertising.

2.	Avoid	Making	False	or	Misleading	Statements.

3.	Avoid	Making	Prohibited	Solicitations.

4.	Do	Not	Disclose	Privileged	or	Confidential	Information.

5.	Do	Not	Assume	You	Can	“Friend”	Judges.
43



AMERICAN BANKRUPTCY INSTITUTE

341

 

608350730.2 

Social Media and the Law — False Advertising,  
SPAM and Privacy and Data Security Issues 

Alan L. Friel 
Baker & Hostetler LLP 
afriel@bakerlaw.com 

 

I. Overview 

A. Legal Landscape 

1. General 

2. FTC Endorsement Guides and Native Ad Guidance 

3. Privacy and Data Security 

4. SPAM 

B. Practical Guidance 

II. Analysis of Legal Landscape 

A. General 

1. US. Law:  Section 5 of FTC Act and state equivalents, as well as specific 
statutes and regulations governing emerging technology and 
communications).  Also, labor laws as relate to employee speech. 

2. Contract:  Terms of Use; EULAs 

3. Industry Self-regulation and Guidelines:  WOMMA (www.WOMMA.org:   
Honesty and transparency); Cross-industry Self-Regulatory Program for 
OBA (NAI, IAB, BBB, 4As, AAF & ANA  =  Digital Advertising 
Alliance (DAA)) - www.AboutAds.info); IAB Native Advertising 
Playbook. 

B. FTC Endorsement Guides (16 C.F.R. Part 255) [http://www.ecfr.gov/cgi-bin/text-
idx?SID=e37d3cd088c6b4724a389338f9c3e141&mc=true&tpl=/ecfrbrowse/Title
16/16cfr255_main_02.tpl or 
https://www.ftc.gov/sites/default/files/documents/one-stops/advertisement-
endorsements/091005revisedendorsementguides.pdf] 

1. FTC Endorsement Guides require disclosure of 
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a. a connection 

b. between a seller and an endorser 

c. that might materially affect 

d. the weight or credibility of the endorsement 

2. An endorsement is any: 

a. advertising message that 

b. consumers believe 

c. represents the opinions, beliefs, experience, etc. of a person other 
than the sponsoring advertiser, such as: 

(1) Restaurant or Product Reviewers 

(2) Bloggers 

(3) Celebrities online and talk shows 

3. A material connection is one that matters to the consumer - that might 
affect his or her choice 

4. In other words, one that isn't reasonably expected, such as: 

a. Seller is compensating endorser (including product and benefits) 

b. Endorser is employee or business associate of seller 

c. Endorser is related to seller 

5. Disclosure should be part of the message - clear, conspicuous and 
proximate 

6. For example: 

a. Acme Co. provided this product for me to review 

b. XYZ Co. sent me to Adventureland to experience their theme park 

7. Short form, icons and mini urls: 

a. FTC Dot Com Disclosure Rules 
[https://www.ftc.gov/sites/default/files/attachments/press-
releases/ftc-staff-revises-online-advertising-disclosure-
guidelines/130312dotcomdisclosures.pdf] 
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b. On Twitter:   #paid, #ad or "Sponsored" 

c. CMP.LY Service:  "Sponsored:  http://cmp.ly/2" - links to: 

"I have a material connection because I received a 
gift or sample of a product for consideration in 
preparing to write this content. I was/am not 
expected to return this item or gift after my review 
period." 

8. Enforcement 

a. Early 2010 Ann Taylor Gifts to Bloggers; FTC Closure Letter 
[https://www.ftc.gov/enforcement/cases-proceedings/closing-
letters/anntaylor-stores-corporation] 

b. Fall 2010 FTC Complaint against Reverb Communications and 
Consent Order 
[http://www.ftc.gov/os/caselist/0923199/index.shtm] 

(1) PR firm hired to promote video games 

(2) Firm's employees allegedly poses as iTunes customers 

(3) Posted reviews of client video games 

(4) Did not disclose the connection 

c. March 2011 FTC Legacy Learning Complaint and Settlement 
Order [http://www.ftc.gov/os/caselist/1023055/index.shtm] 

(1) "Ad review affiliates" 

(2) Failure to disclose  

(3) $250,000 

d. May 2011 FTC Complaint and Consent Order with an individual 
consumer (Marsha Kellogg) for making misrepresentations in an 
endorsement (that she made more money using a certain program 
than she had, in fact, made):  FTC and State of Colorado v. Russell 
Dalbey, et al. [https://www.ftc.gov/enforcement/cases-
proceedings/092-3062/dalbey-russell-t-et-al] 

e. November 16, 2011 FTC Closing Letter to Hyundai:  No action 
since blogger' s failure to disclose payments violated company's 
social media policy and company took corrective action upon 
discovery of violations.  
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f. March 20, 2014 FTC Closing Letter to Cole Hahn:  Providing an 
entry to a contest or sweepstakes by posting on social media is an 
endorsement that requires disclosure the person may be motivated 
by a chance to win.  #ColeHahnSweepstakes is okay, but 
#WonderingSole or #Sweeps is not. 

g. International:  UK Office of Fair Trading July 2010 investigation 
under the Enterprise Act of 2002 and 2008 Consumer Protection 
from Unfair Trading Regulation regarding Handpicked Media's 
engagement of bloggers for hire without disclosure to consumers 
that posts were paid for. 

h. What not to do:  5/6/11 Allure Beauty to Bloggers: 

"...we send new and interesting products to a select 
group of bloggers ...we ask you to follow our 
Mother's philosophy that 'if you can't say anything 
nice, don't say anything at all.’" 

9. Competitor Claims -Kim Kardashian Diet Tweeting Case 

10. December 2015 FTC Guidance on Native Advertising:  Gives examples of 
what is and is not sufficient disclosure of a material connection and what 
is commercial rather than editorial. 

C. FTC Guidance: Native Advertising  

1. A Guide for Business: https://www.ftc.gov/tips-advice/business-
center/guidance/native-advertising-guide-businesses  

2. Enforcement Policy Statement on Deceptively Formatted Advertisements: 
https://www.ftc.gov/system/files/documents/public_statements/896923/15
1222deceptiveenforcement.pdf 

D. Cross-Device Tracking 

1. FTC Staff Report: 
https://www.ftc.gov/system/files/documents/reports/cross-device-tracking-
federal-trade-commission-staff-report-january-2017/ftc_cross-
device_tracking_report_1-23-17.pdf  

a. Concurring Statement of Commissioner Maureen Ohlausen: 
https://www.ftc.gov/system/files/documents/reports/cross-device-
tracking-federal-trade-commission-staff-report-january-
2017/cross-
device_tracking_report_concurring_statement_of_commissioner_o
hlhausen_1-23-17.pdf  
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E. FTC Endorsement Guides FAQs 

1. FTC’s Endorsement Guides: What People Are Asking: 
https://www.ftc.gov/system/files/documents/plain-language/pdf-0205-
endorsement-guides-faqs_0.pdf  

2. Recent Consent Decrees 

a. FTC v. Mercola.com, LLC (2016) 

(1) Complaint: 
https://www.ftc.gov/system/files/documents/cases/160414
mercolacmpt.pdf  

(2) Complaint Exhibits: 
https://www.ftc.gov/system/files/documents/cases/160414
mercolaexhibitsa-h.pdf  

(3) Stipulation for Entry of Permanent Injunction and Other 
Equitable Relief: 
https://www.ftc.gov/system/files/documents/cases/160414
mercolastip.pdf  

(4) Press Release: https://www.ftc.gov/news-events/press-
releases/2017/02/ftc-providing-full-refunds-mercola-brand-
tanning-system  

b. FTC v. Aura Labs, Inc. (2016) 

(1) Complaint: 
https://www.ftc.gov/system/files/documents/cases/161212_
aura_labs_complaint.pdf  

(2) Order: 
https://www.ftc.gov/system/files/documents/cases/161212_
aura_labs_final_order.pdf  

c. In the Matter of Warner Bros. Home Entertainment, Inc. (2016) 

(1) Complaint: 
https://www.ftc.gov/system/files/documents/cases/161811
warner_bros_complaint.pdf  

(2) Complaint Exhibits: 
https://www.ftc.gov/system/files/documents/cases/161811_
warner_bros_complaint_exhibits.pdf  
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(3) Decision and Order: 
https://www.ftc.gov/system/files/documents/cases/161811_
c-4595_warner_bros_do.pdf  

(4) Letters to Commenters: 
https://www.ftc.gov/system/files/documents/cases/letters_t
o_commenters.pdf   

F. UGC, Rights of Publicity and Social Media Promotions: 

1. UGC may infringe third party rights.  DMCA and CDA may provide 
partial protection if campaigns are carefully crafted. 

2. Courts split on whether CDA immunity applies to rights of publicity 
claims. Compare Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th Cir. 
2007) with Doe v. Friendfinder Network, Inc. 540 F.Supp2d 288 (D.N.H, 
2008). 

3. Facebook "Like" program is subject to multiple class actions.  On 
December  16, 2011 a federal district court rejected a motion to dismiss 
finding:  1) Facebook did not qualify for CDA immunity since it created 
the sponsored ads; 2) non-celebrity users are economically harmed when 
their rights of publicity are violated; and 3) issues of fact existed as to if 
users knowingly consented to association of themselves to the advertisers 
they "liked" via "sponsored ads" to the users' friends.  Fraley et al. v. 
Facebook, Inc., 2011 U.S. Dist Lexis 145195 (Case No. 11-CV-01726-
LHK). 

G. Privacy and Data Security 

1. FTC staff 2010 Online Privacy Report December  1, 2010, "Protecting 
Consumer Privacy in an Era of Rapid Change:  A Proposed Framework 
for Businesses and Policy Makers"  
[https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-
commission-bureau-consumer-protection-preliminary-ftc-staff-report-
protecting-consumer/101201privacyreport.pdf] made final on March 26, 
2011 as a commission report, a copy of which is at http:// 
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-
commission-report-protecting-consumer-privacy-era-rapid-change-
recommendations/120326privacyreport.pdf 

a. Privacy by Design; 

b. Self-regulation by industry; and 

c. Federal legislation to set baseline privacy requirements, data 
security requirements and special requirements for data brokers. 
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2. White House March 2012:  "Consumer Data Privacy in a Networked  
World:  A Framework For Protecting Privacy and Promoting Innovation 
in the Global Digital Economy"  
[http://www.whitehouse.gov/sites/default/files/privacy-final.pdf],which 
calls for: 

a. Privacy Bill of Rights; 

b. Simplification of consumer choice and greater transparency; and 

c. Calls for industry self-regulation and new legislation. 

3. FTC "Do Not Track" Proposal (400 + comments):  
[http://www.ftc.gov/opa/2010/12/privacyreport.shtm] 

4. FTC and Data Security Overview and 1016 Year in Review: 
[https://www.ftc.gov/reports/privacy-data-security-update-2016] 

5. Location-aware privacy issues 

a. Recent issues / lawsuits re iPhone/Android tracking 

b. Mobile Apps:  Platform and Carrier Rules 

c. California AG applies piracy policy requirement to mobile apps 
[http://ag.ca.gov/cms_attachments/press/pdfs/n2630_updated_mob
ile_apps_info.pdf] 

6. Online Behavioral Advertising (OBA) issues 

a. Class action law suits 

b. Typically allege:  ( 1) invasion of privacy; (2) violation of the 
Electronic Communications Privacy Act (18 U.S.C. Section 2510 
et seq); (3) violations of the Computer Fraud and Abuse Act (18 
U.S.C. Section 1030 et seq); (4) trespass to chattel; and (5) unfair 
business practices. 

7. Flash Cookies, HTML5 and ETag Respawning Cases  Many pending.  
Several knocked out for lack of harm / injury. 

8. Children's Privacy 

a. COPPA (15 U.S.C. Section 6501 et seq)  

b. FTC 2011 Playdom Complaint and Consent Order 
http://www.ftc.gov/os/caselist/1023036/index.shtm   
--  $3 Million 



348

2017 WINTER LEADERSHIP CONFERENCE

 

8 
608350730.2 

9. December 16, 2010 Department of Commerce Internet Policy Task Force 
privacy green paper, "Commercial Data Privacy and Innovation in the 
Internet Economy:  A Dynamic Policy Framework." 
[https://www.ntia.doc.gov/files/ntia/publications/iptf_privacy_greenpaper
_12162010.pdf] 

10. Recent Developments in the EU:  EU Safe Harbor ruled inadequate in late 
2015.  New arrangement between U.S. Commerce Department and EU 
Data Protection Authorities now in place:  
https://www.commerce.gov/page/eu-us-privacy-shield.  New EU data 
protection scheme, the General Data Protection Regulation, replaces 
current Data Protection Directive, in May 2018: 
http://europa.eu/rapid/press-release_MEMO-15-6385_en.htm and  
http://www.eugdpr.org/    

H. TCPA (47 U.S.C. Section 227 et seq.) / CAN-SPAM (15 U.S.C. Sections 7701-
7713) 

1. Overview - opt-in scheme for mobile; opt-out for e-mail 

2. 2015 FCC Order refines regulations and provides guidance, including 
technical requirements for promotional text opt-in (express written 
consent):  https://www.fcc.gov/document/tcpa-omnibus-declaratory-
ruling-and-order  

III. Practical Guidance 

A. Social Media Policies 

1. For employees engaged in marketing 

2. For other employees 

3. Limits on employer restrictions of employee speech -recent NLRB 
settlement with CT ambulance company/complaints against Reuters 

4. Restrictions on use of company email 

5. Responding to tweets/other social media posts about company 

6. Beware chilling employee free speech or right to organize or comment on 
employment conditions (See NLRB guidance) 

B. Beware UGC programs and Rights of Publicity issues 

C. Updates to Privacy Policy 
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1. Obtain consent before treating data differently than promised when it was 
gathered. 

2. FTC Gateway Decision 
[https://www.ftc.gov/sites/default/files/documents/cases/2004/09/040917d
o0423047.pdf] 

D. Vendor Contracts 

1. Due Diligence 

2. Negotiation 

3. Data Security 

4. Indemnification 

5. Other Key Terms 

E. FTC Endorsement Guides  http://www.ecfr.gov/cgi-bin/text-
idx?SID=e37d3cd088c6b4724a389338f9c3e141&mc=true&tpl=/ecfrbrowse/Title
16/16cfr255_main_02.tpl or  
http://ftc.gov/os/2009/10/091005revisedendorsementguides.pdf 

1. To limit potential liability 

a. Advertiser should ensure its endorsers receive guidance/training re 
need to ensure statements are truthful/substantiated 

b. Advertiser should monitor sponsored bloggers, etc. and take steps 
to halt continued publication of deceptive claims when discovered 

c. Employee relationship must be disclosed and employees trained 
and monitored
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