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Protecting Client Confidences and Valuable 
Property of the Estate: Ethical Obligations and 

Best Data Security Practices 

 
 

Presented by 

Ira Herman 

Personally Professionally 

Why is this important? 
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THREATS 

Inside 
Breaches 

E-mail or 
Spear 

Phishing 

Accidental 
Breaches 

Corporate 
Espionage 

What is the threat? 

●  This attractiveness is largely because of two 
compounding perceptions about law firms: 

●  They are valuable targets  

●  They are easy targets  

4 

Law Firms are especially Attractive Targets to Hackers 
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Step 1 •  Become aware of threats 

Step 2 •  Analyze vulnerabilities 

Step 3 •  Inventory data 

Step 4 •  Understand the standard of care 

Step 5 •  Meet the standard of care 

Step 6 •  Develop and implement a security program 

What should you do about it? 

“Reasonable” 
Cybersecurity 

Practices 
Common 

Law 

Statutory 
Law 

NIST 

Global 
Framework 

Industry  
Specific Rules 

(e.g., UST Handbook) 

What is the  Standard of Care for Insuring Data Security? 
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MRPC Rule 1.1 

MRPC Rule 1.6 

MRPC Rule 5.3 (Cmt. 3) 

Ethical Obligations 

8 

Adapting to New Technologies 

Professionals must inform 
themselves of the risks of 
inadvertent or unauthorized 
disclosure of client’s cyber 
data and take reasonable 
and information-appropriate 
measures to reduce those 
risks 
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●  “To maintain the requisite knowledge and skill, a 
lawyer should keep abreast of changes in the 
law and its practice, including the benefits and 
risks associated with relevant technology.”  

−  Practically speaking, “[t]his provision will require lawyers to 
better understand any advances in technology that genuinely 
relate to competent performance of the lawyer's duties to a 
client.”  
 

9 

Amended Model Rule 1.1 

●  The duty of confidentiality is far broader than 
the narrow duty underpinning the attorney-
client privilege 

●  A lawyer owes a duty of care in protecting the 
confidences of a client, even those of a prospective 
client with whom no attorney-client relationship is 
formed. See ABA Comm. on Ethics and Professional 
Responsibility, Formal Op. No. 90-358, Sept. 13, 1990.  

−  United States v. Morrell-Corrada, 343 F Supp 2nd 80, 88 (2004).  

10 

The Scope of the Duty of Confidentiality  
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●  In with limited exceptions, “[a] lawyer shall not 
reveal information relating to the representation 
of a client unless the client gives informed 
consent.”  

11 

Confidentiality  

●  Compliance with minimum standards of any 
kind--including those delineated in ethics rules--
should only be a starting point for effective 
cybersecurity practice” 

−  The ABA Cybersecurity Handbook 

12 

Extra Security Measures are Appropriate 



American Bankruptcy Institute

65

12/31/15	
  

7	
  

●  A law firm's data security practices are only 
as strong as its weakest link 

●  Lawyers must make sure that law firm staff 
and external business partners understand 
necessary data security practices and the 
critical role all parties play in ensuring the 
protection of client information 

13 

Supervising Third Parties  

●  “To reflect the scope of the 
nonlawyer services now 
being provided outside of 
firms,” Model Rule 5.3's 
commentary now 
references “cloud 
computing” as an example 
of modern outside help.  

14 

It’s Not Just the People Anymore 
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●  Clients are insisting that their lawyers take 
appropriate measures to protect proprietary or 
confidential information 

15 

Client Audits 

●  “A lawyer's duty is to take reasonable steps to 
protect confidential client information, not to 
become an expert in information technology,” 
and “[w]hen it comes to the use of cloud 
computing, the Rules of Professional Conduct 
do not impose a strict liability standard.” 

−  The New Hampshire Bar 

16 

Limits of a Lawyer's Duties Under– Model Rule 5.3 
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●  In most offshore jurisdictions liquidators are 
required to have professional indemnity 
insurance  

●  In the U.S. different types of date security 
insurance is being offered by insurers to 
professionals and their clients 

17 

Data breaches – As a Liability Issue 

●  Upon the filing of a bankruptcy petition, the 
bankruptcy estate is created from the Debtor’s 
property 

●  Section 541 of the Bankruptcy Code defines 
what property is included in and excluded from 
a debtor’s bankruptcy estate. See 11 U.S.C. § 
541(a)-(f)  

18 

Property of the Estate  
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●  The bankruptcy estate is the pool of assets that 
is subject to the jurisdiction of the bankruptcy 
court and from which creditors’ claims are paid 

●  Electronically stored proprietary information can 
be the most valuable “property of the estate” in 
many bankruptcy cases  

19 

Know  
your data 

Technical 
Safeguards 

Secure 
Vendors 

Data Security 
Policies 

Protecting Valuable Client Information 
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Strategic Information - Business 

Strategic Information - Legal 

Virtual Data Room Access and Data 

21 

Risky Business for Bankruptcy Counsel 

●  Safeguarding personally identifiable information 
in the possession of the government and 
preventing its breach are essential to ensure the 
government retains the trust of the American 
public  

−  OMB memorandum Safeguarding Against and Responding to 
the Breach of Protecting Personally Identifiable Information 
(May 22, 2007) 

22 

PII 
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●  Chapter 7 trustees must comply with guidelines: 

●  imposing specific restrictions on the use of wire transfers 

●  requiring specific computer security measures 

●  requiring trustees to develop and maintain a business 
interruption plan 

●  requiring specific records security and retention policies, 
including individual case records and tax returns 

−  The United States Trustee’s Handbook for Chapter 7  
Trustees (pages 5-15 to 5-21) 

23 

The United States Trustee’s Handbook 
Requirements– Guidance for For All of Us 

Steps in a Breach Response 

•  Identify the incident or potential incident. 
•  Immediately report the incident or threat to the proper party. 

Discovery & 
Reporting 

•  Secure and isolate affected systems to limit further data loss.  
•  Preserve evidence. Convene the Incident Response Team in  

accordance with this Plan. 
•  Know your role. Coordinate investigation and remediation.  

Initial Response 

•  Gather information on the incident. 
•  Consider involving forensics team and outside counsel. 
•  Analyze the cause of the incident and the affected systems. 
•  Analyze legal requirements and liabilities going forward. 

Investigation 

•  Comply with legal  requirements including breach notification. 
•  Remove known vulnerabilities; repairing systems.  
•  Respond to third party inquiries. Consider contacting law enforcement. 

Remediation 

•  Review analysis and notes regarding the incident. 
•  Improve practices as necessary. 
•  Improve policies as necessary.   

Post-Incident 
Review 
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●  Scheme of Arrangement 

●  Liquidation 

●  The Appointment of Fiduciaries and Their 
Respective Roles in the Process 

25 

The Cayman and BVI Regimes 

●  Chapter 7  

●  Chapter 11 

●   Chapter 15 

●  The Appointment Fiduciaries and Their Respective 
Roles in the Process 

26 

The U.S. Regime 
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●  Invariably, there will be conflicting standards of 
public policy when two or more jurisdictions are 
in play 

●  How are disclosure and public policy driven 
matters best handled when more than a single 
jurisdiction is involved? 

27 

Conflicting Policy Imperatives 

●  An Administrator’s or Liquidator’s reporting 
requirements are going to be different from those 
requirements in the U.S.  

●  Reports and filings that typically are public in U.S. 
cases may not be public in a non-U.S. jurisdictions 

●  Reports prepared by and administrator or liquidator 
may disclose more or less than is typical in the U.S. 
system  

28 

Reporting Requirements, Disclosure  
and Due Process 



American Bankruptcy Institute

73

12/31/15	
  

15	
  

●  Recently, offshore courts have been making efforts to 
facilitate greater transparency in liquidations 

●   Liquidators are being pushed harder to explain why a 
document needs to be sealed and to set a deadline for 
unsealing sealed documents 

●   In a recent case, an offshore court entered a sealing 
order directing the liquidator to make an application, 
upon the closing of the liquidation, identifying 
documents to remain sealed and for how long 

29 

Sealed Documents 

Conflicting Disclosure/Discovery Regimes 

●  Transparency and secrecy issues – there may be 
unsolvable conflicts on shore and off shore 

●  For example, in certain situations, such as a sale 
of assets pursuant to section 363 of the U.S. 
Bankruptcy Code, disclosure requirements are 
stringent.  The seller is required to disclose the 
status of any insider purchasers and relevant 
relationships between creditors, the debtor, etc.  
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Differing or Conflicting Rules Governing 
Disclosure Electronic Communications 

●  What does one do when disclosure obligations/ 
restrictions on disclosure in a non-U.S. jurisdiction 
conflict with confidentiality rules at in the U.S.? 

●  In U.S. and non-U.S. jurisdictions can joint interest 
and confidentiality agreements be used 
successfully to shield shared information from 
discovery? 

31 

●  “Notice and a hearing” in the U.S. versus lesser/
different due process/disclosure/notice 
requirements in other jurisdictions 

●  How do US courts view ex-parte orders issued 
in a non-US jurisdictions  

32 

Due Process Concerns 
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What is a 
breach?  

• Hacking 
•  Phishing 
• Malware 
•  Theft 
• Misuse 

How does a 
breach occur? 

• Motive 
• Opportunity 
• Weak security 
• Weak policies 

Now what? 

• Respond 
quickly 

• Respond 
appropriately 

•  Preserve 
evidence 

Breach & Breach Reporting 

●  The Chapter 7 Trustee or the DIP have fiduciary duties to 
creditors and other parties in interest 

●  As a lawyer – what are you client counseling 
obligations? 

●  Breach insurance 

●  Employee policies 

●  ESI preservation in contemplation of litigation 

34 

Client Counseling  
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