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I. Data Security – Are lawyers the “weak link” and what are they doing about it? 

 

Introduction 

 

 Law firms of all sizes have long been repositories for confidential client data, whether it 

is sensitive personal information, details of prospective corporate deals, patent applications, or 

proprietary business strategy information. An increasing threat to law firms is that hackers are 

also aware of this vast amount of confidential data. Experts in the field—and, potentially, 

hackers—view law firms as a “weak link” susceptible to attack. This is in part because law firms 

do not face the same regulatory oversight as financial institutions, medical institutions, and other 

places of business in terms of maintaining client and customer privacy.  

Further exacerbating the problem, according to some, is the legal profession’s traditional 

unwillingness to publicly disclose a breach. Recently, Citigroup’s cyberintelligence center issued 

a report warning of the threat of attacks on the networks and websites of big law firms. 

According to the report, a copy of which was obtained by The New York Times DealBook blog, 

“Due to the reluctance of most law firms to publicly discuss cyberintrusions and the lack of data 

breach reporting requirements in general in the legal industry, it is not possible to determine 

whether cyberattacks against law firms are on the rise.” NY Times, DealBook, Citigroup Report 
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Chides Law Firms for Silence on Hackings.
1
 The Report detailed four cyber-attacks on law 

firms, including at two large law firms
2
 and also two smaller law firms.

3
 The Report concluded 

that law firms were at “high risk for cyberintrusions” and would “continue to be targeted by 

malicious actors looking to steal information on highly sensitive matters such as mergers and 

acquisitions and patent applications.”  

Many lawyers not conversant in cyber-security may view the issue as one for the firm’s 

IT department alone. It is important to note, however, that a cyberintrusion can take many forms 

and do not consist only of hackers attempting to infiltrate a law firm’s information from the 

outside. A much more common method is to attack the information from “within,” using a 

“phishing” or similar attack. These attacks utilize emails designed to look official containing 

malware, often in the form of a link or attachment, designed to capture and send confidential data 

to the initiator of the attack.
4
 See Debra Cassens Weiss, Beware of email attachments purporting 

to carry case information, courts warn, A.B.A. J. (Jan. 16, 2014).
5
  

 

 

                                                 
1 Available at http://www.nytimes.com/2015/03/27/business/dealbook/citigroup-report-chides-law-firms-for-silence-

on-hackings.html?smid=pl-share. 
2 The report indicates that on large law firm’s website was affected with malware in 2012. The report also stated that 

another large law firm’s name was used in a “phishing campaign.” There, fake (but authentic-looking) emails were 

sent to that firm’s corporate clients in an attempt to gain access to sensitive information. 
3 According to the report, a Washington D.C.area firm faced a cyber-attack in 2012 due to the firm’s representation 

of a United States soldier who pleaded guilty for his role in connection with the death of 24 Iraqi civilians. Another 

firm, based in Los Angeles, was hacked in 2010 because it had sued the Chinese government for software piracy, 

according to the report. 
4 Many big law firms names have also been utilized in phishing attacks. Under those methods, hackers send emails 

purportedly from big law firms with subject lines such as “Your complaint received” or “Notice to appear,” Emily 

Field, BigLaw Firm Names Used in Phishing Emails, Law 360, available at 

http://www.law360.com/articles/610562/biglaw-firm-names-used-in-phishing-emails. Such fake emails are not 

necessarily the result of a breach of a law firm’s security system and are, instead, generated independent of a 

successful attack on a law firm’s cyber security.   
5 Available at http://www.abajournal.com/news/article/beware_of 

email_attachments_purporting_to_carry_case_information_courts_war/ (warning about scam emails appearing to be 

from state or federal court that contain attachments or links that infect user's computer when opened).  

http://www.law360.com/articles/610562/biglaw-firm-names-used-in-phishing-emails
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Rules of Professional Conduct 

In the face of this, lawyers and courts are reacting. On July 1, 2015, changes to the 

Massachusetts Rules of Professional Conduct will go into effect that explicitly recognize a 

lawyer’s duty to guard against cyber-attacks on clients’ confidential, electronically-stored 

information. Thomas E. Peisch and Erin K. Higgins, More on cybersecurity and the rules of 

professional conduct, Mass Lawyers Weekly, April 9, 2015. Lawyers in Massachusetts must 

now consider various factors in determining how to prevent the inadvertent or unauthorized 

disclosure of confidential information. Thomas E. Peisch and Erin K. Higgins, Cybersecurity and 

the rules of professional conduct, Mass Lawyers Weekly, February 19, 2015. Those factors 

include “the sensitivity of the information, the likelihood of disclosure if additional safeguards 

are not employed, the cost of employing additional safeguards, the difficulty of implementing the 

safeguards, and the extent to which the safeguards adversely affect the lawyer’s ability to 

represent clients (e.g., by making a device or important piece of software excessively difficult to 

use.”) Rule 1.6, cmt. 18. These new requirements are substantially similar to requirements under 

the Model Rules of Professional Conduct. In adopting these rules, Massachusetts joined 

Arkansas, Connecticut, Delaware, Idaho, Kansas, New Mexico, North Carolina, Pennsylvania, 

West Virginia, and Wyoming. 2015 ALAS Loss Prevention Manual at Tab III.C p. 3.  

Pressure from Clients 

 The real pressure, however, is from clients and competitors. Although the applicable 

rules of professional conduct may force lawyers to make “reasonable” efforts to protect the 

confidentiality of client information, it is likely the demands of the marketplace that will drive 

lawyers’ response to this ever-shifting issue.   
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 Clients are becoming increasingly aware that their own security is only as good as that of 

their vendors. And, to the extent clients are not aware of this reality, regulators are making sure 

they are. For example, in October, 2014, in the wake of the data breach at JP Morgan, New York 

State Department of Financial Services Superintendent Benjamin Lawsky addressed this very 

issue. Allison Grande, NY Cybersecurity Push Turns Up the Heat on Law Firms, Law360 

(October 27, 2014).
6
 “It is important,” wrote Lawsky, “that financial institutions are able to 

identify, monitor and mitigate any cybersecurity risks posed by their third-party relationships, 

including but not limited to law firms and accounting firms.” 

In response to such pressures, some financial institutions have begun demanding that 

their outside counsel fill out 60-plus page questionnaires to test the firms for security. Matthew 

Goldstein, Law Firms are Pressed on Security for Data, N.Y. Times DealBook (March 22, 

2014.
7
 Still others have completed on-site inspections. Going forward, clients are increasingly 

likely to have specific, security-based demands such as restricted (or banned) use of portable 

thumb drives, heightened security surrounding use of personal phones and tablets, and two-factor 

authentication.
8
 Simply put, law firms will be force to respond when clients say that they are 

unwilling to pay for legal work absent adherence to such measures. 

II. Technical Competency  

 A distinct, but related, pressure on law firms may be the ability to demonstrate to clients 

that its lawyers are technically competent. Again, the applicable rules of professional conduct 

provide some guidance. Comment 8 to Model Rules of Professional Conduct, Rule 1.1, states: 

                                                 
6 Available at http://www.law360.com/articles/589354. 
7 Available at http://dealbook.nytimes.com/2014/03/26/law-firms-scrutinized-as-hacking-increases/?_r=0. 
8 Two-factor authentication is second layer of security that requires the keying in of a second password, or 

authenticating a user’s identity in some other, additional, alternative means (on top of a username and password). 

The October, 2014 data breach at JP Morgan may have been averted by the implementation of a two-factor 

authentication requirement. See Anu Passary, JPMorgan Data Breach due to Oversight of Simple Security Fix at 

Entry Point: Report, Tech Times, available at http://www.techtimes.com/articles/22760/20141223/jpmorgan-data-

breach-due-to-oversight-of-simple-security-fix-at-entry-point-report.htm. 
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“To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the 

law and its practice, including the benefits and risks associated with relevant technology, engage 

in continuing study and education and comply with all continuing legal education requirements 

to which the lawyer is subject.” 

 Traditionally, many view lawyers (and, perhaps in some cases, lawyers may view 

themselves) as behind the curve when it comes to technological proficiency. This may not be 

surprising for an industry in which the formal training traditionally begins by reading centuries-

old cases—and ends with little, if any, practical instruction in modern technology. 

 So what are a lawyer’s obligations in this regard? “The bottom line is reasonableness,” 

according to Andrew M. Pearlman, a law professor, newly appointed Dean and the Director of 

the Institute on Law Practice Technology and Innovation at Suffolk University Law School. 

James Podgers, Lawyers Struggle to Reconcile New Technology with Traditional Ethics Rules, 

ABA Journal (Nov. 1, 2014).
9
 Lawyers, however, should not be paranoid, according to Perlman, 

as “no one is expecting you to be perfect.” 

Again, pressure from clients may provide more precise answers as to just what we 

become standards across the industry. Casey Flaherty, a former law firm associate and in-house 

counsel for Kia Motors, has developed a test aimed at testing lawyers’ basic proficiency with 

technology.
10

 Flaherty has teamed with Professor Pearlman to create and promote this test. Their 

aim is to allow corporate legal departments to test outside law firms on how much time those law 

firms may waste—and charge for—due to a lack of technical proficiency among partners, 

associates, and other timekeepers.  

                                                 
9 Available at: 

http://www.abajournal.com/magazine/article/the_fundamentals_lawyers_struggle_to_reconcile_new_technology_wi

th_traditio/. 
10 See generally http://legaltechaudit.com/. 
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The test, called the Legal Tech Audit, tests technological proficiency in areas that 

lawyers typically use on a daily basis, such as word processing, spreadsheets, and pdfs. The 

demand for such audits may be real. Flaherty claims to be in “serious talks” with more than 30 

major companies. See Catherine Ho, The Washington Post, Lawyers, could you pass this test? 

(February 23, 2015).
11

 

The potential for such technology “audits” of law firms raises several important, and, as 

yet, answered questions. Will such audits or certification become a standard demand from clients 

to law firms? How accurate are such tests in determining an attorney’s true proficiency with 

technology and—more importantly—an attorney’s true efficiency? How will this potential trend 

affect broader conversations between law firms and their clients regarding cost-effective legal 

representation, for example, fixed-fee arrangements? 

Finally, on the bright side, resources do exist to keep attorneys informed and updated 

about various aspects of practice including the use of technology. In Massachusetts, for example, 

the Massachusetts Law Office Management Assistance Program offers help and solutions for 

lawyers on information technology, data security, and a wide variety of other professional office 

practices. See generally http://masslomap.org. 

2792895.1 

                                                 
11 Available at http://www.washingtonpost.com/news/capital-business/wp/2015/02/23/lawyers-could-you-pass-this-

test/. 
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Technology’s Impact on the Everyday Practice of Law. 

 
“TV and the Internet are good because they keep stupid people from spending too much 

time out in public.” 
Douglas Coupland, JPod, 2006. 

 
“To many of us now, computers, silicon chips, data processing, cybernetics, and all the other 

innovations of the dawning high technology age are as mystifying as the workings of the 
combustion engine must have been when that first Model T rattled down Main Street, U.S.A.” 

Ronald Reagan, State of the Union address, Jan. 25, 1983. 
 

“Flight from and hatred of technology is self-defeating.” 
Robert M. Pirsig, Zen and the Art of Motorcycle Maintenance: An Inquiry into Values, 1974. 

 
“Any sufficiently advanced technology is indistinguishable from magic.” 

Arthur C. Clarke, Profiles of the Future, 1961. 
 

“Nothing endures but change."  
Heraclitus (circa 535-475 BCE) 

 
Guideposts 

It is no surprise that technological advancements fuel great changes in the practice of law.  

Fax machines gave way to email and scanning.  The discovery documents we delivered in 

bankers’ boxes are now exchanged with thumb and zip drives.  Not so long ago, law firms spent 

considerable sums of money and devoted rooms to the volumes of law books required by a 

lawyer.  Now, all that information, and much more, is readily available for a comparatively low 

monthly fee and accessible not only from our computers in our offices, but also from our phones 

and tablets almost anywhere else.  Software and hardware development along with the increased 
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affordability of office equipment have increased productivity and created new opportunities for 

attorneys.   

It is also no surprise that the speed of technological change creates new problems.  Some 

are specific.  How familiar must we be with metadata to avoid unintentional disclosures of our 

clients’ confidences?  If a client asks for her file back do we have to give her electronic data as 

well as the “paper” file?  Do we even need to keep “paper” files or can we digitize the 

information information and store it in the “cloud”?  Others are broader and are almost 

philosophical.  How much “technology” do I need?  Do these new programs and computers 

make me a better lawyer?  As more powerful mobile devices have an increased role in my 

practice, will the blurred line between work and personal time disappear completely?    

For most of these questions there are no certain or definitive answers.  Those who grapple 

with the changing landscape, such as practitioners, clients, professors, judges, insurers, and 

commentators, look to different guideposts for direction.  As the Maine Professional Ethics 

Commission observed: “What changes with evolving technology like cloud computing is not the 

overriding ethical constraints on counsel, but how those constraints are satisfied with respect to 

new challenges presented by that technology.” Maine Board of Overseers of the Bar, 

Professional Ethics Commission, Opinion 207 (January 8, 2013). The most common resources 

are the aspirational rules or canons of professional responsibility and the resulting ethics 

opinions.  This short paper offers a brief overview of the rules of conduct of the New England 

states and a synopsis of the ethics from those states that touch on the intersection of technology 

and the practice of law.   
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 Rules of Professional Conduct/Restatement.   

The rules or canons of professional conduct and the Restatement provide general 

direction to lawyers regarding competency which in turn can help guide decisions concerning 

technology.  The American Bar Association’s (“ABA”) Model Rule 1.1 provides: “A lawyer 

shall provide competent representation to a client. Competent representation requires the legal 

knowledge, skill, thoroughness and preparation reasonably necessary for the representation.”.  

Connecticut, Massachusetts, Maine, Rhode Island and Vermont all adopted ABA Model Rule 1.1 

verbatim.  New Hampshire did not but its “competency” rule encapsulates the same general 

concepts1 as does the Restatement (Third) of the Law Governing Lawyers § 16 (2000). 2 

                                                 
1 New Hampshire Rules of Professional Conduct – Rule  1.1 - Competence.   
   

(a) A lawyer shall provide competent representation to a client. 
       

(b) Legal competence requires at a minimum: 
 

(1) specific knowledge about the fields of law in which the lawyer practices; 
 
            (2) performance of the techniques of practice with skill; 
 

(3) identification of areas beyond the lawyer's competence and bringing those areas to 
the client's attention; 

 
            (4) proper preparation; and 
 

(5) attention to details and schedules necessary to assure that the matter undertaken is 
completed with no avoidable harm to the client's interest. 

 
(c) In the performance of client service, a lawyer shall at a minimum: 

 
(1) gather sufficient facts regarding the client's problem from the client, and from other 
relevant sources; 

 
(2) formulate the material issues raised, determine applicable law and identify 
alternative legal responses; 

 
(3) develop a strategy, in consultation with the client, for solving the legal problems of 
the client; and 

 
(4) undertake actions on the client's behalf in a timely and effective manner including, 
where appropriate, associating with another lawyer who possesses the skill and 
knowledge required to assure competent representation. 
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 In 2012, following a three year study of technology’s impact on the practice of law, the 

ABA Commission on Ethics 20/20 proposed an amendment to a comment to Model Rule 1.1 to 

reflect the ABA’s concern:  “To maintain the requisite knowledge and skill, a lawyer should 

keep abreast of changes in the law and its practice, including the benefits and risks associated 

with relevant technology, engage in continuing study and education and comply with all 

continuing legal education requirements to which the lawyer is subject.”  The ABA approved 

the amendment and it is now embodied in Comment [8] to the ABA Model Rule 1.1.  

Connecticut is the only New England state to adopt Comment [8] and include it with its rules of 

professional conduct.   For an interesting essay on the scope and shortcomings of Comment [8] 

see: Shea, Patrick, Technology Competency: The Urgency to Clarify Comment 8 of Model Rule 

1.1 (February 28, 2015). Available at SSRN: http://ssrn.com/abstract=2571719 or 

http://dx.doi.org/10.2139/ssrn.2571719.    

 B.  Ethics Opinions.  Here is a somewhat random collection of recent (since 2000) ethics 

opinions from the New England States which address the more common problems and issues 

lawyers encounter with new technologies.  

 

                                                                                                                                                             
 
2 To the extent consistent with the lawyer's other legal duties and subject to the other provisions of this Restatement, 
a lawyer must, in matters within the scope of the representation: 

 
(1) proceed in a manner reasonably calculated to advance a client's lawful objectives, as defined by the 
client after consultation; 
 
(2) act with reasonable competence and diligence; 
 
(3) comply with obligations concerning the client's confidences and property, avoid impermissible 
conflicting interests, deal honestly with the client, and not employ advantages arising from the client-
lawyer relationship in a manner adverse to the client; and 
 
(4) fulfill valid contractual obligations to the client. 
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  1.  Cloud computing.  

 
i. ABA collection of ethics commissions’ opinions regarding the use of 

cloud services: 
http://www.americanbar.org/groups/departments_offices/legal_technology
_resources/resources/charts_fyis/cloud-ethics-chart.html 

 
ii. Connecticut Bar Association Professional Ethics Committee Informal 

Opinion 2013-07. 
  http://www.ctbar.org/general/custom.asp?page=ProfessionalEthics 

 
iii. Maine Board of Overseers of the Bar, Professional Ethics Commission, 

Opinion 207 (January 8, 2013). 
http://www.mebaroverseers.org/attorney_services/opinion.html?id=47839
7 
 

iv. Massachusetts Bar Association Committee on Professional Ethics Opinion 
2012-03.    
http://www.massbar.org/publications/ethics-opinions/2010-
2019/2012/opinion-12-03 

 
v. New Hampshire  Bar Association Ethics Committee Advisory Opinion 

#2012-13/4 –  
https://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_04.asp   

 
vi. The Use of Cloud Computing in the Practice of Law  American Bar 

Association, Cloud Computing/Software as a Service for Lawyers. 
http://www.americanbar.org/groups/departments_offices/legal_technology
_resources/resources/charts_fyis/saas.html 

  
2.  Metadata.   
 

i. ABA collection of ethics commissions’ opinions regarding the use of 
cloud services:   
http://www.americanbar.org/groups/departments_offices/legal_technology
_resources/resources/charts_fyis/metadatachart.html  

 
ii. Maine Board of Overseers of the Bar, Professional Ethics Commission, 

Opinion 196: Transmission, retrieval and use of metadata embedded in 
documents.    (October 21, 2008). 
http://www.mebaroverseers.org/attorney_services/opinion.html?id=63337 

 
iii. New Hampshire  Bar Association Ethics Committee Advisory Opinion 

#2008-2009/4 - Disclosure, Review and Use of Metadata in Electronic 
Materials.    
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https://www.nhbar.org/legal-links/Ethics-Opinion-2008-09_04.asp 
 

iv. Vermont Bar Association Committee on Professional Responsibility 
Opinion 2009-01. 
https://www.vtbar.org/UserFiles/files/Webpages/Attorney%20Resources/a
eopinions/Advisory%20Ethics%20Opinions/advisoryethicssite/2009.htm 
 

3.  Social Media 
 

i. Social media contact with witnesses in the course of litigation.  New 
Hampshire Bar Association Ethics Committee Advisory Opinion #2012-
13/05.  https://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_05.asp  
 

ii. “A lawyer for a party may "friend" an unrepresented adversary in order to 
obtain information helpful to her representation from the adversary's 
nonpublic website only when the lawyer has been able to send a message 
that discloses his or her identity as the party's lawyer.”  Massachusetts Bar 
Association Committee on Professional Ethics Opinion 2014-5.   
http://www.massbar.org/publications/ethics-opinions/2010-
2019/2014/opinion-2014-5  
 

4.  CM/ECF – Signatures. 
 

i. Ethics Grievance Commission concluded that attorney violated rules of 
professional conduct by affixing opposing counsel’s electronic signature 
to a pleading without his consent. Board of Overseers of the Bar (Maine) 
v. Campo, GCF# 11-401 (July 19, 2013). 
http://www.mebaroverseers.org/dah_schedule/decisions.html?id=%20574
653   
 

ii. Attorney’s fees disgorged and right to practice in bankruptcy court 
suspended for failing to maintain “wet” signatures for documents filed 
through ECF.  Board of Overseers of the Bar (Maine) v. Miller, BAR-14-1 
(September 15, 2014) (J. Mead). 
http://www.mebaroverseers.org/dah_schedule/decisions.html?id=%20628
200  

 
5.  Email. 
 

i. “A lawyer's use of unencrypted Internet e-mail to engage in confidential 
communications with his or her client does not violate Massachusetts Rule 
of Professional Conduct 1.6(a) in usual circumstances. Legal and technical 
hurdles to the interception of Internet e-mail give rise to a reasonable 
expectation on the part of lawyer and client that such communications will 
remain private. The lawyer must be careful, however, to ensure that 
confidential messages are not sent to e-mail addresses that are reasonably 
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accessible to persons other than the client, and to avoid using unencrypted 
Internet e-mail in contravention of the client's express instructions.” 
Massachusetts Bar Association Committee on Professional Ethics Opinion 
2000-01. 
http://www.massbar.org/publications/ethics-opinions/2000-
2009/2000/opinion-no-00-1 

 
ii. Email address “advancingjustice.com is a communication governed by 

Rule 7.1 of the Vermont Rules of Professional Conduct but does not 
violate it.  Vermont Bar Association Committee on Professional 
Responsibility Opinion 2006-03. 
https://www.vtbar.org/UserFiles/files/Webpages/Attorney%20Resources/a
eopinions/Advisory%20Ethics%20Opinions/advisoryethicssite/2006.htm  

 
iii. “In the absence of an effective disclaimer, a lawyer who receives 

unsolicited information from a prospective client through an e-mail link on 
a law firm web site must hold the information in confidence even if the 
lawyer declines the representation.  Whether the lawyer's firm can 
represent a party adverse to the prospective client depends on whether the 
lawyer's obligation to preserve the prospective client's confidences will 
materially limit the firm's ability to represent the adverse party.”  
Massachusetts Bar Association Committee on Professional Ethics Opinion 
2007-01.   
http://www.massbar.org/publications/ethics-opinions/2000-
2009/2007/opinion-07-01 

 
iv. A lawyer's use of unencrypted e-mail to engage in confidential 

communications with his or her client does not violate Maine Bar Rules.  
Maine Professional Ethics Commission, Opinion 195.  June 30, 2008.   
http://www.mebaroverseers.org/attorney_services/opinion.html?id=63338 

 
6.  Advertising. 

 
i. Propriety of law firm purchasing annual membership in internet based 

advertising forum.  Rhode Island Supreme Court Ethics Advisory Panel.  
Opinion No. 2005-01  Issued February 24, 2005. 
https://www.courts.ri.gov/AttorneyResources/ethicsadvisorypanel/Pages/
Opinions/Opinions-2005.aspx  

 
ii. Attorney owner of web service may refer clients to his online data storage 

service provided he takes” objectively reasonable measures” to inform 
referred clients that his online service does not provide legal services and 
that no client-lawyer relationship exists.  Vermont Bar Association 
Committee on Professional Responsibility Opinion 2011-01. 
https://www.vtbar.org/UserFiles/files/Webpages/Attorney%20Resources/a
eopinions/Advisory%20Ethics%20Opinions/advisoryethicssite/2011.htm 
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  7.  Other. 
 

i. Ethical rules are not violated when attorney hires computer consultant to 
recover last data base which contains client confidences so long as 
attorney communicates confidentiality rules to contractor and believes 
contractor has adequate safeguards to preserve and protect the 
information.   Vermont Bar Association Committee on Professional 
Responsibility Opinion 2003-03. 
https://www.vtbar.org/UserFiles/files/Webpages/Attorney%20Resources/a
eopinions/Advisory%20Ethics%20Opinions/advisoryethicssite/2003.htm   

 
 

ii. “A law firm may provide a third-party software vendor with access to 
confidential client information stored on the firm’s computer system for 
the purpose of allowing the vendor to support and maintain a computer 
software application utilized by the law firm. The law firm’s clients are 
deemed to have “impliedly authorized” the firm to make their confidential 
information accessible to the vendor pursuant to Rule 1.6(a) in order to 
permit the firm to provide representation to its clients. However, the law 
firm must “make reasonable efforts to ensure” that the conduct of the 
software vendor (or any other independent service provider that the firm 
utilizes) “is compatible with the professional obligations of the lawyer[s],” 
including the obligation to protect confidential client information reflected 
in Rule 1.6(a). The fact that the vendor will provide technical support and 
updates for its product remotely via the Internet does not alter the 
Committee’s opinion.”    Massachusetts Bar Association Committee on 
Professional Ethics Opinion 2005-04. 
http://www.massbar.org/publications/ethics-opinions/2000-
2009/2005/opinion-05-04  

 
 

iii. Law firm has an obligation to deliver all electronic communications and 
electronic documents of former client maintained in the firm's computer 
network in addition to the physical file.   New Hampshire Bar 
Association Ethics Committee Advisory Opinion #2005-06/03 - 
Obligation to Provide Electronic Material.   
https://www.nhbar.org/legal-links/Ethics-Opinion-2005-06_03.asp 
 

iv. “Vermont attorneys can utilize Software as a Service in connection with 
confidential client information, property, and communications, including 
for storage, processing, transmission, and calendaring of such materials, as 
long as they take reasonable precautions to protect the confidentiality of 
and to ensure access to these materials.”  Vermont Bar Association 
Committee on Professional Responsibility Opinion 2010-06. 
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https://www.vtbar.org/UserFiles/files/Webpages/Attorney%20Resources/a
eopinions/Advisory%20Ethics%20Opinions/advisoryethicssite/2010.htm 
 

 
v. “Payment by a lawyer to a commercial marketing service only after a 

prospective client contacts the lawyer upon receiving a proposal for 
services from the lawyer who has learned of the client's need from the 
marketing service's website does not violate Rule 7.3(f). Under the 
operation of the marketing program the payment is for permitted 
"advertising" rather than prohibited ‘solicitation.’”  Massachusetts Bar 
Association Committee on Professional Ethics Opinion 2014-2 
http://www.massbar.org/publications/ethics-opinions/2010-
2019/2014/opinion-2014-2  
 

vi. With appropriate safeguards, an attorney may utilize remote transcription 
and computer server backup services without violating ethical obligation 
to maintain client confidentiality.  Maine Professional Ethics Commission, 
Opinion 194.  June 30, 2008.  
http://www.mebaroverseers.org/attorney_services/opinion.html?id=86894 
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Cloud Ethics Opinions Around the U.S.

About This Map

Broadly defined, cloud computing (or "Software as a Service") refers to a category of software that's delivered over 
the Internet via a Web browser (like Internet Explorer) rather than installed directly onto the user's computer.  The 
cloud offers certain advantages in terms of minimal upfront costs, flexibility and mobility, and ease of use.  

Because cloud computing  places data--including client data--on remote servers outside of the lawyer's direct control, 
it has given rise to some concerns regarding its acceptability under applicable ethics rules.

Learn more about cloud computing in our brief overview.

Opinion Summaries

Jurisdiction Permitted? Standard?
Specific 

Requirements or
Recommendations

ALABAMA
Opinion 2010-02

Yes
Reasonable 

Care

• Know how provider handles 
storage/security of data.

• Reasonably ensure 
confidentiality agreement is 
followed.

• Stay abreast of best practice
regarding data safeguards.

ARIZONA**
Opinion 09-04

Yes Reasonable 
Care

• "Reasonable security 
precautions," including 

Home > ABA Groups > Departments & Offices > Legal Technology Resource Center > Resources > Tech 
Overviews & Charts > Cloud Ethics Opinions Around the U.S.

Cloud Ethics Opinions
There's a compelling business case for cloud computing, but can 
lawyers use it ethically? We've compiled these comparison charts 
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password protection, 
encryption, etc.

• Develop or consult someone
with competence in online 
computer security.

• Periodically review security 
measures.

CALIFORNIA
Opinion 2010-179

Yes
Reasonable 

Care

• Evaluate the nature of the 
technology, available securit
precautions, and limitations 
on third-party access.

• Consult an expert if lawyer's
technology expertise is 
lacking.

• Weigh the sensitivity of the 
data, the impact of disclosur
on the client, the urgency of
the situation, and the client'
instructions.

CONNECTICUT
Informal Opinion 

2013-07
Yes

Reasonable 
Care

• Lawyers ownership and acce
to the data must not be 
hindered.

• Security policies and 
processes should segregate 
the lawyer's data to prevent
unauthorized access to the 
data, including by the cloud 
service provider.

FLORIDA
Opinion 12-3

Yes
Reasonable 

Care

• Ensure provider has 
enforceable obligation to 
preserve confidentiality and 
security, and will provide 
notice if served with process

• Investigate provider’s securi
measures

• Guard against reasonably 
foreseeable attempts to 
infiltrate data.

IOWA
Opinion 11-01

Yes
Reasonable 

Care

• Ensure unfettered access to 
your data when it is needed
including removing it upon 
termination of the service.

• Determine the degree of 
protection afforded to the 
data residing within the clou
service.

MAINE
Opinion 207

Yes
Reasonable 

Care

• Ensure firm technology in 
general meets professional 
responsibility constraints.

• Review provider’s terms of 
service and/or service level 
agreements.

• Review provider’s technolog
specifically focusing on 
security and backup.

MASSACHUSETTS
Opinion 12-03 

Yes Reasonable 
Care

• Review (and periodically 
revisit) terms of service, 
restrictions on access to dat
data portability, and vendor
security practices.

• Follow clients' express 
instructions regarding use o
cloud technology to store or
transmit data.

• For particularly sensitive clie
information, obtain client 
approval before 
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storing/transmitting via the 
internet.

NEW 
HAMPSHIRE

Opinion #2012-
13/4

Yes
Reasonable 

Care

• Have a basic understanding 
technology and stay abreast
of changes, including privacy
laws and regulations.

• Consider obtaining client's 
informed consent when 
storing highly confidential 
information.

• Delete data from the cloud 
and return it to the client at 
the conclusion of 
representation or when the 
file must no longer be 
preserved.

• Make a reasonable effort to 
ensure cloud providers 
understand and act in a 
manner compatible with a 
lawyer's professional 
responsibilities.

NEW JERSEY**
Opinion 701

Yes
Reasonable 

Care

• Vendor must have an 
enforceable obligation to 
preserve confidentiality and 
security.

• Use available technology to 
guard against foreseeable 
attempts to infiltrate data..

NEW YORK
Opinion 842

Yes
Reasonable 

Care

• Vendor must have an 
enforceable obligation to 
preserve confidentiality and 
security, and should notify 
lawyer if served with proces
for client data.

• Use available technology to 
guard against foreseeable 
attempts to infiltrate data.

• Investigate vendor security 
practices and periodically 
review to be sure they rema
up-to-date.

• Investigate any potential 
security breaches or lapses 
vendor to ensure client data
was not compromised.

NEVADA
Opinion 33

Yes
Reasonable 

Care

• Chose a vendor that can be 
reasonably relied upon to 
keep client information 
confidential.

• Instruct and require the 
vendor to keep client 
information confidential.

NORTH 
CAROLINA

2011 Formal Ethics 
Opinion 6

Yes
Reasonable 

Care

• Review terms and policies, 
and if necessary re-negotiat
to ensure they're consistent 
with ethical obligations.

• Evaluate vendor's security 
measures and backup 
strategy.

• Ensure data can be retrieved
if vendor shuts down or 
lawyer wishes to cancel 
service.

Yes Reasonable 
Care

• Competently select 
appropriate vendor.
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OHIO
Informal Advisory 
Opinion 2013-03

• Preserve confidentiality and 
safeguard client property.

• Provide reasonable 
supervision of cloud vendor.

• Communicate with the client
as appropriate.

OREGON
Opinion 2011-188

Yes
Reasonable 

Care

• Ensure service agreement 
requires vendor to preserve 
confidentiality and security.

• Require notice in the event 
that lawyer's data is accesse
by a non-authorized party.

• Ensure adequate backup.

• Re-evaluate precautionary 
steps periodically in light of 
advances in technology.

PENNSYLVANIA
Opinion 2011-200

Yes
Reasonable 

Care

• Exercise reasonable care to 
ensure materials stored in th
cloud remain confidential.

• Employ reasonable safeguar
to protect data from breach,
data loss, and other risk.

• See full opinion for 15 point 
list of possible safeguards.

VERMONT
Opinion 2010-6

Yes
Reasonable 

Care

• Take reasonable precautions
to ensure client data is secu
and accessible.

• Consider whether certain 
types of data (e.g. wills) mu
be retained in original paper
format.

• Discuss appropriateness of 
cloud storage with client if 
data is especially sensitive 
(e.g. trade secrets).

VIRGINIA
Legal Ethics 

Opinion 1872
Yes

Reasonable 
Care

• Exercise care in selection of 
the vendor.

• Have a reasonable 
expectation the vendor will 
keep data confidential and 
inaccessible.

• Instruct the vendor to 
preserve the confidentiality 
information.

WASHINGTON**
Advisory Opinion 

2215
Yes

Reasonable 
Care

• Conduct a due diligence 
investigation of any potentia
provider.

• Stay abreast of changes in 
technology.

• Review providers security 
procedures periodically.

* Note that in most opinions, the specific steps or factors listed are intended as non-binding recommendations or suggestions. 
Best practices may evolve depending on the sensitivity of the data or changes in the technology.

** These opinions address issues which aren't directly labled cloud computing or software as a service, but which share similar 
technology (e.g.. online backup and file storage).

Disclaimer

See an error? Are we missing an opinion? Let us know.

Feedback
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Approved June 19, 2013

Informal Opinion 2013-07
Cloud Computing

The question addressed in this Opinion is whether it is permissible under the Rules of
Professional Responsibility for a lawyer to use cloud computing in the practice of law.

Technological change tends to outpace the law. There is a great deal being written about
cloud computing every day. This opinion is a starting point for issues raised by a lawyer's use of
cloud computing, but the field wi l l continue to develop and due diligence wil l require a lawyer to
keep pace with emerging standards. For the purpose of this opinion, cloud computing includes
the storage, transmission, and processing of data (client information) using shared computer
facilities owned or leased by a third party service provider. The facilities and services are
typically accessed over the internet by means of different networked devices including
computers, tablets, laptops, smart phones, and other devices.1

In a familiar model, a user may be provided with applications referred to as Software as
Service ("SAAS"), that operate on a cloud infrastructure which may be located at remotes sites
in and outside of Connecticut, including foreign countries. The cloud service provider owns or
leases the data processing equipment and the information technology and also manages the
system. In the modality which this Opinion addresses - called public cloud computing - the use
of the online computer resources is shared with  members of the  In related
activities, a user may entrust data for online storage only (i.e., by using such vendors as are
located at mozy.com and cabonite.com) and for online transmission (email via vendors such as
aol.com, yahoo.com, gmail.com, outlook.com, etc.). Cloud computing has been the subject of a 
great deal of commentary; attempts to describe cloud computing have been problematic because
cloud computing is not a single kind of system, but instead spans a spectrum of underlying
technologies, configuration possibilities, service models, and deployment models.3

Cloud computing can provide significant economy and technological benefit for the user
compared to what is financially available through the ownership or lease of equipment, direct
license of software, and hired information technology personnel. The cloud service providers
tend to use a "pay-as-you-go" billing format that offers enormous advantages for users with

 See National Institute of Standards and Technology, U.S. Department of Commerce, Special Publication #800-145
(September
 Deployment models include private cloud, community cloud, public cloud, and hybrid cloud infrastructures.
#800-145.
 National Institute of Standards and Technology, U.S. Department of Commerce, Special Publication #800-146
(May 2012) and Special Publication #800-144 (December

1
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limited or irregular cash flow. With cloud computing, a user has the option to create a virtual
office with only limited ownership of data processing, transmission, and data storage equipment.

The ultimate responsibility for insuring the privacy and security of the data resides with
the user purchasing the cloud services. While much of the physical, technical, and
administrative safeguards are handled by the cloud service provider, the user wil l still retain
responsibility for a significant portion of these safeguards.

Ordinarily the cloud service provider offers an agreement to a user, which may be called
Service Level Agreement ("SLA") or Terms of Service. The terms of such agreements can vary
amongst the different service providers, and different terms have different impacts on a lawyer's
obligations under applicable law and Rules of Professional Responsibility; this Opinion is
limited to discussion of the Connecticut-licensed lawyer's obligations under the Connecticut
Rules of Professional Responsibility when using cloud computing.

The privilege of practicing law comes with professional obligations and those obligations
extend to the use of technology. Rule 1.1 Official Commentary (effective [month, year])
expressly provides that in order "to maintain the requisite knowledge and skill, a lawyer should
keep abreast of changes in the law and its practice, including the benefits and risks associated
with relevant technology . . . . " Lawyers who use cloud computing have a duty to understand its
potential impact on their obligations under applicable law and under the Rules of Professional
Responsibility. I f a lawyer is unable to meet these obligations when using a given type of
technology or service provider, the lawyer should not use the technology or the service provider.
In order to determine whether use of a particular technology or hiring a certain particular service
provider is consistent or compliant with the lawyer's professional obligations, a lawyer must
engage in due diligence.

Lawyers have professional obligations which include the duty to preserve client
information (Rules 1.6 and Rule 1.15) as well as the duty to comply with and respond to
legitimate inquiry from disciplinary authorities. Rule  and Practice Book §2-27(c). The
issue of how a lawyer stores and processes business records affects the lawyer's ability to
discharge these duties. Modern technologies allow for data to be processed, transmitted, and
stored some place other than a lawyer's workplace. Lawyers' remote storage of data is not a new
phenomenon; lawyers have been using off-site storage providers for many years, and the issues
remain the same whether tangible records are stored in a "brick-and-mortar" warehouse or
intangible data is stored on third party servers.

Rule 1.6 of the Rules of Professional Conduct governs the confidentiality of client
information. In relevant part, Rule 1.6(a) provides that "a lawyer shall not reveal confidential
information relating to the representation of a client unless the client consents after consultation . 
. . . " The duty of confidentiality imposed by Rule 1.6(e) (effective January 1, 2014) requires a 
lawyer to avoid using means or methods of holding and delivering data that present an
unreasonable risk of unintended disclosure to and access by unauthorized third parties. The duty
of confidentiality described in Rule  is rigid but tempered by the recognition that even when a 
lawyer acts competently to preserve the confidentiality of the data, reasonable safeguards some
times fail:

The unauthorized access to, or the inadvertent or unauthorized

2
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disclosure of, information relating to the representation of a client
does not constitute a violation of subsection (c) i f the lawyer has
made reasonable efforts to prevent the access or disclosure. Factors
to be considered in determining the reasonableness of the lawyer's
efforts include, but are not limited to, the sensitivity of the
information, the likelihood of disclosure i f additional safeguards
are not employed, the cost of employing additional safeguards, the
difficulty of implementing the safeguards, and the extent to which
the safeguards adversely affect the lawyer's ability to represent
clients (e.g., by making a device or important piece of software
excessively difficult to use). A client may require the lawyer to
implement special security measures not required by this Rule or
may give informed consent to forgo security measures that would
otherwise be required by this Rule. Whether a lawyer may be
required to take additional steps to safeguard a client's information
in order to comply with other law, such as state and federal laws
that govern data privacy or that impose notification requirements
upon the loss of, or unauthorized access to, electronic information,
is beyond the scope of these Rules.

Rule 1.6, Official Commentary (effective January 1, 2014).

This Committee previously addressed issues of client confidentiality presented by a 
lawyer's use of the Internet and remote access capabilities in Informal Opinion 99-52, in which
the Committee concluded that a lawyer's use of unencrypted internet email to engage in
communication with a client did not violate Rule 1.6(a) in ordinary circumstances. However:

[I]f circumstances exist which would place a lawyer on notice that
there is a greater than ordinary risk of interception or unauthorized
disclosure (such as an email "mailbox" which is accessible to
persons other than the intended recipient), regardless of the relative
sophistication of the email recipient, use of email to transmit
confidential information without the express authorization and
consent of the client would be unwise and unethical.

In a similar fashion, where the information sought to be
communicated is of an extraordinary sensitive or highly
confidential nature, such that any unauthorized disclosure could
cause serious injury to the interests of the client, the lawyer should
choose a means of communication that provides a level of security
proportional to the heightened need to avoid any threat of
disclosure of the information. Because of this, the consent of the
client should be obtained before transmitting any email containing
information of an extraordinarily sensitive or highly confidential
nature, just as a wise and prudent lawyer would obtain the consent
of the client before communicating significant, consequential, and
extremely sensitive privileged matters through telephone lines, fax
machines, or even regular mail.

3
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Informal Opinion 99-52.

While the specific technology examined by the Committee in  (for Informal Opinion
99-52) might now be obsolete, the need for a lawyer to thoughtfully and thoroughly evaluate the
risks presented by the use of current technology remains as vital as ever. The Rules permit a 
lawyer to use the Internet to transmit, store and process data using shared computer facilities
from the reasonably reliable cloud service provider as long as the lawyer undertakes reasonable
efforts to prevent unauthorized access to or disclosure of such data. As considered by this
Committee in  the lawyer's efforts must be commensurate with the risk presented. The
lawyer should be satisfied that the cloud service provider's (1) transmission, storage and
possession of the data does not diminish the lawyer's ownership of and unfettered accessibility to
the data, and (2) security policies and mechanisms to segregate the lawyer's data and prevent
unauthorized access to the data by others including the cloud service provider.4

The lawyer's obligations regarding the security for such data are not independent from
but consistent with Rule  which requires that property of clients and third persons which the
lawyer receives should be "appropriately safeguarded." Client property in the context of Rule

 generally includes files, information and documents including those existing electronically.
Appropriate safeguards wil l vary depending on the nature and sensitivity of the property. Rule

 provides in relevant part:

(b) A lawyer shall hold property of clients and third persons that is
in a lawyer's possession in connection with a representation
separate from the lawyer's own property. . . . Other property shall
be identified as such and appropriately safeguarded.

Further, the lawyer using cloud computing must ensure the service provider's conduct is
compatible with the professional obligations of the lawyer. Rule 5.3 addresses the lawyer's
responsibilities regarding nonlawyer assistants and states:

With respect to a nonlawyer employed or retained by or associated with a lawyer:
(1) A partner and a lawyer who individually or together with other lawyers
possesses comparable managerial authority in a law  shall make reasonable
efforts to ensure that the  has in effect measures giving reasonable assurance
that the person's conduct is compatible with the professional obligations of the
lawyer.
(2) A lawyer having direct supervisory authority over the nonlawyer shall make
reasonable efforts to ensure that the person's conduct is compatible with the
professional obligations of the lawyer; and
(3) A lawyer shall be responsible for conduct of such a person that would be a 
violation of the Rules of Professional Conduct i f engaged in by a lawyer if: (A)
the lawyer orders or, with the knowledge of the specific conduct, ratifies the
conduct involved; or (B) the lawyer is a partner or has comparable managerial
authority in the law  in which the person is employed, or has direct
supervisory authority over the person, and in either case knows of the conduct at a 

Many service providers offer different levels of service. Free services provide fewer security and other protections
than do paid services. As of the date of this Opinion, the "pro" versions of software and web services generally
provide greater protections.

4
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time when its consequences can be avoided or mitigated but fails to take
reasonable remedial action.

Cloud computing online outsourcing is subject to Rule 5.1 and Rule 5.3 governing the
supervision of those who are hired by and associated with the lawyer. Therefore, a lawyer must
ensure that tasks are delegated to competent and reliable people and organizations. This means
that the lawyer outsourcing cloud computing tasks (of transmitting, storing and processing data)
must exercise reasonable efforts to select a cloud service provider whose conduct is compatible
with the professional obligations of the lawyer and is able to limit authorized access to the data,
ensure that the data is preserved ("backed up"), reasonably available to the lawyer, and
reasonably safe from unauthorized intrusion.

In summary, the use of cloud computing is a growing trend in many industries and
professions, including law. Lawyers may use cloud services in their practice to promote mobility,
flexibility, organization and efficiency. However, lawyers must be conscientious to comply with
the duties imposed by the Rules to knowledgeably and competently maintain confidentiality and
supervisory standards. The Rules require that lawyers make reasonable efforts to meet their
obligations to preserve the confidentiality of client information and to confirm that any third-
party service provider is likewise obligated.5

THE  ON PROFESSIONAL ETHICS

By
'

 As  date of this Opinion, other states have uniformly concluded that cloud computing, as generally defined, is
ethically permissible as long as reasonable care is used by the lawyer to ensure access to and the security of the
information stored. E.g., AL Ethics Op. 2010-2; AZ Bar Ethics Op. 09-04 (2009); CA Ethics Op. 2010-179; FL Bar
Ethics Op. 06-1 (2006); IA Ethics  IL Bar Ethics Op. 10-01 (2009); MA Bar Ethics Op. 12-03
(2012); ME Bar Ethics Op. 194 (2008); NH Bar Ethics Op. 2012-13/4 (2012); NC Bar Ethics Op. 6  ND Bar
Ethics Op. 99-03; NJ Bar Ethics Op. 107 (2006); NV Bar Ethics Op. 33 (2006); NY State Bar Ethics Op. 842
(2010);  Bar Ethics Op. 2011-188 (2011); PA Bar Ethics Op. 2011-200 (2011); VAEthics Op. 1818 (2005); VT
Ethics Op. 2003-03 (2003).

5



248

2015 Northeast BaNkruptcy coNfereNce

Board of Overseers of the Bar

Home → Attorney Services → Ethics Opinions → Opinion

Issued by the Professional Ethics Commission

Date Issued: January 8, 2013

Question

Is it ethical for Maine attorneys to use cloud computing and storage for client matters?

Answer

Yes, assuming safeguards are in place to ensure that the attorney’s use of this technology does not result in the violation of

any of the attorney’s obligations under the various Maine Rules of Professional Conduct. While the technology is

perpetually renewing and reinventing itself, cloud computing triggers the same ethical obligations that lawyers always

have owed to their clients. With the expansion of remote data storage and processing services comes the need to observe

the same, previously established ethical obligations attorneys always have followed in caring for client information.

So-called “cloud computing” includes any software and/or hardware package that allows a lawyer to transmit,

manipulate, store, and retrieve data off the lawyer’s premises – in the proverbial clouds – rather than on the hard drive

seated at the lawyer’s office. It includes platforms like web-based e-mail, online data storage, software-as-a-service

(“SaaS”), platform-as-a-service (“PaaS”), infrastructure-as-a-service (“IaaS”), Amazon Elastic Cloud Compute (“Amazon

EC2”), and Google Docs, to name but a few examples.

The American Bar Association (“ABA”) canvassed the decisions of state ethics bodies across the nation and listed Maine

as one of 13 states to have considered and formally approved attorney use of cloud computing and storage.

http://www.americanbar.org/groups/departmentsoffices/legaltechnologyresources/resources/chartsfyis/cloud-ethics-

chart.html December 21, 2012. The ABA cited Opinion #194 and noted that the Maine Professional Ethics Commission

did not squarely address the cloud in that Opinion, but addressed issues similar enough to cover the ethical implications

of using cloud computing and storage too. In a recent “Enduring Ethics Opinion” email, the Commission noted that

Opinion #194 remained a proper opinion under the Maine Rules of Professional Conduct, even though it was rendered

under the former Bar Rules. The Commission further observed that the conclusion reached in Opinion #194 translates to

cloud computing and storage, just as the ABA had suggested. However, at the request of Maine attorneys, the Commission

has now elected to remove any uncertainty at this point by squarely and formally addressing the issue.

There is another Opinion of the Maine Professional Ethics Commission that should be considered as a precursor to

Opinion #194 and this Opinion. Prompted by the increasing shift from paper hardcopies to electronic data, the

Commission issued Opinion #183 on January 28, 2004. The Opinion answered the question whether an attorney is

obligated to keep a paper copy of correspondence if that correspondence is converted to an electronic format and stored

on a computer. Analyzing then applicable Maine Bar Rules 3.5(a) and 3.6(a) & (e) and Opinions #74 & #120, the

Commission concluded that the ethics rules did not require the attorney to retain a paper copy in addition to the

electronic one, but only if certain conditions are met. Those conditions generally ensure that the electronic format does

not make the correspondence any less accessible to the client than a paper document. Note, however, that M. R. Prof.

Conduct 1.15(f) states that there is an obligation now to retain and safeguard client records that have “intrinsic value in

the particular version, such as original signed documents,” rather than destroy them after conversion to an electronic

format.

Four years later, in 2008, the Commission addressed in Opinion #194 the ethics of transmitting electronic recordings –

presumably the lawyer’s dictated correspondence, briefs and the like about the client’s confidential information – for

off-site transcription and transferring client files in the form of the electronic data off-site for backup storage. The

Commission relied on then applicable Maine Bar Rules 3.6(a) & (h) and 3.13(c), as well as Opinions #74 & #134, to

conclude that “with appropriate safeguards, an attorney may utilize transcription and computer server backup services

Board of Overseers of the Bar: Attorney Services - Ethics Opinions - Opinionhttp://www.mebaroverseers.org/attorney_services/opinion.html?id=478397

1 of 4 5/7/2015 10:11 AM



AmericAn BAnkruptcy institute

249

remote from both the attorney’s direct control or supervision without violating the attorney’s ethical obligation to

maintain client confidentiality.” The 2008 version of Maine Bar Rule 3.6(a) & (h) can be found in current Maine

Professional Conduct Rules 1.1 and 1.6, and former Maine Bar Rule 3.13(c) translates to current Maine Professional

Conduct Rule 5.3.

What changes with evolving technology like cloud computing is not the overriding ethical constraints on counsel, but how

those constraints are satisfied with respect to new challenges presented by that technology. Commentators on the ethics

implications of cloud computing and the Maine Rules of Professional Conduct themselves reveal several rules implicated

by the use of this technology:

• Rule 1.1 (competence)

• Rule 1.3 (diligence)

• Rule 1.4 (communications with client)

• Rule 1.6 (confidentiality)

• Rule 1.15 (safeguarding client property)

• Rule 1.16 (terminating representation)

• Rule 1.17 (sale of practice)

• Rule 5.3 (supervision of third parties)

Ethics commissions in other jurisdictions and legal scholars have written extensively on the nuts and bolts of acting

ethically with cloud computing, including providing checklists for practitioners. See, e.g., Pennsylvania Formal Opinion

2011-200; North Carolina 2011 Formal Opinion #6 (January 27, 2012); The American Bar Association, “Ethical

Challenges on the Horizon: Confidentiality, Competence, and Cloud Computing,” 2012. For the purposes of this Opinion,

some of the more salient safeguards Maine counsel should adopt in an effort to satisfy the Maine Rules of Professional

Conduct in connection with cloud usage include several internal policies and procedures:

backing up data to allow the firm to restore data that has been lost, corrupted, or accidentally deleted;1.

installing a firewall to limit access to the firm’s network;2.

limiting information that is provided to others to what is required, needed, or requested;3.

avoiding inadvertent disclosure of information;4.

verifying the identity of individuals to whom the attorney provides confidential information;5. 

refusing to disclose confidential information to unauthorized individuals (including family members

and friends) without client permission;

6.

protecting electronic records containing confidential data, including backups, by encrypting the

confidential data;

7.

implementing electronic audit trail procedures to monitor who is accessing the data;8. 

creating plans to address security breaches, including the identification of persons to be notified about

any known or suspected security breach involving confidential data; and

9.

educating and training employees of the firm who use cloud computing to abide by all end-user

security measures, including, but not limited to, the creation of strong passwords and the regular

replacement of passwords.

10.

See Pennsylvania Formal Opinion 2011-200.

In dealing with third-party vendors of cloud computing services or hardware, additional safeguards Maine counsel should

adopt include the following considerations made relevant by the Maine Rules of Professional Conduct.

Board of Overseers of the Bar: Attorney Services - Ethics Opinions - Opinionhttp://www.mebaroverseers.org/attorney_services/opinion.html?id=478397
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Inclusion in the [cloud computing] . . . vendor’s Terms of Service or Service Level Agreement, or in a

separate agreement between the [cloud computing] . . . vendor and the lawyer or law firm, of an

agreement on how the vendor will handle confidential client information in keeping with the lawyer’s

professional responsibilities.

1.

If the lawyer terminates use of the [cloud computing] . . . product, the [cloud computing] . . . vendor

goes out of business, or the service otherwise has a break in continuity, the law firm will have a method

for retrieving the data, the data will be available in a non-proprietary format that the law firm can

access, or the firm will have access to the vendor’s software or source code.

2.

The [cloud computing] . . . vendor is contractually required to return or destroy the hosted data

promptly at the request of the law firm.

3.

Careful review of the terms of the law firm’s user or license agreement with the [cloud computing] . . .

vendor including the security policy.

4.

Evaluation of the [cloud computing] . . . vendor’s (or any third party data hosting company’s) measures

for safeguarding the security and confidentiality of stored data including, but not limited to, firewalls,

encryption techniques, socket security features, and intrusion-detection systems.

5. 

Evaluation of the extent to which the [cloud computing] . . . vendor backs up hosted data.6.

North Carolina 2011 Formal Opinion #6 (January 27, 2012)(internal citations omitted).

More specifically, the attorney should ensure that the vendor of cloud computing services or hardware

explicitly agrees that it has no ownership or security interest in the data;1.

has an enforceable obligation to preserve security;2.

will notify the lawyer if requested to produce data to a third party, and provide the lawyer with the

ability to respond to the request before the provider produces the requested information;

3.

has technology built to withstand a reasonably foreseeable attempt to infiltrate data, including

penetration testing;

4.

provides the firm with the right to audit the provider’s security procedures and to obtain copies of any

security audits performed;

5. 

will host the firm’s data only within a specified geographic area. If the data is hosted outside of the

United States, the law firm must determine that the hosting jurisdiction has privacy laws, data security

laws, and protections against unlawful search and seizure that are as rigorous as those of the United

States and Maine;

6.

provides the ability for the law firm, on demand, to get data from the vendor’s or third-party data

hosting company’s servers for the firm’s own use or for in-house backup.

7.

See Pennsylvania Formal Opinion 2011-200.

These lists are not intended to be exhaustive or to convey a “safe harbor” for counsel in all instances of cloud computing.

The proprietary cloud options available and the dynamic nature of the technology make it impossible to list criteria that

apply to all situations for all time. The North Carolina Ethics Committee aptly articulated the measure of an attorney’s

appropriately discharging all professional ethical duties owed to the client while using cloud technologies:

[W]hile the duty of confidentiality applies to lawyers who choose to use technology to communicate, “this

obligation does not require that a lawyer use only infallibly secure methods of communication.” RPC 215.

Rather, the lawyer must use reasonable care to select a mode of communication that, in light of the

circumstances, will best protect confidential client information and the lawyer must advise effected parties if

there is reason to believe that the chosen communications technology presents an unreasonable risk to

confidentiality.
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* * *

In light of the above, the Ethics Committee concludes that a law firm may use [cloud computing] . . . if

reasonable care is taken to minimize the risks of inadvertent disclosure of confidential information and to

protect the security of client information and client files. A lawyer must fulfill the duties to protect

confidential client information and to safeguard client files by applying the same diligence and competency to

manage the risks of [cloud computing] . . . that the lawyer is required to apply when representing clients.

North Carolina 2011 Formal Opinion #6 (January 27, 2012).

Furthermore, the reasonable care standard for ethical conduct requires attorneys’ periodic education on computer

technology as it changes and as it is challenged by and reacts to additional indirect factors such as third party hackers or

technical failures.

Enduring Ethics Opinion

Credits

Copyright © 2013
All rights reserved.
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Opinion 12-03
Summary: A lawyer generally may store and synchronize electronic work files containing confidential client information across different platforms and
devices using an Internet based storage solution, such as "Google docs," so long as the lawyer undertakes reasonable efforts to ensure that the
provider's terms of use and data privacy policies, practices and procedures are compatible with the lawyer's professional obligations, including the
obligation to protect confidential client information reflected in Rule 1.6(a). A lawyer remains bound, however, to follow an express instruction from his
or her client that the client's confidential information not be stored or transmitted by means of the Internet, and all lawyers should refrain from storing
or transmitting particularly sensitive client information by means of the Internet without first obtaining the client's express consent to do so.

Facts: A lawyer ("Lawyer") wishes to store and synchronize the electronic work files that he creates in the course of his law practice across multiple
computers and devices (e.g., smartphones, iPads, etc.) so that he can access them remotely. Some of the work files contain privileged or other
confidential client information. Lawyer is considering several potential solutions to address his needs, including storing and synchronizing his
electronic files remotely using a third-party service that is accessible through the Internet, such as "Google docs." As described by Google, Google
docs is a private service that permits users to store their documents and other data on Google's servers and access that information remotely over the
Internet using multiple devices and platforms. Numerous other "cloud" based storage options, such as Microsoft's "Windows Azure," Apple's "iCloud,"
and Amazon.com's "S3" service, exist. The issue presented is whether it would violate Lawyer's obligations under the Massachusetts Rules of
Professional Conduct to store confidential client information using Google docs or some other Internet based storage solution, and to synchronize his
computers and other devices that contain or access such information over the Internet.

Discussion: Rule 1.6 of the Massachusetts Rules of Professional Conduct governs the confidentiality of client information. Subsection (a) of Rule 1.6
provides, in relevant part, that "[a] lawyer shall not reveal confidential information relating to the representation of a client unless the client consents
after consultation...." The duty of confidentiality dictated by Rule 1.6 (as well as other rules) imposes upon Lawyer the obligation to avoid using means
of communication with the client that pose an unreasonable risk of inadvertent disclosure to third persons.

In this context, the question posed is whether Lawyer's use of Google docs or another Internet based data storage service provider, which carries with
it a small, but genuine risk of unauthorized access or interception, presents an unreasonable risk of inadvertent disclosure and, therefore, violates
Rule 1.6(a).

The Committee on Professional Ethics previously has addressed issues of client confidentiality posed by a lawyer's use of the Internet and remote
access capabilities. For example, in Opinion 00-01, the Committee concluded that a lawyer's use of unencrypted Internet e-mail to engage in
confidential communications with his or her client does not violate Massachusetts Rule of Professional Conduct 1.6(a) in ordinary circumstances. We
said, in relevant part,

[i]t is the Committee's opinion that the use of unencrypted Internet e-mail for the purpose of transmitting confidential or privileged client
communications does not, in most instances, constitute a violation of any applicable ethical rule, including Rule 1.6. The Committee
reaches this conclusion primarily because it believes that both the lawyer and the client typically have a reasonable expectation that
such communications will remain legally and effectively private. See, e.g., 18 U.S.C.A. 2510, et seq. (the "Electronic Communications
Privacy Act"). The technological possibility that a privileged or confidential e-mail communication could be intercepted in disregard of
federal law does not diminish that expectation. Other standard forms of communication, including the telephone and the United States
mail, also carry with them some risk of interception. Legal prohibitions on the interception of private telephone calls and letters, however,
generally provide protection against unauthorized disclosure sufficient to make those means of communication reasonably secure for
purposes of Rule 1.6(a). The Committee believes that, in light of statutes such as the Electronic Communications Privacy Act, the same
reasoning now applies to unencrypted Internet e-mail.

Similarly, in Opinion 05-04, the Committee concluded that a law firm may provide a third-party software vendor with remote access to confidential
client information stored on the firm's computers for the purpose of allowing the vendor to support and maintain a computer software application
utilized by the law firm so long as the law firm undertakes "reasonable efforts" to ensure that the conduct of the software vendor "is compatible with
the professional obligations of the lawyer[s]," including the obligation to protect confidential client information reflected in Rule 1.6(a). The Committee
stated that "reasonable efforts" in the circumstances would include, among other things,

(a) notifying the vendor of the confidential nature of the information stored on the firm's servers and in its document database;
(b) examining the vendor's existing policies and procedures with respect to the handling of confidential information; (c) obtaining written
assurance from the vendor that confidential client information on the firm's computer system will only [be] utilized solely for technical
support purposes and will be accessed only on an "as needed" basis; (d) obtaining written assurance from the vendor that the
confidentiality of all client information will be respected and preserved by the vendor and its employees; and (e) drafting and agreeing
upon additional procedures for protecting any particularly sensitive client information that may reside on the firm's computer system, to
the extent necessary.

The Committee believes that the reasoning set forth in Opinion 00-01 and Opinion 05-04 generally would allow Lawyer also to use Google docs or
some other Internet based data storage service provider to store confidential client information, and to synchronize data using that provider over the
Internet. More specifically, the Committee believes that the use of an Internet based service provider to store confidential client information would not
violate Massachusetts Rule of Professional Conduct 1.6(a) in ordinary circumstances so long as Lawyer undertakes reasonable efforts to ensure that
the provider's data privacy policies, practices and procedures are compatible with Lawyer's professional obligations, including the obligation to protect
confidential client information reflected in Rule 1.6(a). "Reasonable efforts" by Lawyer with respect to such a provider would include, in the
Committee's opinion:

Massachusetts Bar Association : Opinion 12-03 http://www.massbar.org/publications/ethics-opinions/2010-2019/2012/op...

1 of 2 5/7/2015 10:02 AM



AmericAn BAnkruptcy institute

253

(a) examining the provider's terms of use and written policies and procedures with respect to data privacy and the handling of
confidential information;

(b) ensuring that the provider's terms of use and written policies and procedures prohibit unauthorized access to data stored on the
provider's system, including access by the provider itself for any purpose other than conveying or displaying the data to authorized
users;

(c) ensuring that the provider's terms of use and written policies and procedures, as well as its functional capabilities, give the Lawyer
reasonable access to, and control over, the data stored on the provider's system in the event that the Lawyer's relationship with the
provider is interrupted for any reason (e.g., if the storage provider ceases operations or shuts off the Lawyer's account, either
temporarily or permanently);

(d) examining the provider's existing practices (including data encryption, password protection, and system back ups) and available
service history (including reports of known security breaches or "holes") to reasonably ensure that data stored on the provider's system
actually will remain confidential, and will not be intentionally or inadvertently disclosed or lost; and

(e) periodically revisiting and reexamining the provider's policies, practices and procedures to ensure that they remain compatible with
Lawyer's professional obligations to protect confidential client information reflected in Rule 1.6(a).

Consistent with its prior opinions, the Committee further believes that Lawyer remains bound to follow an express instruction from his client that the
client's confidential information not be stored or transmitted by means of the Internet, and that he should refrain from storing or transmitting
particularly sensitive client information by means of the Internet without first seeking and obtaining the client's express consent to do so.[1]

Applying its conclusions to Google docs, Lawyer's proposed Internet based data storage solution, the Committee observes that Google has adopted
written terms of service and a privacy policy for users of Google docs (see generally http://www.google.com/google-d-s/terms.html) that reference and
incorporate various other Google policies. Among other things, Google represents that data stored on Google docs is "private" and "password
protected," but can be voluntarily shared by the user with others or published to the World Wide Web. The Committee further observes that Google
docs and other Internet based storage solutions, like many, if not most, remotely accessible software systems and computer networks, are not
immune from attack by unauthorized persons or other forms of security breaches. See, e.g., "How Safe Are Your Google Docs", found at
http://www.odesk.com/blog/2010/05/how-safe-are-your-google-docs; and "Can You Trust Your Data To Amazon, Other Storage Cloud Providers?",
found at http://www.networkworld.com/supp/2008/ndc3/051908-cloud-storage.html.

The foregoing policies, protections and resources are referenced by the Committee solely for informational purposes. Ultimately, the question of
whether the use of Google docs, or any other Internet based data storage service provider, is compatible with Lawyer's ethical obligation to protect his
clients' confidential information is one that Lawyer must answer for himself based on the criteria set forth in this opinion, the information that he is
reasonably able to obtain regarding the relative security of the various alternatives that are available, and his own sound professional judgment.

This opinion was approved for publication by the Massachusetts Bar Association's House of Delegates on May 17, 2012.

[1] The American Bar Association and the bar associations of various states also have addressed the ethical implications of using Internet-based
software and data storage services, either formally or provisionally.  See, e.g., American Bar Assoc. Commission on Ethics 20/20 "Issues Paper
Concerning Client Confidentiality and Lawyers' Use of Technology," dated September 20, 2010; New York State Bar Association Committee on
Professional Ethics Opinion 842, dated September 10, 2010; California State Bar Standing Committee on Professional Responsibility and Conduct
Proposed Formal Opinion Interim No. 08-0002, approved for public comment in August 2010; Iowa State Bar Association Committee on Ethics and
Practice Guidelines Opinion 11-01, dated September 9, 2011; and North Carolina State Bar Ethics Committee Proposed 2011 Formal Ethics Opinion
6, dated October 20, 2011.
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Ethics Committee Advisory Opinion #2012-13/4
The Use of Cloud Computing in the Practice of Law

By the NHBA Ethics Committee
This opinion was submitted for publication by the NHBA Board of Governors at its February 21, 2013 meeting.

RULE REFERENCES:
   Rule 1.0(e)
   Rule 1.1
   Rule 1.6
   Rule 1.15
   Rule 2.1
   Rule 5.3

SUBJECTS:
   Informed Consent
   Competence
   Confidentiality of Information
   Safekeeping Property
   Responsibilities Regarding Nonlawyer Assistants

ANNOTATION

The internet has changed the practice of law in many ways, including how data is stored and accessed. "Cloud
computing" can be an economical and efficient way to store and use data. However, a lawyer who uses cloud
computing must be aware of its effect on the lawyer's professional responsibilities. The NHBA Ethics Committee
adopts the consensus among states that a lawyer may use cloud computing consistent with his or her ethical
obligations, as long as the lawyer takes reasonable steps to ensure that sensitive client information remains
confidential.

INTRODUCTION

As technology becomes more pervasive in the practice of law, lawyers encounter cloud computing. Cloud
computing is the storage of data and the ability to run applications on remote servers over the Internet, rather than
on a desktop computer or a server in a law office. Cloud computing is already a part of many devices and services
which lawyers use, including smart phones, stored emails, and online data storage services such as Google
Docs, Microsoft Office 365, and DropBox.1

Cloud computing offers many benefits. Typically, it is purchased on a subscription basis, usually for a monthly fee,
which reduces upfront licensing costs.2 The provider takes over the responsibility for keeping up with new
technology and software updates, while the lawyer enjoys access to all the data stored in the cloud from any
location which has Internet access. Increased mobility and accessibility, however, may come with the loss of
immediate control over the stored or transmitted data. Like any middleman, the provider of cloud computing adds
a layer of risk between the lawyer and sensitive client information.

A lawyer who uses cloud computing should therefore be aware of its effect on the lawyer's professional
responsibilities. The consensus among states is that a lawyer may use cloud computing consistent with his or her
ethical obligations. To date, every state bar association that has issued an opinion on using cloud computing has
said that it is permissible, as long as the lawyer takes reasonable steps to ensure that sensitive client information
remains confidential.3 Several rules are implicated by the use of cloud computing. This opinion discusses cloud
computing, but not emails. The two are separate and raise different issues. As explained in the Pennsylvania Bar
Association's opinion on cloud computing, email presents unique risks and challenges which must be addressed
and mitigated separately: these include "confidentiality, authenticity, integrity, misdirection or forwarding,
permanence (wanted e-mail may become lost and unwanted e-mail may remain accessible even if deleted), and
malware."4

Rule 1.1. Competence
A lawyer must provide competent legal representation, and minimal competence requires a lawyer to perform the
techniques of practice with skill. Rule 1.1 (b) (2). Techniques of practice include the way a client's information and
the lawyer's work product are maintained, stored, and organized.5 As the revised Comment [6] to the ABA Model
Rule 1.1 states, a lawyer must "keep abreast of changes in the law and its practice, including the benefits or risks
associated with relevant technology."6 The comment was revised recently in response to "the sometimes
bewildering pace of technological change," including cloud computing.7 A competent lawyer using cloud
computing must understand and guard against the risks inherent in it.

There is no hard and fast rule as to what a lawyer must do with respect to each client when using cloud
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computing. The facts and circumstances of each case, including the type and sensitivity of client information, will
dictate what reasonable protective measures a lawyer must take when using cloud computing. The same
rationale applies to the transmission of metadata, as discussed in NH Bar Ethics Op. 2008-2009/4 on the
disclosure, review, and use of metadata in electronic materials.

Competent lawyers must have a basic understanding of the technologies they use. Furthermore, as technology,
the regulatory framework, and privacy laws keep changing, lawyers should keep abreast of these changes.8

Rule 1.6. Confidentiality of Information and Rule 1.0 (e). Informed Consent
Protecting client confidences is one of the most significant obligations imposed upon lawyers and is the core of
the attorney-client relationship. Rule 1.6(a) states that "[a] lawyer shall not reveal information relating to the
representation of a client[.]" Confidentiality applies not only to matters communicated in confidence by the client,
but also to all information related to the representation, whatever its source. See 2004 ABA Model Rule Comment
[3]. A lawyer may reveal such information if the client gives informed consent or if the disclosure is impliedly
authorized. 9

As cloud computing comes into wider use, storing and transmitting information in the cloud may be deemed an
impliedly authorized disclosure to the provider, so long as the lawyer takes reasonable steps to ensure that the
provider of cloud computing services has adequate safeguards. Recent revisions to Comment [16] to the ABA
Model Rule 1.6 note that "if the lawyer has made reasonable efforts to prevent the access or disclosure" of
confidential information, then the unauthorized access to, or the inadvertent or unauthorized disclosure of, client
information does not constitute a violation of a lawyer's duty of confidentially.10

The comment sets forth a number of "[f]actors to be considered in determining the reasonableness of the lawyer's
efforts" to prevent such unauthorized access or disclosure. These factors "include, but are not limited to, the
sensitivity of the information, the likelihood of disclosure if additional safeguards are not employed, the cost of
employing additional safeguards, the difficulty of implementing the safeguards, and the extent to which the
safeguards adversely affect the lawyer's ability to represent clients (e.g., by making a device or important piece of
software excessively difficult to use)."11

Not all information is alike. For example, where highly sensitive data is involved, it may become necessary to
inform the client of the lawyer's use of cloud computing and to obtain the client's informed consent. "‘Informed
consent' denotes the agreement by a person to a proposed course of conduct after the lawyer has communicated
adequate information and explanation about the material risks of and reasonably available alternatives to the
proposed course of conduct." Rule 1.0 (e). The material risks and reasonably available alternatives will of course
vary by client, scope of representation, the sensitivity of the stored or transmitted information, provider, and other
considerations.12 But if the information is highly sensitive, consent of the client to use cloud computing may be
necessary.

Rule 1.15. Safekeeping Property
"Property of clients or third persons which a lawyer is holding in the lawyer's possession," other than funds, "shall
be identified as property of the client, promptly upon receipt, and safeguarded." Rule 1.15(a). The New Hampshire
Supreme Court has held that the contents of a client's file belong to the client and that, upon request, an attorney
must provide the client with the file. Averill v. Cox, 145 N.H. 328, 339 (2000). Electronic communications are also
part of the client's file. NH Bar Ethics Op. 2005-06/3.

Additionally, Rule 1.16(d) of the New Hampshire Rules of Professional Conduct states that, as a condition to
termination of representation, a lawyer shall "surrender[] papers and property to which the client is entitled" and
only "retain papers relating to the client to the extent permitted by law." In the context of cloud computing, the
lawyer must take steps to safeguard data stored in and transmitted through the cloud. What safeguards are
appropriate depends on the nature and sensitivity of the data. More particularly, a lawyer must take reasonable
steps to ensure that electronic data stored in the cloud is secure and available while representing a client. The
data must be returned to the client and deleted from the cloud after representation is concluded or when the
lawyer decides to no longer to preserve the file: in either case, the lawyer must know at all times where sensitive
client information is stored, be it in the cloud or elsewhere.

Rule 5.3. Responsibilities Regarding Nonlawyer Assistants
Cloud computing is a form of outsourcing the storage and transmission of data. What was once a matter of
documents and file cabinets is now online.13 This means that a provider of cloud computing services is, in effect,
a nonlawyer retained by a lawyer. As a result, the lawyer must make reasonable efforts to ensure that the provider
understands and is capable of complying with its obligation to act in a manner compatible with the lawyer's own
professional responsibilities. N.H. Rule 5.3 (a).

The same rationale applies when, instead of directly engaging a cloud computing provider, a lawyer hires an
intermediary, such as an information technology professional or other support staff, to find and engage a provider.
As noted in NH Bar Ethics Op. 2011-12/5, "Lawyers regularly engage companies to provide support services.
Banks hold client funds; telephone companies carry privileged communications; credit card companies facilitate
the payment of bills; computer consultants maintain necessary technology." When engaging a cloud computing
provider or an intermediary who engages such a provider, the responsibility rests with the lawyer to ensure that
the work is performed in a manner consistent with the lawyer's professional duties. Rule 5.3 (a). Additionally,
under Rule 2.1, a lawyer must exercise independent professional judgment in representing a client and cannot
hide behind a hired intermediary and ignore how client information is stored in or transmitted through the cloud.

Thus, a lawyer who uses cloud computing must take reasonable steps to ensure that sensitive client information
remains confidential and secure.14 What these steps are depends on the sensitivity of the transmitted
information.15 It bears repeating that a lawyer's duty is to take reasonable steps to protect confidential client
information, not to become an expert in information technology. When it comes to the use of cloud computing, the
Rules of Professional Conduct do not impose a strict liability standard. As one ethics committee observed, "Such
a guarantee is impossible, and a lawyer can no more guarantee against unauthorized access to electronic
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information than he can guarantee that a burglar will not break into his file room, or that someone will not illegally
intercept his mail or steal a fax."16

Which providers of cloud computing may be used and what security measures the provider must take are beyond
the scope of this opinion. This opinion addresses instead what an attorney may consider when storing data on or
transmitting data through the cloud. For recommendations on which cloud computing services to use, see
American Bar Association, "Delivering Value and Efficiency with Technology: Effectively Collecting and Managing
Data in a Virtual World," p. 12.17 For more information on which factors to consider when choosing a provider of
cloud computing services, see American Bar Association, "Your ABA: Evaluating Cloud-Computing Providers."18

Cloud Computing Considerations:
The issues which an attorney must consider before using a cloud computing service include the following:

Is the provider of cloud computing services a reputable organization?1. 

Does the provider offer robust security measures? Such measures19 must include at a minimum password
protections or other verification procedures limiting access to the data; safeguards such as data back-up
and restoration, a firewall, or encryption; periodic audits by third parties of the provider's security; and
notification procedures in case of a breach.20

2. 

Is the data stored in a format that renders it retrievable as well as secure? Is it stored in a proprietary
format21 and is it promptly and reasonably retrievable by the lawyer in a format acceptable to the client?
See also PA Bar Ethics Op. 2011-200, p. 9. It bears repeating that, if a client requests a copy of her file,
the lawyer has an obligation to provide all files pertinent to representation of that client. NH Bar Ethics Op.
2005-06/3; Averill, 145 N.H. at 339-40.

3. 

Does the provider commingle data belonging to different clients and/or different practitioners such that
retrieval may result in inadvertent disclosure?22

4. 

Do the terms of service state that the provider merely holds a license to the stored data, as for example
Google's do?23 Some providers routinely inform those accessing their service that it is the provider−not
the user −that "owns" the data.24 If the provider owns the stored data, the lawyer may run afoul of Rule
1.15, which requires that the client's property "be identified as property of the client." To comply with Rule
1.15, the provider may not "own" the data stored in the cloud.

5. 

Does the provider have an enforceable obligation to keep the data confidential?6. 

Where are the provider's servers located and what are the privacy laws in effect at that location regarding
unauthorized access, retrieval, and destruction of compromised data?25 If the servers are located in a
foreign country, do the privacy laws of that country reasonably mirror those of the United States? If the
servers are relocated, will the provider notify the lawyer in advance?

7. 

Will the provider retain the data – and, if so, for how long – when the representation ends or the
agreement between the lawyer and provider is terminated for another reason? The data must not be
destroyed immediately and without notice or compromised in case of nonpayment.26

8. 

Do the terms of service obligate the provider to warn the lawyer if information is being subpoenaed by a
third party, where the law permits such notice? Such a provision may be especially timely given that the
Senate Judiciary Committee recently considered, but rejected legislation which would have expanded law
enforcement agencies' access to privately stored data.27

9. 

What is the provider's disaster recovery plan with respect stored data? Is a copy of the digital data stored
on-site?28

10. 

The New Hampshire Ethics Committee concurs with the consensus among states that a lawyer may use cloud
computing in a manner consistent with his or her ethical duties by taking reasonable steps to protect client data.
Granted, a lawyer may not find a provider of cloud computing services whose terms of service address all of the
issues addressed above, but it bears repeating, that while a lawyer need not become an expert in data storage, a
lawyer must remain aware of how and where data is stored and what the service agreement says.29 Although the
New Hampshire Rules of Professional Conduct do not impose a strict liability standard, the duties of confidentiality
and competence are ongoing and not delegable. The requirement of competence means that even when storing
data in the cloud, a lawyer must take reasonable steps to protect client information and cannot allow the storage
and retrieval of data to become nebulous.

ENDNOTES:
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2012). See also PA Bar Ethics Op. 2011-200 and Robinson, Free at What Cost?: Cloud Computing Privacy Under
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2011-188; PA Bar Ethics Op. 2011-200, p. 1; VT Bar Ethics Op. 2003-03; VA Bar Ethics Op. 1818 (2005) .

NHBA - Ethics-Opinion-2012-13_04 https://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_04.asp

3 of 5 5/7/2015 9:59 AM



AmericAn BAnkruptcy institute

257

4 PA Bar Ethics Op. 2011-200, p. 12.

5 PA Bar Ethics Op. 2011-200, p. 4.

6 In 2012, the ABA revised Comment [6] to Rule 1.1. American Bar Association Commission on Ethics 20/20,
Report to the House of Delegates, Resolution, 105A Revised, p. 3 www.americanbar.org (last accessed
December 27, 2012). On behalf of the New Hampshire Supreme Court's Rules Committee, the Bar's Ethics
Commitee is currently reviewing the revision to Comment [6]. The proposed revision has not yet been
recommended to the Rules Committee or adopted by the Supreme Court. New Hampshire Rules of Professional
Conduct (last accessed December 27, 2012).

7 American Bar Association Commission on Ethics 20/20, Introduction and Overview, p. 8.

8 For example, recent Senate amendments to H.R. 2471 (2012) would have amended the Electronic
Communications Privacy Act to permit warrantless searches of emails by a number of federal agencies. The
amendments were introduced and then withdrawn in the face of widespread criticism, but such legislative
uncertainties highlight the need to be aware of changes in technology regulation.

9See NH Bar Ethics Op. 2008-2009/4.

10 American Bar Association Commission on Ethics 20/20, Report to the House of Delegates, Resolution, 105A
Revised, p. 5. On behalf of the New Hampshire Supreme Court's Rules Committee, the Bar's Ethics Commitee is
currently reviewing the revision to Comment [16]. The proposed revision has not yet been recommended to the
Rules Committee or adopted by the Supreme Court. New Hampshire Rules of Professional Conduct (last
accessed December 27, 2012).

11 Id.

12 PA Bar Ethics Op. 2011-200, p. 7; IA Bar Ethics Op. 11-01 (2001), p. 2.

13 PA Bar Ethics Op. 2011-200, p. 7.

14 NH Bar Ethics Op. 2008-2009/4.

15 IA Bar Ethics Op. 11-01 (2001), p. 2.

16 N.J. Advisory Committee on Professional Ethics Op. No. 701 (electronic filing systems).

17www.americanbar.org (members of the New Hampshire Bar may contact the Ethics Committee regarding
access to the article); see also American Bar Association, eLawyering in an Age of Accelerating Technology (last
accessed January 29, 2013).

18 http://www.americanbar.org/newsletter/publications/youraba/201206article12.html (last accessed on December
3, 2012).

19 PA Bar Ethics Op. 2011-200, pp. 8-9.

20 NH law, RSA 359-C:20 (2009), already requires any person doing business in New Hampshire to notify (or
cooperate in notifying) those individuals who are affected by any security breach of unencrypted computerized
data that contains personal information. See, generally, Gallagher, Callahan & Gartrell, New Hampshire Mandates
Data Breach Notification, August 2006, (last accessed on October 23, 2012).

21 Proprietary formats can only be opened by certain programs or applications. For example, Microsoft Word,
which used to save word processing documents in the proprietary .DOC format now saves documents in the
.DOCX format, which is supported by multiple applications. See also PA Bar Ethics Op. 2011-200, p. 9.
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Cloud Computing/Software as a Service for Lawyers

Cloud Computing/Software as a Service for Lawyers

Diligent research, careful crafting of arguments and documents, 
and persuasive advocacy on behalf of a client are all core elements 
of the practice of law. But most attorneys will admit that they 
spend a frustrating portion of their working hours away from those 
duties, focused instead on the mundane but necessary business 
and clerical responsibilities of a working law practice. To handle 
these responsibilities, attorneys turn to specialized software 
developed for the legal industry, including software for case or 
practice management, time and billing, document assembly, and 
trial presentation.

Most legal software follows the traditional software model: 
attorneys purchase the software by license (individually or in bulk) 
and install it onto their computers via disk or download. Data 
created and used by the software is stored on the user's computer 
and often backed up to the firm's central file server. Minor updates 
and security patches are applied occasionally, but for the most part 
the software's functionality remains static. Every few years the 
developer will release a major revision to the software which 
requires a new license -- sometimes available at a reduced 
"upgrade" price point for existing customers.

In recent years, a new software model has emerged: Software as a 
Service (or "SaaS"). SaaS is distinguished from traditional software 
in several ways. Rather than installing the software to your 
computer or the firm's server, SaaS is accessed via a web browser 
(like Internet Explorer or FireFox) over the Internet. Data is stored 
in the vendor's data center rather than on the firm's computers. 
Upgrades and updates, both major and minor, are rolled out 
continuously. And perhaps most importantly, SaaS is usually sold 
on a subscription model, meaning that users pay a monthly fee 
rather than purchasing a license up front.

Is a legal SaaS solution right for you firm? Here are some of the 
factors you should consider when evaluating SaaS, and some 
specific questions you should ask SaaS vendors before signing up.

Functionality/Usability
Many of the traditional legal software titles on the market have 
been in development for years, undergoing revision after revision 
as technology and attorney needs have changed. This means that 
traditional legal software tends to have a very wide range of 
features and functions, but it can also be complicated and less-

Comparison of 
Cloud Computing 
Ethics Opinions 
Around the U.S.

ABA Commission 
on Ethics 20/20

Cloud Computing 
for Lawyers

This book 
provides a 
nuts and 
bolts 
overview of 
the various 
cloud computing 
service models, 
examines the benefits 
and risks of cloud 
computing (including 
privacy and security 
issues), presents a 
roadmap for 
implementing cloud 
computing services in 
various law practices, 
and covers the issues 
to consider when 
choosing a cloud 
computing service 
provider.

Nicole Black

The 2012 Solo and 
Small Firm Legal 
Technology Guide

This annual 
guide is the 
only one of 
its kind 
written to 
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than-intuitive for new users. As recent entrants into the market, 
most SaaS applications have been built fresh from the ground-up. 
As a result, they tend to have limited feature sets but more 
intuitive and modern user interfaces.

When looking at legal SaaS, be sure to consider these 
questions/issues about functionality/usability:

• Does the vendor offer a free trial period or demo to test out the interface and functionality of the 

product?

• If you currently use equivalent traditional software, what features do you use most frequently and 

are they available in the SaaS product?

• How often are new features added? Are any major new features planned?

• How open is the vendor to user feedback about changes and new features?

Service and Support
Traditional software and SaaS differ significantly on matters of 
customer service and technical support. To receive full technical 
support with traditional software, many vendors require that users 
purchase per-license support packages on an annual basis. 
Because the software is installed on the user's computers, the 
computer configurations, server setup, and other installed software 
may complicate support. In some cases, it can be difficult for users 
to identify which technical support to contact: the software 
developer, the operating system developer, the hardware vendor, 
or their own computer consultant.

In contrast, technical support is usually included as part of the 
monthly subscription cost with SaaS solutions. Because SaaS runs 
in a web browser, users are less likely to encounter software or 
hardware conflicts. Problems that do arise are likely to be on the 
developer's end and in most cases will effect more than one user. 
This provides the developer with a strong incentive to correct the 
issue, but also makes it difficult or impossible for the SaaS user to 
fix his or her own problems.

Most SaaS and traditional software vendors offer limited free 
training on their products, either via prepared tutorials, online 
webcasts, or special training sessions. More elaborate training 
seminars, often multi-day and/or multi-skill level, are available for 
some traditional software products. This may be due, in part, to 
the higher complexity discussed previously. Furthermore, because 
SaaS products are relatively new, they are less likely to have an 
existing base of experienced users, consultants, and trainers than 
one might find with older, more established legal software.

• What training options are available for users of this product?

• How many attorneys are currently using this product?

• What type of support is included with the purchase price/monthly subscription?

• Does the vendor offer (or would it be willing to negotiate) a Service Level Agreement (SLA) that 

guarantees a certain response time to customer service and/or technical support requests?

help solo and small 
firm lawyers find the 
best technology for 
their dollar. You'll find 
the most current 
information and 
recommendations on 
computers, servers, 
networking equipment, 
legal software, printers, 
security products, 
smartphones, the iPad 
and anything else a law 
office might need.

Michael C. Maschke, 
Sharon D. Nelson, John 
W. Simek

Virtual Law 
Practice: How to 
Deliver Legal 
Services Online

Virtual law 
practice is 
revolutionizin
g the way 
the public 
receives legal 
services and how legal 
professionals work with 
clients. This complete 
guide will show you 
how to successfully set 
up and operate a 
virtual law firm that 
responsibly delivers 
legal services online to 
your clients. Case 
studies and client 
scenarios are included.

Stephanie L. Kimbro
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Availability/Access
Access to traditional legal software is limited by hardware 
compatibility, operating system, and licensing. For example, a 
traditional case management software may only be compatible 
with a PC running Windows XP or later, with a certain processor 
speed and quantity of RAM. Because SaaS solutions are web-
based, they're usually compatible across multiple platforms (Mac, 
PC, Linux, etc.) and browsers (Internet Explorer, FireFox, Safari, 
etc.). A legal SaaS solution may also be compatible with mobile 
devices like BlackBerrys, iPhones, and other Smartphones, 
whereas traditional legal software either cannot be used on mobile 
devices or can only be used by purchasing a separate "mobile" 
version of the software.

SaaS also has the advantage of not being limited to a single 
installation as is often the case with traditional software. Thus, an 
attorney subscribing to a legal SaaS solution could use the web-
based interface from his or her home, office, or any other location 
with internet access without having to purchase additional licenses 
for each computer. In other words, access is tied to the individual 
(and more specifically his or her login ID and password) rather 
than to the computer. This can be particularly useful for business 
continuity purposes, as an attorney driven from their office by 
natural or manmade disaster can be back working as soon as a 
web-enabled computer is available.

That said, the "internet" component of SaaS software leads to a 
significant drawback: because the software is accessed via the 
web, an attorney who is without internet access for any reason will 
not be able to access his or her legal software. Some vendors offer 
the ability to "sync" some data to a local computer (e.g. an 
address book, calendar, etc.) but this provides only limited 
functionality.

Some questions/issues to consider with regard to 
availability/access:

• How often do I need to access my legal software outside of the office?

• Is the SaaS compatible with my preferred platform/device/web browser?

• Do I work in an area that's prone to disaster or other business continuity threats?

• Do I have reliable access to the Internet from work? From home? On the road?

• Does the provider offer (or would it be willing to negotiate) a Service Level Agreement (SLA) that 

guarantees a certain level of service (e.g. uptime, accessibility, etc.)?

• Are any relevant guarantees or disclaimers of liability included in the provider's Terms of Service 

(TOS)?

Ethics/Security Concerns
Another fundamental difference between SaaS and traditional legal 
software is that SaaS solutions store the user's data -- such as 
documents, contacts, notes, billing information, and more -- on 
remote servers rather than on the user's own computer. Given that 
one of an attorney's foremost duties is to safeguard client 
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confidentiality, attorneys are understandably wary about placing 
client files on a vendor's servers. Indeed, the issue extends beyond 
just confidentiality: attorneys must be sure that the files will be 
secure from destruction or degradation (whether from system 
failure, natural disaster, or dissolution of the vendor's business), 
and they must be able to retrieve the data in a form that's usable 
outside of the vendor's product.

On the other hand, a legitimate argument can be made that files 
stored on the vendor's servers are more secure than those located 
on a typical attorney's PC, as the vendors often employ elaborate 
security measures and multiple redundant backups in their data 
centers.

Some questions/issues to consider with regard to ethics/security:

• How does the vendor safeguard the privacy/confidentiality of stored data?

• How often is the user's data backed up? Does the vendor backup data in multiple data centers in 

different geographic locations to safeguard against natural disaster?

• What is the history of the vendor? Where do they derive their funding? How stable are they 

financially?

• Can I get my data "off" their servers for my own offline use/backup? If I decide to cancel my 

subscription to the software, will I get my data? Is data supplied in a non-proprietary format that is 

compatible with other software?

• Does the vendor's Terms of Service or Service Level Agreement address confidentiality and 

security? If not, would the vendor be willing to sign a confidentiality agreement in keeping with 

your professional responsibilities?

Cost
Cost is one of the more controversial issues when comparing SaaS 
and traditional software. Traditional legal software is typically sold 
by individual license, meaning that an attorney must purchase a 
license up front for each attorney or other user within the firm. 
Incidental costs related to the software -- such as necessary 
database licenses, improved hardware, or consultant time for 
installation/setup -- can add significantly to the up front cost of the 
software. Once purchased, however, future costs are minimal 
(outside of support hours for consultants or IT staff) until the 
attorney decides to upgrade the software to the latest version or to 
replace it with a different product entirely.

With SaaS, on the other hand, cost is based on a subscription 
model. Rather than paying a large sum up front, the attorney 
agrees to pay a relatively modest amount every month. The 
monthly cost is usually based on the number of users, sometimes 
with tiered pricing for staff or for larger numbers of users. Because 
the technical requirements are minimal and installation is 
unnecessary, SaaS users are less likely to have to invest in new 
hardware or consultant time to get a new SaaS solution set up.

Over time, the cost of the two options is be more difficult to 
assess. While traditional software may require a substantial up 
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front investment, the monthly charges for SaaS solutions can 
eventually surpass that up front cost. SaaS solutions, however, are 
upgraded continually, meaning that while a traditional software 
requires an expensive per-license upgrade fee every few of years 
to get the latest features, SaaS solutions are always up-to-date 
and new features are accessible as soon as they're released.

Some cost questions/issues to consider:

• What are the monthly costs for the SaaS option, and are discounted rates available for non-lawyer 

employees like paralegals, legal assistants, and law clerks?

• Does the vendor require a contractual agreement to maintain service for a certain amount of time 

(e.g. 12 months, 24 months)?

• How does the cost of the SaaS solution compare over a two or three year period to the cost of a 

comparable traditional software license?

• What's the pricing history of the SaaS solution? How often are monthly rates increased?

• Are there any incidental costs for the SaaS solution, like data backup or support?
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Metadata Ethics Opinions Around the U.S.

What is Metadata?

Use the map below to check for ethics opinions in your state, or simply scroll down to the chart below.

Jurisdiction / 
Source

What is the 
Sender's Duty 

When 
Transmitting 

Metadata?

May the 
Recipient 
Review or 

"Mine" 
Metadata?

Must the
Recipient

Notify 
Sender if

Metadata 
Found?

ABA
American Bar Association 
Standing Committee on 
Ethics and Professional 

Responsibility

Formal Opinion 06-442

Formal Opinion 05-437

NONE

No explicit duty 
regarding metadata is 
imposed, but a number 
of methods for 
eliminating metadata 
(including "scrubbing," 
negotiating a 
confidentiality 
agreement, or sending 
the file in a different 
format) are suggested 
for attorneys who are 
"concerned about the 
possibility of sending, 
producing, or providing 

YES

After noting that some 
authorities have found 
metadata mining "ethically 
impermissible," the 
Committee states that it 
"does not share such a 
view, but instead reads the 
recent addition of Rule 4.4
(b) identifying the sole 
requirement of providing 
notice to the sender of the 
receipt of inadvertently sent 
information, as evidence of 
the intention to set no other 
specific restrictions on 

YES, if lawyer kno
or reasonably shou
know that 
transmission was 
inadvertent.

ABA Formal Opinio
05-437 cites the 
Rule 4.4(b) provis
that a "lawyer who
receives a docume
relating to the 
representation of t
lawyer's client and
knows or reasonab
should know that t
document was 
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Metadata is a vital concern when it comes to safeguarding client 
confidentiality. We've compiled all state ethics guidance on 
metadata into one simple resource
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to opposing counsel a 
document that 
contains or might 
contain metadata." [06
-442]

Presumably, a lawyer's 
general duties with 
regard to the 
confidentiality of client 
information under Rule 
1.6 apply to metadata.

receiving lawyer's conduct 
found in other Rules." [06-
442]

inadvertently sent 
shall promptly not
the sender." [05-
437]

The Opinion goes o
to state that Rule 
4.4(b) "obligates t
receiving lawyer to
notify the sender o
the inadvertent 
transmission 
promptly" but "doe
not require the 
receiving lawyer 
either to refrain fro
examining the 
materials or to abi
by the instructions
the sending 
lawyer." [05-437]

ALABAMA
Alabama State 
Bar Office of 

General Counsel

Formal Opinion 
2007-02

REASONABLE CARE

The Alabama State Bar 
Commission found that 
"an attorney has an 
ethical duty to exercise 
reasonable care when 
transmitting electronic 
documents to ensure 
that he or she does not 
disclose his or her 
client's secrets and 
confidences." [2007-
02]

The Commission went 
on to specify that the 
relevant factors in 
determining whether 
reasonable care was 
exercised "include 
steps taken by the 
attorney to prevent the 
disclosure of metadata, 
the nature and scope 
of the metadata 
revealed, the subject 
matter of the 
document, and the 
intended 
recipient." [2007-02]

NO

The Commission found that 
"the receiving lawyer also 
has an ethical obligation to 
refrain from mining an 
electronic document." [2007
-02]

The Commission then went 
on to provide that "mining 
of metadata constitutes a 
knowing and deliberate 
attempt by the recipient 
attorney to acquire 
confidential and privileged 
information in order to 
obtain an unfair advantage 
against an opposing 
party." [2007-02]

NOT ADDRESSED

ARIZONA
State Bar of 

Arizona Ethics 
Committee

Ethics Opinion 07
-03

REASONABLE CARE

In discussing the issue, 
the State Bar of 
Arizona Ethics 
Committee cited a 
comment Arizona 
Ethical Rule 1.6 
providing that when 
"transmitting a 
communication that 
includes information 
relating to the 
representation of a 
client, the lawyer must 
take reasonable 
precautions to prevent 
the information from 
coming into the hands 
of unintended 
recipients" and that 
"'reasonable' in the 
circumstances depends 
on the sensitivity of 
the information, the 
potential consequences 
of its inadvertent 
disclosure, whether 
further disclosure is 
restricted by statute, 

NO

Arizona's Committee stated 
that lawyers "should refrain 
from conduct that amounts 
to an unjustified intrusion 
into the client-lawyer 
relationship that exists 
between the opposing party 
and his or her counsel" and 
in its conclusion provided 
that "a lawyer who receives 
an electronic communication 
may not examine it for the 
purpose of discovering the 
metadata embedded in 
it." [07-03]

YES

The Committee 
noted that metada
"may be discovere
by the recipient 
through inadverten
or relatively innoce
means" and they "
not mean to imply
that all such activi
necessarily rises to
the level of ethical
concern." 
Nonetheless, they 
stated that if a 
recipient "discover
metadata by any 
means, and knows
or reasonably shou
know that the 
sender did not 
intend to transmit 
the information, th
recipient has a dut
to follow the 
procedures set for
in [Ethical Rule] 4.
(b)." [07-03]
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protective order, or 
confidentiality 
agreement, and any 
special instructions 
given by the 
client." [07-03]

The Committee 
concluded by stating 
that lawyers "must 
take reasonable care 
not to violate any duty 
of disclosure to which 
the lawyer or the 
lawyer's client is 
subject." [07-03]

Ethical Rule 4.4(b)
requires that the 
recipient in such a
situation "promptly
notify the sender 
and preserve the 
status quo for a 
reasonable period 
time in order to 
permit the sender 
take protective 
measures." [ER 4.
(b)]

COLORADO
Colorado Bar 
Association 

Ethics Committee

Ethics Opinion 
119

REASONABLE CARE

The Colorado Bar 
Association Ethics 
Committee provided 
that the sending 
lawyer must "use 
reasonable care to 
ensure that metadata 
that contain 
Confidential 
Information are not 
disclosed to a third 
party," and later states 
that the "Sending 
Lawyer may not limit 
the duty to exercise 
reasonable care in 
preventing the 
transmission of 
metadata that contain 
Confidential 
Information by 
remaining ignorant of 
technology relating to 
metadata or failing to 
obtain competent 
computer 
support." [119]

YES, unless sender notifies 
recipient of inadvertent 
transmission of confidential 
information before recipient 
views metadata.

According to Ethics Opinion 
119, "a Receiving Lawyer 
generally may ethically 
search for and review 
metadata embedded in an 
electronic document that 
the Receiving Lawyer 
receives from opposing 
counsel or other third 
party." [119]

If, however, the recipient is 
notified by the sender 
before the recipient 
examines the metadata that 
confidential information was 
inadvertently transmitted in 
the metadata, then the 
"Receiving Lawyer must not 
examine the metadata and 
must abide by the Sending 
Lawyer's instructions 
regarding the disposition of 
the metadata." [119]

YES

When the "Receivi
Lawyer knows or 
reasonably should 
know that a Sendi
Lawyer (or non-
lawyer) has 
transmitted 
metadata that 
contain Confidentia
Information, the 
Receiving Lawyer 
should assume tha
the Confidential 
Information was 
transmitted 
inadvertently, unle
the Receiving Lawy
knows that 
confidentiality has 
been waived." In 
that situation, the 
recipient "must 
promptly notify the
Sending Lawyer (o
non-lawyer 
sender)." [119]

FLORIDA
The Florida Bar 

Ethics 
Department

Ethics Opinion 06
-02

REASONABLE CARE

"It is the sending 
lawyer's obligation to 
take reasonable steps 
to safeguard the 
confidentiality of all 
communications sent 
by electronic means to 
other lawyers and third 
parties and to protect 
from other lawyers and 
third parties all 
confidential 
information, including 
information contained 
in metadata, that may 
be included in such 
electronic 
communications." [06-
02]

NO

"It is the recipient lawyer's 
concomitant obligation, 
upon receiving an electronic 
communication or document 
from another lawyer, not to 
try to obtain from metadata 
information relating to the 
representation of the 
sender's client that the 
recipient knows or should 
know is not intended for the 
recipient." [06-02]

YES

"If the recipient 
lawyer inadvertent
obtains informatio
from metadata tha
the recipient know
or should know wa
not intended for th
recipient, the lawy
must 'promptly 
notify the 
sender.'" [06-02]

MAINE
Maine Board of 

Overseers of the 
Bar Professional 

Ethics 
Commission

Opinion #196

REASONABLE CARE

"...the sending 
attorney has an ethical 
duty to use reasonable 
care when transmitting 
an electronic document 
to prevent the 
disclosure of metadata 
containing confidential 
information." [196]

This duty "requires the 
attorney to reasonably 

NO

"...we find that an attorney 
may not ethically take steps 
to uncover metadata, 
embedded in an electronic 
document sent by counsel 
for another party, in an 
effort to detect information 
that is legally confidential 
and is or should be 
reasonably known not to 
have been intentionally 
communicated." [196]

NOT ADDRESSED

Maine's Commissio
does not provide 
explicit guidance o
this question, thou
it does favorably 
reference the Flori
approach to 
confidential 
metadata, which 
includes a 
requirement that t
recipient notify 
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apply a basic 
understanding of the 
existence of metadata 
embedded in electronic 
documents, the 
features of the 
software used by the 
attorney to generate 
the document and 
practical measures 
that may be taken to 
purge documents of 
sensitive metadata 
where appropriate to 
prevent the disclosure 
of confidential 
information." [196]

sender of 
inadvertently 
transmitted 
metadata. [196]

MARYLAND
Maryland State 

Bar Association - 
Committee on 

Ethics

Ethics Docket No. 
2007-09 (MSBA 
Members Only)

REASONABLE CARE

Note: the Maryland 
opinion is set "in the 
context of litigation," 
but given the 
"relatively recent 
growth of electronic 
discovery, technology 
associated therewith, 
and developing rules of 
procedure and case 
law" and the 
corresponding lack of 
precedent, the "scope 
of this Question will be 
general in 
nature." [2007-09]

The Maryland 
Committee went on to 
state that "absent an 
agreement with the 
other parties (such as 
is contemplated in 
proposed Federal 
[Rules] 16(b)(5) and 
(6)), the sending 
attorney has an ethical 
obligation to take 
reasonable measures 
to avoid the disclosure 
of confidential or work 
product materials 
imbedded in the 
electronic discovery." 
The Committee adds a 
caveat that not "every 
inadvertent disclosure 
of privileged or work 
product material would 
constitute a violation 
of Rules 1.1 and/or 1.6 
since each case would 
have to be evaluated 
based on the facts and 
circumstances 
applicable 
thereto." [2007-09]

YES

"Subject to any legal 
standards or requirements 
(case law, statutes, rules of 
procedure, administrative 
rules, etc.), this Committee 
believes that there is no 
ethical violation if the 
recipient attorney (or those 
working under the 
attorney's direction) reviews 
or makes use of the 
metadata without first 
ascertaining whether the 
sender intended to include 
such metadata." [2007-09]

NO

The Committee 
stated that, becau
Maryland's Rules o
Professional Condu
had not been 
amended to includ
ABA Model Rule 4.
(b), they "do not 
require the receivi
attorney to notify 
the sending attorn
that there may hav
been an inadverte
transmittal of 
privileged (or, for 
that matter, work 
product) materials
Nevertheless, the 
Committee stated 
that "the receiving
attorney can, and 
probably should, 
communicate with
his or her client 
concerning the pro
and cons of wheth
to notify the sendi
attorney and/or to
take such other 
action which they 
believe is 
appropriate." [200
09]

MINNESOTA
Lawyers Professional 
Responsibility Board

Opinion No. 22

REASONABLE CARE

"A lawyer has a duty 
under the Minnesota 
Rules of Professional 
Conduct (MRPC), not 
to knowingly reveal 
information relating to 
the representation of a 
client, except as 
otherwise provided by 
the Rules, and a duty 
to act competently to 
safeguard information 
relating to the 

FACT SPECIFIC

Opinion 22 does not 
establish a bright-line rule 
regarding the mining of 
metadata. Instead, the 
Board wrote that the 
opinion "is not meant to 
suggest there is an ethical 
obligation on a receiving 
lawyer to look or not to look 
for metadata in an 
electronic document. 
Whether and when a lawyer 
may be advised to look or 

YES

"If a lawyer receiv
a document which 
the lawyer knows 
reasonably should 
know inadvertently
contains confident
or privileged 
metadata, the 
lawyer shall 
promptly notify the
document's sende
as required by Rul
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representation of a 
client against 
inadvertent or 
unauthorized 
disclosure. See Rules 
1.1, 1.6, MRPC. The 
lawyer's duties with 
respect to such 
information extends to 
and includes metadata 
in electronic 
documents. 
Accordingly, a lawyer 
is ethically required to 
act competently to 
avoid improper 
disclosure of 
confidential and 
privileged information 
in metadata in 
electronic 
documents." [No. 22]

not to look for such 
metadata is a fact specific 
question beyond the scope 
of this opinion." [No. 22]

4.4(b), MRPC." [No
22]

MISSISSIPPI
Mississippi Bar Ethics 

Committee

Opinion No. 259

REASONABLE CARE

The Mississippi Ethics 
Committee found that 
"an attorney has an 
affirmative duty to 
take reasonable 
precautions to ensure 
that confidential 
metadata is not 
inadvertently revealed 
by an electronic 
document," but 
stressed that it was 
not establishing a new 
duty for lawyers. 
Rather, they were 
highlighting "a new 
category of confidential 
information which is 
subject to Rule 1.6" 
due to technological 
advances. [No. 259]

The Committee went 
on to discuss the 
"many ways" lawyers 
have available to 
protect confidential 
metadata, including 
"us[ing] specialized 
software which will 
remove metadata from 
a file before it is 
transmitted" or 
converting the file to 
PDF. [No. 259]

NO

The opinion cites the 
Preamble of the MRPC which 
states, in part: "A lawyer is 
a representative of clients, 
an officer of the legal 
system, and a public citizen 
having special responsibility 
for the quality of justice." In 
light of those principles, the 
Committee determined "that 
it is unethical for an 
attorney to mine metadata 
(i.e., actively search for 
confidential metadata) from 
an electronic document 
which the attorney receives 
from another party." [No. 
259]

The Committee went on to 
describe such mining as 
"analogous to an attorney 
searching an opponent's 
unattended briefcase during 
a deposition break or using 
a listening device when an 
opposing attorney confers 
with his client in an 
adjoining room."

The Committee stated that 
there is no prohibition on 
the "passive use of 
metadata," and provided 
several examples including: 
using the "detail" view of a 
file in Windows file 
manager; looking at "Date 
created" to locate the most 
recent version of a 
document; using track 
changes when collaborating 
on a document with another 
attorney; or examining the 
formula used in an Excel 
spreadsheet to calculate the 
displayed number. [No. 
150]

NOT ADDRESSED

The Mississippi 
opinion does not 
specifically addres
the issue of notice
upon discovery of 
confidential 
metadata.

A separate opinion
(No. 253, rendered
6/17/2005, amend
4/6/2013) address
the somewhat 
related subject of 
inadvertent 
disclosure of 
attorney-client 
communications. O
that subject, the 
Committee states 
that "fundamental 
decency requires 
that an attorney in
possession of an 
opposing party's 
attorney-client 
communication for
which the attorney
client privilege has
not been 
intentionally waive
should advise 
opposing counsel o
the fact of its 
disclosure, 
regardless of the 
specific facts 
surrounding 
disclosure." [No. 
253]

That opinion states
that, following 
disclosure, the 
parties can turn to
the legal implicatio
of the disclosure. 
[No. 253]

NEW HAMPSHIRE
New Hampshire Bar 
Association - Ethics 

Committee

Opinion 2008-2009/4

REASONABLE CARE

Identifying that the 
"[e]xchange of 
electronic documents 
is an essential part of 
modern law practice," 
the New Hampshire 
Bar Association's 
Ethics Committee held 

NO

"The objective standard 
dictates a conclusion that 
receipt of confidential 
information in the form of 
metadata is the result of 
inadvertence, just as receipt 
of attorney notes stapled to 
a draft document would 

YES

"To the extent tha
metadata is 
unintentionally 
reviewed, receivin
lawyers should abi
by the directives s
forth in Rule 4.4
(b)." [2008-2009/
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that "a sending lawyer 
who transmits 
electronic documents 
or files has a duty to 
use reasonable care to 
guard against 
disclosure of metadata 
that might contain 
confidential 
communication." [2008
-2009/4]

The committee added 
that "what constitutes 
reasonable care will 
depend upon the facts 
and circumstances" 
and therefore "there 
can be no per se rule 
on transmission of 
metadata." [2008-
2009/4]

necessarily be the result of 
inadvertence. As a result, 
Rule 4.4(b) imposes an 
obligation on the receiving 
lawyer to refrain from 
reviewing the 
metadata." [2008-2009/4]

New Hampshire's 
Rule 4.4(b) provid
that a "lawyer who
receives materials 
relating to the 
representation of t
lawyer's client and
knows that the 
material was 
inadvertently sent 
shall promptly not
the sender and sha
not examine the 
materials. The 
receiving lawyer 
shall abide by the 
sender's instructio
or seek 
determination by a
tribunal." [NHRPC 
4.4(b)]

NEW YORK
New York State Bar 

Association - Committee 
on Professional Ethics

Opinion 749
Opinion 782

Association of the Bar of 
the City of New York - 

Committee on 
Professional and Judicial 

Ethics

Formal Opinion 2003-04

REASONABLE CARE

The New York State 
Bar Association's 
Committee on 
Professional Ethics 
noted generally that "a 
lawyer who uses 
technology to 
communicate with 
clients must use 
reasonable care with 
respect to such 
communication, and 
therefore must assess 
the risks attendant to 
the use of that 
technology and 
determine if the mode 
of transmission is 
appropriate under the 
circumstances." The 
extent of reasonable 
care "will vary with the 
circumstances."[782]

With regard specifically 
to metadata, the 
NYSBA Committee 
concluded its opinion 
by stating that "[l]
awyers have a duty 
under DR 4-101 to use 
reasonable care when 
transmitting 
documents by e-mail 
to prevent the 
disclosure of metadata 
containing client 
confidences or 
secrets." [782]

NO

The Committee held that "in 
light of the strong public 
policy in favor of preserving 
confidentiality as the 
foundation of the lawyer-
client relationship, use of 
technology to surreptitiously 
obtain information that may 
be protected by the 
attorney-client privilege, the 
work product doctrine or 
that may otherwise 
constitute a "secret" of 
another lawyer's client 
would violate the letter and 
spirit of these Disciplinary 
Rules." [749]

YES

The ABCNY's 
Committee on 
Professional and 
Judicial Ethics 
concluded that an 
attorney who 
receives a 
communication an
is exposed to its 
contents "prior to 
knowing or having
reason to know tha
the communication
was misdirected ..
not barred, at leas
as an ethical matte
from using the 
information," but 
also stated that "it
essential as an 
ethical matter that
receiving attorney 
promptly notify the
sending attorney o
an inadvertent 
disclosure in order
give the sending 
attorney a 
reasonable 
opportunity to 
promptly take 
whatever steps he
she feels are 
necessary to preve
any further 
disclosure." [2003
04]

NORTH 
CAROLINA

North Carolina 
State Bar Ethics 

Committee

2009 Formal 
Ethics Opinion 1

REASONABLE CARE

Citing to comment 
[20] of North 
Carolina's Rule 1.6, the 
North Carolina State 
Bar's Ethics Committee 
declared that "a lawyer 
who sends an 
electronic 
communication must 
take reasonable 
precautions to prevent 
the disclosure of 
confidential 
information, including 
information in 
metadata, to 
unintended recipients."

NO

Addressing this question, 
the Committee states flatly 
that "a lawyer may not 
search for confidential 
information embedded in 
metadata of an electronic 
communication from 
another party or a lawyer 
for another party. By 
actively searching for such 
information, a lawyer 
interferes with the client-
lawyer relationship of 
another lawyer and 
undermines the 
confidentiality that is the 
bedrock of the 

YES

After stating that 
lawyers may not 
mine electronic 
documents for 
metadata, the 
Committee 
continued to write 
that "if a lawyer 
unintentionally vie
confidential 
information within 
metadata, the 
lawyer must notify
thesender and ma
not subsequently u
the information 
revealed without t
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The stated that 
reasonableness 
"depends upon the 
circumstances 
including, for example, 
the sensitivity of the 
confidential 
information that may 
be disclosed, the 
potential adverse 
consequences from 
disclosure, any special 
instructions or 
expectations of a 
client, and the steps 
that the lawyer takes 
to prevent the 
disclosure of 
metadata." [2009 
Formal Ethics Opinion 
1]

relationship." [2009 Formal 
Ethics Opinion 1]

consent of the oth
lawyer or 
party." [2009 Form
Ethics Opinion 1]

OREGON
Legal Ethics 

Assistance for 
OSB Members

Formal Opinion 
No. 2011-187

REASONABLE CARE

Addressing this 
question, Oregon 
begins by noting that 
Oregon RPC 1.1 and 
1.6, when read 
together, "indicate that 
a lawyer is responsible 
for acting competently 
to safeguard 
information relating to 
the representation of a 
client in 
communications with 
others," and that a 
lawyer communicating 
electronically must 
"maintain at least a 
basic understanding of 
the technology and the 
risks of revealing 
metadata" or must 
"obtain and utilize 
adequate technology 
support."

With this established 
the opinion then goes 
on to state that a 
lawyer "must use 
reasonable care to 
avoid the disclosure of 
confidential client 
information, 
particularly where the 
information could be 
detrimental to a 
client." For electronic 
documents, this 
"includes taking steps 
to prevent the 
inadvertent disclosure 
of metadata, to limit 
the nature and scope 
of the metadata 
revealed, and to 
control to whom the 
document is sent." 
Oregon also notes that 
reasonable care "will 
change as technology 
evolves." [Formal 
Opinion No. 2011-187]

YES, as long as special 
software is not used to 
thwart the sender's 
reasonable efforts to 
remove or screen metadata.

Oregon states that the 
applicable rule "does not 
require the receiving lawyer 
to return the document 
unread or to comply with a 
request by the sender to 
return the document." 
Instead, the opinion 
suggests that this is a 
"matter of professional 
judgment reserved to the 
lawyer," but that the lawyer 
should "consult with the 
client about the risks of 
returning the document 
versus the risks of retaining 
and reading the document 
and its metadata."

Finally, Oregon says that 
using special software to 
mine for metadata "when it 
is apparent that the sender 
has made reasonable efforts 
to remove the metadata 
may be analogous to 
surreptitiously entering the 
other lawyer's office to 
obtain client information 
and may constitute 'conduct 
involving dishonesty, fraud, 
deceit or 
misrepresentation'." [Formal 
Opinion No. 2011-187]

NO

Oregon notes that
because the sende
has an obligation t
exercise reasonab
care to avoid 
sending confidenti
information, the 
receiving lawyer 
"could reasonably 
conclude that the 
metadata was 
intentionally left in
Therefore, "there i
no duty under 
Oregon RPC 4.4(b)
to notify the sende
of the presence of 
metadata." [Forma
Opinion No. 2011-
187]

PENNSYLVANIA
Pennsylvania Bar 

Association - 

REASONABLE CARE

The Pennsylvania 
Committee "believes 
that the Pennsylvania 

CASE-BY-CASE

The Pennsylvania 
Committee does not take a 
definitive stance on the 

YES

In its opinion, the 
Committee noted 
that "attorneys in 

Page 7 of 11Metadata Ethics Opinions Around the U.S.

5/15/2015http://www.americanbar.org/groups/departments_offices/legal_technology_resources/reso...



AmericAn BAnkruptcy institute

271

Committee on 
Legal Ethics and 

Professional 
Responsibility

Formal Opinion 
2009-100 (PBA 
Members Only)

Rules of Professional 
Conduct require that 
the responsibility of 
keeping client 
confidences is 
primarily that of the 
sending attorney" and 
thus the "transmitting 
attorney has a duty of 
reasonable care to 
remove unwanted 
metadata from 
electronic documents 
before sending them to 
a third party." [2009-
100]

mining of metadata. Rather, 
it suggests that attorneys 
must determine whether to 
use metadata on a case-by-
case basis, factoring in their 
duties to the client under 
Rules 1.1, 1.2, and 1.4. 
Those "duties must be 
evaluated in light of 
relevant substantive and 
procedural law." [2009-100]

The Committee concludes 
that a receiving lawyer:

"(a) must then determine 
whether he or she may use 
the data received as a 
matter of substantive law;

(b) must consider the 
potential effect on the 
client's matter should the 
lawyer do so; and,

(c) should advise and 
consult with the client about 
the appropriate course of 
action under the 
circumstances." [2009-100]

Pennsylvania who 
receive inadverten
disclosed documen
have an ethical 
obligation to 
promptly notify the
sender." And thus,
the recipient of an
electronic docume
"concludes that th
disclosure of 
metadata was 
inadvertent, the 
lawyer must 
promptly notify the
sender of the rece
of the materials 
containing 
metadata." [2009-
100]

VERMONT
Vermont Bar 
Association 
Professional 

Responsibility 
Section

Ethics Opinion 
2009-1

REASONABLE CARE

Citing the "virtually 
unanimous" view on 
the topic amongst 
other bar associations, 
Vermont "agrees that, 
based upon the 
language of the 
[Vermont Rules of 
Professional Conduct[, 
a lawyer has a duty to 
exercise reasonable 
care to ensure that 
confidential 
information protected 
by the attorney client 
privilege and the work 
product document is 
not disclosed. This 
duty extends to all 
forms of information 
handled by an 
attorney, including 
documents transmitted 
to opposing counsel 
electronically that may 
contain metadata 
embedded in the 
electronic file." [2009-
01]

YES

After reviewing other 
opinions, "the Vermont Bar 
Association Professional 
Responsibility Section finds 
nothing to compel the 
conclusion that a lawyer 
who receives an electronic 
file from opposing counsel 
would be ethically 
prohibited from reviewing 
that file using any available 
tools to expose the file's 
content, including 
metadata." The Section 
suggests that such a rule 
would limit "the ability of a 
lawyer diligently and 
thoroughly to analyze 
material received from 
opposing counsel." [2009-
01]

The Section does not 
address whether 
inadvertent disclosure via 
metadata constitutes a 
waiver of a document's 
privileged status. That is a 
"question of substantive 
law" and the Section's 
research did not reveal "any 
case law in Vermont 
addressing the impact of 
inadvertent disclosure of 
privileged 
documents." [2009-01]

YES

The Section states
that, under VRPC 
Rule 4.4(b), 
"Vermont lawyers 
are subject to the 
obligation to notify
opposing counsel i
they receive 
documents that th
know or reasonabl
should know were 
inadvertently 
disclosed." [2009-
01]

WASHINGTON
WSBA Rules of 
Professional 

Conduct 
Committee

Advisory Opinion 
2216 (2012)

REASONABLE CARE

Washington's Rules of 
Professional Conduct 
Committee stated that 
the sending lawyer 
"must make 
reasonable efforts to 
ensure that electronic 
metadata reflecting 
protected information 
is not disclosed in 
conjunction with the 
exchange of 
documents related to 

YES, as long as special 
software is not used to 
recover metadata that is not 
readily accessible.

The Washington Committee 
begins by stating that under 
the applicable ethical rules 
the recipient "is not 
required to refrain from 
reading the document, nor 
is [the recipient] required to 
return the document to [the 
sender]," though it's 
possible that the recipient 

YES

The opinion states
that upon 
discovering the 
presence of 
metadata, the 
receiving lawyer 
"has an ethical dut
to 'promptly 
notify' [the sender
that the disclosed 
document contains
readily accessible 
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the presentation--i.e. 
that it is not reasily 
accessible to the 
receiving party." The 
Committee noted that 
this could be 
accomplished by 
disclosing documents 
in hard copy, via fax, 
PDF, "or by 'scrubbing' 
the metadata from 
electronic documents 
using software utilities 
designed for that 
purpose." [Advisory 
Opinion 2216]

may be "under a legal duty 
separate and apart from the 
ethical rules to take 
additional steps with respect 
the document."

The Committe then 
discusses the use of "special 
forensic software to recover 
metadata that is not readily 
accessible or has otherwise 
been 'scrubbed'." The 
Committee writes that using 
such software would run 
contrary to Washington RPC 
4.4(a), 8.4(d), and the 
public policy of preserving 
confidentiality between 
attorney and client. Thus, 
the Comittee writes that 
"the use of special software 
to recover, from electronic 
documents, metadata that 
is not readily accessible 
does violate the ethical 
rules." [Advisory Opinion 
2216]

metadata." [Adviso
Opinion 2216]

WASHINGTON, 
D.C.

D.C. Bar - Legal 
Ethics Committee

D.C. Opinion 341

REASONABLE CARE

Outside of a 
discovery/subpoena 
context, lawyers 
transmitting 
documents have an 
obligation under 
Washington, D.C. rules 
"to take reasonable 
steps to maintain the 
confidentiality of the 
documents in their 
possession," which 
"includes taking care 
to avoid providing 
electronic documents 
that inadvertently 
contain accessible 
information that is 
either a confidence or 
a secret and to employ 
reasonably available 
technical means to 
remove such metadata 
before sending the 
document." [341]

NO, if actual knowledge 
that metadata was sent 
inadvertently.

While identifying that the 
exchange of metadata is 
most often "mutually helpful 
or otherwise harmless," the 
Washington, D.C. 
Committee concluded that 
"[w]here there is ... actual 
prior knowledge by the 
receiving lawyer as to the 
inadvertence of the sender, 
then notwithstanding the 
negligence or even ethical 
lapse of the sending lawyer, 
the receiving lawyer's duty 
of honesty requires that he 
refrain from reviewing the 
metadata until he has 
consulted with the sending 
lawyer to determine 
whether the metadata 
includes privileged or 
confidential information." If 
such information is present, 
"the receiving lawyer should 
comply with the instructions 
of the sender." [341]

The Committee also 
specifies that a receiving 
lawyer has "actual prior 
knowledge if he is told by 
the sending lawyer of the 
inadvertence" before 
reviewing the document, or 
if the receiving lawyer 
"immediately notices upon 
review of the metadata that 
it is clear that protected 
information was 
unintentionally 
included." [341]

YES, if the recipie
has actual 
knowledge that 
transmission of 
metadata was 
inadvertent.

The receiving lawy
in such a situation
must consult "with
the sending lawye
to determine 
whether the 
metadata includes
privileged or 
confidential 
information" and 
"comply with the 
instructions of the 
sender" if that is t
case. [341]

If the recipient is 
"uncertain whethe
the sender intende
to include particula
information" he or
she "should contac
the sending lawye
to inquire." [341]

WEST 
VIRGINIA

West Virginia Bar 
Association, 

Lawyer 
Disciplinary 

REASONABLE CARE

A lawyer's duties under 
Rule 1.1 and Rule 1.6 
"includes taking care 
to avoid providing 
electronic documents 
that inadvertently 
contain accessible 
information that is 

NO, if actual knowledge 
that metadata was sent 
inadvertently.

The Board stated that "if a 
lawyer has received 
electronic documents and 
has actual knowledge that 
metadata was inadvertently 
sent, the receiving lawyer 

YES, if the recipie
lawyer has actual 
knowledge that the
metadata was 
inadvertently sent

In that case the 
lawyer "should not
review the metada
before consulting 
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Board

L.E.O. 2009-01

either confidential or 
privileged, and to 
employ reasonable 
means to remove such 
metadata before 
sending the document. 
Accordingly, lawyers 
must either acquire 
sufficient 
understanding of the 
software that they use 
or ensure that their 
office employs 
safeguards to minimize 
the risk of inadvertent 
disclosures." [2009-
01]

should not review metadata 
before consulting with the 
sending lawyer to determine 
whether the metadata 
includes work-product 
confidences." [2009-01]

However, the Board also 
noted that "[i]n many 
situations, it may not be 
clear whether the disclosure 
was inadvertent. In order to 
avoid misunderstandings, it 
is always safer to notify the 
sender before searching 
electronic documents for 
metadata. If attorneys 
cannot agree on how to 
handle the matter, either 
lawyer may seek a ruling 
from a court or other 
tribunal on the 
issue." [2009-01]

with the sending 
lawyer to determin
whether the 
metadata includes
work-product or 
confidences." [200
01]

The Board also not
that when there is
doubt as to wheth
metadata was sen
inadvertently, "it is
always safer to 
notify the sender 
before searching 
electronic docume
for metadata." [20
-01]

WISCONSIN
State Bar of 

Wisconsin Ethics 
Committee

Ethics Opinion EF
-12-01

REASONABLE CARE

Noting that lawyers 
regularly transmit 
"electronic documents 
containing information 
relating to the 
representation of their 
clients," the Wisconsin 
Ethics Committee 
stated that the Bar's 
rules regarding 
confidentiality and 
competence "require 
lawyers to stay 
reasonably informed 
about the types of 
metadata that are 
included in electronic 
documents they 
generate and take 
steps, when necessary, 
to remove the 
metadata."

The Committee 
reviewed other ethics 
opinions regarding 
metadata and agreed 
"that Wisconsin 
lawyers likewise have 
a duty to take 
reasonable precautions 
to avoid disclosure of 
confidential 
information contained 
in metadata."

The Committee stated 
that the specific 
precautions would 
"vary according to the 
circumstances of each 
use," and in some 
cases metadata may 
be of no importance or 
may be appropriately 
and deliberately left 
intact Lawyers are also 
required "to familiarize 
themselves sufficiently 
with the technological 
means to detect and 
remove, when 
necessary, metadata 
from electronic 
documents or obtain 
assistance of someone 
possessing such 
knowledge." The 
Committee declined to 

YES

Reviewing other bar 
opinions regarding 
metadata, the Committee 
noted that there is a 
"pronounced split regarding 
whether it is permissible for 
lawyers to mine for and use 
metadata received from 
opponents or third parties." 
That split was apparently 
echoed within the 
Committee, with a minority 
arguing that "because the 
only metadata worth 
searching for consists of 
another's property whose 
value may be diminished, 
destroyed or 
misappropriated by the very 
act of discovery, searching 
for metadata is either 
potentially dishonest (if the 
information is material) or 
pointless (if it is not)."

Nevertheless, the majority 
of the Committee 
determined that applicable 
Wisconsin rules "do not 
prohibit lawyers from 
searching for and reviewing 
metadata included in an 
electronic document."

The Committee adds one 
final cautionary note 
regarding lawyers who 
appear in multiple 
jurisdictions. Given that 
rules for other courts may 
prohibit reviewing metadata 
without the sender's 
approval, and because "it is 
difficult to shield oneself 
from information once 
discovered," the Committee 
provided that a lawyer who 
deliberately searches for 
metadata before such a 
tribunal could be "courting a 
violation" of Wisconsin's 
prohibition on the knowing 
violation of a tribunal's 
rules. [EF-12-01]

YES

The Committee 
wrote that "absent
circumstances 
indicating otherwis
a receiving lawyer 
should normally 
assume that any 
metadata of mater
significance that is
exposed in an 
opposing counsel's
electronic docume
was inadvertently 
transmitted."

As such, Wisconsin
enactment of MRP
Rule 4.4(b) 
regarding Respect 
for Rights of Third 
Parties applies, an
a "lawyer who 
chooses to review 
document for 
metadata, and 
discovers metadat
of material 
significance, must 
notify the sender o
the discovery of th
metadata." The 
Committee stresse
however, that the 
Rules do not impos
"any duty beyond 
notification of the 
sender."

The Committee als
added that the dut
of notification 
"supersedes the du
of confidentiality,"
meaning that "a 
lawyer discovering
metadata of mater
significance must 
notify the sender 
even if the lawyer'
client instructs the
lawyer not to 
provide such 
notification." [EF-1
01]
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address specific 
methods of metadata 
removal. [EF-12-01]
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Board of Overseers of the Bar

Home → Attorney Services → Ethics Opinions → Opinion

Issued by the Professional Ethics Commission

Date Issued: October 21, 2008

Question

Bar Counsel has asked for the Commission’s opinion concerning the application of the Bar Rules to the ethical duties of

lawyers involving the transmission, retrieval and use of metadata embedded in documents which may reveal client

confidences or other legally privileged information (“confidential information”). The issue gives rise to two questions:

first, whether it is ethical for an attorney receiving electronic documents (the “receiving attorney”) to make efforts to

uncover embedded metadata that contains confidential information not intended to be communicated by the attorney

transmitting the document (the “sending attorney”); and second, whether the sending attorney has an ethical duty to take

reasonable measures to remove metadata containing confidential information before document transmission. Applying

the principles of Bar Rules 3.2(f)(3) and (4),[1] 3.6(h)(1) and (2),[2] and 3.6(a),[3] the Law Court’s reasoning in Corey v.

Norman, Hanson & DeTroy,[4] this Commission’s Opinions 172 (2000), 194 (2007) and 195 (2008), as well as opinions

from other states following the lead of New York, we draw the following conclusions:

Without authorization from a court,[5] it is ethically impermissible for an attorney to seek to uncover metadata,

embedded in an electronic document received from counsel for another party, in an effort to detect confidential

information that should be reasonably known not to have been intentionally communicated.

1.

A sending attorney has an ethical duty to use reasonable care when transmitting an electronic document to prevent

the disclosure of metadata containing confidential information.

2.

Discussion

Lawyers today routinely make use of electronic document transmission, including in communications to opposing

counsel. Such documents often contain metadata, which is peripheral information electronically embedded within the

document but often not seen by and sometimes not even known to those who produce or read it.6 Much metadata is

mundane and legally inconsequential, lodged within the document by the software and identifying the date and time that

the document was produced and the version of the software utilized. Some of this data may be accessed with as little effort

as resting the cursor upon, or right clicking, the document icon. However, purposeful efforts to ‘mine’ metadata in a

document may allow a receiving attorney to glean information that was clearly never intended to be communicated by the

sending attorney. The revelation of such metadata could result in the disclosure of client confidences, litigation and

negotiation strategy, legal theories, attorney work product and other legally privileged and confidential information. Due

to the rapid advance and general opaqueness of some computer technology, it may not be reasonably possible for an

attorney to know all the types of metadata that might be embedded in a document or the extent to which such data may

be subject to being probed by someone using extraordinary but technologically available methods.

A number of other jurisdictions have considered these questions. While there are inconsistent approaches taken

regarding the ethical duties of receiving attorneys in probing documents for metadata containing confidential

information, there is greater harmony among the jurisdictions with respect to the duties of sending attorneys to take

reasonable measures to minimize the prospect that such data will be inadvertently transmitted. In this Opinion, the

Commission adopts a balanced view, articulating reasonable ethical duties on both the receiving and sending attorneys.

Duties of Receiving Attorneys in Probing Documents for Metadata Containing Confidential Information

In the first major bar ethics opinion on the subject, relying principally upon a lawyer’s ethical duty to refrain from

dishonest, fraudulent, or deceitful conduct, New York determined that “Lawyers may not ethically use available

technology to surreptitiously examine and trace email and other electronic documents.” NY Bar Ethics Op. 749 (2001).
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Citing a 1992 ABA opinion, New York concluded that “the strong policy in favor of confidentiality outweighs what might

be seen as the competing principles of zealous representation….” “No such balance need be struck here because it is a

deliberate act by the receiving lawyer, not carelessness on the part of the sending lawyer, that would lead to the disclosure

of client confidences and secrets.”

Three years later, in an opinion discussed below focused on the duties of sending attorneys, New York renewed its ethical

admonition to receiving attorneys: “Lawyer-recipients also have an obligation not to exploit an inadvertent or

unauthorized transmission of client confidences or secrets.” NY Bar Ethics Op. 782 (2004).

Generally following New York’s lead, Florida concluded that “A lawyer receiving an electronic document should not try to

obtain information from metadata that the lawyer knows or should know is not intended for the receiving lawyer. A

lawyer who inadvertently receives information via metadata in an electronic document should notify the sender of the

information’s receipt.”“It is the recipient lawyer’s concomitant obligation, upon receiving an electronic communication or

document from another lawyer, not to try to obtain from metadata information relating to the representation of the

sender’s client that the recipient knows or should know is not intended for the recipient.”FL Bar Ethics Op. 06-02 (2006).

Emphasizing “the strong public policy in favor of preserving confidentiality as the foundation of the lawyer-client

relationship,” Alabama followed the New York analysis in finding that “the receiving lawyer also has an ethical obligation

to refrain from mining an electronic document.” “The disclosure of metadata contained in an electronic submission to an

opposing party could lead to the disclosure of client confidences and secrets, litigation strategy, editorial comments, legal

issues raised by the client, and other confidential information.” AL Bar Ethics Op. 2007-02 (2007).

In contrast to the New York rule, some jurisdictions have adopted a view that more or less liberates receiving attorneys

from ethical considerations in probing metadata in electronic documents, thereby placing upon the sending attorney the

entire burden of cleansing the document of any possible, embedded client confidences or other privileged information.

This view is based upon the fact that no bar rule specifically addresses the issue, together with the difficulty in prescribing

permissible conduct in the context of rapidly changing technology.

Thus, recognizing that “metadata is ubiquitous in electronic documents” and that its model rules “do not contain any

specific prohibition against a lawyer’s reviewing and using embedded information in electronic documents,” the ABA

opinion placed the sole ethical obligation on the sending attorney: “A lawyer who is concerned about the possibility of

sending, producing, or providing to opposing counsel a document that contains or might contain metadata, or who wishes

to take some action to reduce or remove the potentially harmful consequences of its dissemination, may be able to limit

the likelihood of its transmission by ‘scrubbing’ metadata from documents or by sending a different version of the

document without the embedded information.” ABA Ethics Op. 06-442 (2006).

Following the ABA view, Maryland concluded that “there is no ethical violation if the recipient attorney… reviews or

makes use of metadata without first ascertaining whether the sender intended to [send it].” MD Bar Ethics Op. 2007-09

(2007). Likewise, Colorado rejected New York’s and adopted a variation of the ABA’s view, emphasizing the

responsibilities of the sending lawyer “to guard against the disclosure of metadata containing Confidential Information”

and “to ensure that he or she is reasonably informed about the types of metadata that may be included in an electronic

document or file and steps that can be taken to remove metadata if necessary.” [7] Generally absolving the receiving

attorney of ethical responsibilities in probing metadata embedded in the document (“[T]here is nothing inherently

deceitful or surreptitious about searching for metadata”), Colorado reasoned that the lawyer “who receives electronic

documents or files generally may search for and review metadata.” However, Colorado went on to create a complex and

perhaps impractical set of requirements for the parties to such communications: “If a Receiving Lawyer knows or

reasonably should know that the metadata contain … Confidential Information, the Receiving Lawyer should assume that

the Confidential Information was transmitted inadvertently unless the Receiving Lawyer knows that confidentiality has

been waived. The Receiving Lawyer must promptly notify the Sending Lawyer,” in which case “the lawyers may, as a

matter of professionalism, discuss whether a waiver of privilege or confidentiality has occurred.” If, however, before

examining the metadata, “the Receiving Lawyer receives notice from the sender that Confidential Information was

inadvertently included, the Receiving Lawyer must not examine the metadata and must abide by the sender’s instructions

regarding the disposition of the metadata.” CO Bar Ethics Op. 119 (2008).

Two other jurisdictions have adopted variations on the New York and ABA views. Acknowledging that there is no specific

rule determining the ethical obligations of attorneys in this particular context, Pennsylvania arrived at what seems a

default. “[E]ach attorney must… ‘resolve [the issue] through the exercise of sensitive and moral judgment guided by the

basic principles of the Rules’ and determine for himself or herself whether to utilize the metadata contained in documents
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and other electronic files based upon the lawyer’s judgment and the particular factual situation.” “The utilization of

metadata by attorneys receiving electronic documents from an adverse party is an emerging problem. Although a

transmitting attorney has tools at his or her disposal that can minimize the amount of metadata contained in a document

he or she is transmitting, those tools still may not remove all metadata.” PA Bar Ethics Op. 2007-500 (2007).The District

of Columbia has articulated yet another approach: “A receiving lawyer is prohibited from reviewing metadata sent by an

adversary only where he has actual knowledge that the metadata was inadvertently sent.” (emphasis added). “[W]e

believe that mere uncertainty by the receiving lawyer as to the inadvertence of the sender does not trigger an ethical

obligation by the receiving lawyer to refrain from reviewing the metadata…. Where there is such actual prior knowledge…,

the receiving lawyer’s ethical duty of honesty requires that he refrain from reviewing the metadata until he has consulted

with the sending lawyer to determine whether the metadata includes privileged or confidential information.” DC Bar

Ethics Op. 341 (2007).

Having considered all of the approaches extant, this Commission believes that the better view is that generally expressed

by New York and the jurisdictions that have followed it. While the Commission recognizes, as is the case in those

jurisdictions, that no Bar Rule specifically addresses this particular situation, and the Commission is appropriately

cautious in its specific application of the general proscription in Bar Rule 3.2(f)(3) and (4) on attorneys engaging in

conduct involving dishonesty or prejudicial to the administration of justice, an attorney who purposefully seeks to

unearth confidential information embedded in metadata attached to a document provided by counsel for another party,

when the attorney knows or should know that the information involved was not intended to be disclosed, has acted

outside of these broad ethical requirements. While the Commission has considered the contrary view held by the ABA and

the states that have followed it, the Commission believes that Bar Rule 3.2(f)(3) and (4) would have little (and we believe

quite inadequate) meaning if it were not applied in this situation. Not only is the attorney’s conduct dishonest in

purposefully seeking by this method to uncover confidential information of another party, that conduct strikes at the

foundational principles that protect attorney-client confidences, and in doing so it clearly prejudices the administration of

justice.

The Law Court’s decision in Corey, while not directly addressing the Bar Rules, and the Commission’s adoption of Corey

in Opinion 172 (reversing Opinion 146), offer additional support for this conclusion. There, the issue was whether an

attorney might retain and make use of confidential information that had been inadvertently disclosed to him by opposing

counsel, the Law Court determining that he could not, based upon the shared responsibility to protect the attorney-client

privilege. [8] In Opinion 172, this Commission determined that it would be a violation of the Bar Rules, in direct

contravention of the holding in Corey and therefore prejudicial to the administration of justice, for an attorney to retain

and make use of such information. If anything, the issue before us now is more straightforward. Unlike in Corey, here the

receiving attorney is making purposeful efforts to probe for information he or she knows or should know to be

confidential and not to have been knowingly communicated by opposing counsel. That such conduct is dishonest and

designed to prejudice the administration of justice seems beyond dispute.

In sum, following the general analysis of New York and the other states that have adopted its view, and based upon Bar

Rule 3.2(f)(3) and (4) and Corey, we find that an attorney may not ethically take steps to uncover metadata, embedded in

an electronic document sent by counsel for another party, in an effort to detect information that is legally confidential and

is or should be reasonably known not to have been intentionally communicated.[9]

Ethical Duties of Sending Attorneys in Taking Measures to Avoid Transmission of Metadata Containing Confidential

Information

While the jurisdictions opining to date have arrived at inconsistent views in dealing with the ethical duties of document-

receiving attorneys, there has been relative unanimity in dealing with those of sending attorneys. Therefore, we have no

difficulty in following the consensus approach on the subject.

New York determined that sending attorneys have a duty to take reasonable measures to guard against improper

disclosure of confidential information contained in metadata in documents transmitted to other parties. This conclusion

was based on the rule “that a lawyer shall not ‘knowingly’ reveal a confidence or secret of a client.” “When a lawyer sends

a document by email, as with any other type of communication, a lawyer must exercise reasonable care to ensure that he

or she does not inadvertently disclose his or her client’s confidential information.” NY Bar Ethics Op. 782 (2004).

Following New York’s lead, Florida concluded that “A lawyer who is sending an electronic document should take care to

ensure the confidentiality of all information contained in the document, including metadata.” “It is the sending lawyer’s

obligation to take reasonable steps to safeguard the confidentiality of all communications sent by electronic means… and
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to protect from other lawyers and third parties all confidential information, including information contained in

metadata.” “The foregoing obligations may necessitate a lawyer’s continuing training and education in the use of

technology in transmitting and receiving electronic documents in order to protect client information.” FL Bar Ethics Op.

06-02 (2006).

Alabama, Maryland, Colorado and Pennsylvania have all followed suit. AL Bar Ethics Op. 2007-02 (2007); MD Bar Ethics

Op. 2007-09 (2007); CO Bar Ethics Op. 119 (2008); PA Bar Ethics Op. 2007-500 (2007). However, those jurisdictions

following the ABA analysis (described above), in finding few or no ethical duties of the receiving attorney to refrain from

probing document metadata, have placed a correspondingly heavier burden on the sending attorney to take measures to

avoid the transmission of metadata containing confidential information. “The ultimate responsibility for control of

metadata rests with the Sending Lawyer,” who “may not limit the duty to exercise reasonable care in preventing the

transmission of metadata that contain Confidential Information by remaining ignorant of technology relating to metadata

or failing to obtain competent computer support.” CO Bar Ethics Op. 119 (2008). Going further, the Colorado opinion

suggests that attorneys should access resources exceeding those normally expected of lawyers by retaining computer

experts who understand the reach of metadata and methods to avoid transmission of confidential information embedded

therein.

While we stop short of embracing the full force of Colorado’s advice, we agree with the other jurisdictions that attorneys

are ethically required to take reasonable measures to avoid the communication of confidential information, regardless of

the mode of transmission. This duty logically extends to metadata that the attorney should reasonably know may lie

within an electronic document. If an attorney is in doubt, many documents can be readily converted to generic files (such

as PDF) which retain little of the metadata contained in word processing documents, and of course resort can be made to

paper copies where issues of metadata confidentiality are significant. Although we do not believe that an attorney’s ethical

duties dictate, in routine work, the retention of a computer expert for these purposes, we also do not believe it reasonable

for an attorney today to be ignorant of the standard features and capabilities of word processing and other software used

by that attorney, including their reasonably known capacity for transmitting certain types of data that may be

confidential.

This Opinion is consistent with others the Commission has recently issued dealing with confidentiality of information in

the computer era. In Opinion 195 (2008), the Commission concluded that, as a general matter and subject to appropriate

safeguards, an attorney may utilize unencrypted e-mail without violating the attorney's ethical obligation to maintain

client confidentiality. The issue invoked the prohibition on knowing disclosure of confidential client information under

Bar Rule 3.6(h)(1) as well as the general standard requiring lawyers to "employ reasonable care and skill and apply the

lawyer's best judgment in the performance of professional services” under Bar Rule 3.6(a). While we found that it is

reasonable for attorneys transacting routine business through unencrypted email, some circumstances might require a

more secure method of communication.

Likewise, in Opinion 194 (2007), the Commission concluded that, with appropriate safeguards, an attorney may utilize

transcription and computer server backup services remote from both the lawyer's physical office and the lawyer's direct

control or supervision, without violating the attorney's ethical obligation to maintain client confidentiality. The Opinion

cautioned, however, that the lawyer utilizing such services has a duty to take practical measures to assure that the services

are reasonably secure and appropriate for the intended purpose. [10] As here, the issue is not amenable to an unqualified

answer but requires the application of a standard of reasonableness, weighing all the factors of which the lawyer should

be aware.[11]

On the issue before us, we conclude that, in applying Bar Rules 3.6(h)(1) and (2) in combination with 3.6(a), the sending

attorney has an ethical duty to use reasonable care when transmitting an electronic document to prevent the disclosure of

metadata containing confidential information. Undertaking this duty requires the attorney to reasonably apply a basic

understanding of the existence of metadata embedded in electronic documents, the features of the software used by the

attorney to generate the document and practical measures that may be taken to purge documents of sensitive metadata

where appropriate to prevent the disclosure of confidential information.

Footnotes

[1] Rule 3.2(f) sets forth an attorney’s ethical obligations in broad terms: “A lawyer shall not:… (3) engage in conduct

involving dishonesty, fraud, deceit, or misrepresentation; (4) engage in conduct that is prejudicial to the administration of

justice.”
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[2] Rule 3.6(h)(1) sets forth an attorney’s ethical obligations to maintain client confidentiality:

Except as permitted by these rules, or when authorized in order to carry out the representation, or as required by law or

by order of the court, a lawyer shall not, without informed consent, knowingly, disclose or use information (except

information generally known) that:

i. Is protected by the attorney-client privilege in any jurisdiction relevant to the representation;

ii. Is information gained in the course of representation of a client or former client for which that
client or former client has requested confidential treatment;

iii. Is information gained in the course of representation of the client or former client and the
disclosure of which would be detrimental to a material interest of the client or former client; or

iv. Is information received from a prospective client, the disclosure of which would be detrimental to
a material interest of that prospective client, when the information is provided under circumstances
in which the prospective client has a reasonable expectation that the information will not be
disclosed.

Rule 3.6(h)(2) addresses an attorney’s ethical obligation to ensure that others working on the attorney’s behalf in the

course of representation who are privy to confidential client information likewise maintain the client's confidences: "A

lawyer shall exercise reasonable care to prevent lawyers and non-lawyers employed or retained by or associated with the

lawyer from improperly disclosing or using information protected by paragraph (1) of this subdivision."

[3] Rule 3.6(a) sets forth a general standard requiring lawyers to "employ reasonable care and skill and apply the lawyer's

best judgment in the performance of professional services.”

[4] 199 ME 196

[5] This Opinion is not intended to deal with the extent to which relevant information may be sought in litigation through

proper discovery under the guidance of a court.

[6] Although the type of metadata embedded in an electronic document varies with the software being used. and its full

scope is unknown except to those with advanced computer expertise, examples include recording of the document’s

source, authors, editors and those offering comments, as well as changes and comments made in the course of document

preparation. Some metadata may reveal client confidences and attorney work product and advice, among other

confidential information.

[7] While metadata may be “ubiquitous” (to use the words of the ABA), we think that, with rapid technological advances, it

may be overly simple to assume that an attorney may reasonably be able to know its full extent in all the software

applications used, or that easily applied steps will cleanse the document of all embedded information not intended to be

revealed. While reasonable steps can and should be taken to minimize the amount of metadata contained in an electronic

document to be transmitted to another party, and of course the document can be transmitted in paper copy if security is

paramount, there is no absolute assurance that electronic transmission of documents can be undertaken in a manner that

is totally immune from unwanted probing for confidential information.

[8] “In Corey, the Law Court, jurisdictionally unconstrained, has now pronounced that, as a matter of common law, the

obligation to preserve the lawyer-client privilege is indeed an affirmative obligation shared by adversaries, and that the

privilege cannot be inadvertently relinquished.” Opinion 172.

[9] See footnote 5.

[10] As stated in Opinion 194, “[T]he primary responsibility for file integrity, maintenance, disposition, and confidentiality

rests with the attorney employed by the client. See Maine Professional Ethics Commission Opinion # 74 (10/1/86)…. Rule

3.6(h)(2) implies that lawyers have a responsibility to train, monitor, and discipline their non-lawyer staff in such a

manner as to guard effectively against breaches of confidentiality. Failure to take reasonable steps to provide adequate

training, to monitor performance, and to apply discipline for the purpose of enforcing adherence to ethical standards is

grounds for concluding that the lawyer has violated Rule 3.6(h)(2). See Maine Professional Ethics Commission Opinion

#134 (9/21/93).”

[11] “With the pervasive and changing use of evolving technology in communication and other aspects of legal practice,
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particular safeguards which might constitute reasonable efforts in a specific context today may be outdated in a different

context tomorrow. Therefore, rather than attempting to delineate acceptable and unacceptable practices, this opinion will

outline guidance for the lawyer to consider in determining when professional obligations are satisfied.” Opinion 194.

Enduring Ethics Opinion
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Ethics Committee Advisory Opinion #2008-2009/4
Disclosure, Review and Use of Metadata in Electronic Materials

By the NHBA Ethics Committee

Rule References:
   Rule 1.1
   Rule 1.6(a)
   Rule 4.4(b)
   Rule 5.1
   Rule 5.3

Subjects:
   Attorney-Client Relationship
   Client Communications
   Confidentiality
   Inadvertent Disclosure
   Conduct Towards Opponent

Annotation

Electronic materials sent and received by lawyers in modern law practices contain hidden information called
"metadata," which may contain confidential information relating to representation of a client. Both sending and
receiving lawyers share ethical obligations to prevent disclosure of such confidential information.

Lawyers sending electronic materials to opposing counsel are ethically required to take reasonable care to avoid
improper disclosure of confidential information contained in metadata, which might include appropriate training
and education on reasonable measures that can be taken to reduce the likelihood of improper disclosure of
confidential information through transmission of metadata. There can be no per se rule on what constitutes
reasonable care in transmission of metadata, as the facts and circumstances of each case will dictate the
reasonableness of protective measures taken by sending lawyers.

Receiving lawyers have an ethical obligation not to search for, review or use metadata containing confidential
information that is associated with transmission of electronic materials from opposing counsel. Receiving lawyers
necessarily know that any confidential information contained in the electronic material is inadvertently sent,
triggering the obligation under Rule 4.4(b) not to examine the material. To the extent that metadata is mistakenly
reviewed, receiving lawyers should abide by the directives in Rule 4.4(b).

This opinion does not address issues relating to the discovery of electronic materials in adjudicative proceedings,
which are handled under applicable rules of court and law.

Introduction

In modern legal practice, lawyers routinely send and receive e-mails and other materials in electronic form from
opposing counsel and other parties. Electronic documents are sent and received during the course of
negotiations, due diligence reviews, litigation, investigations and other dealings. E-mails and other electronic
documents inevitably contain "embedded" information commonly referred to as "metadata." Metadata is
"information about information" not ordinarily visible on the computer screen that describes the history, tracking or
management of an electronic document.

Some metadata is automatically lodged within the document by software, such as the date and time the document
was produced, and can be accessed simply by right-clicking on it with a computer mouse. Other types of
metadata are produced by word processing programs that allow users to "redline" changes to a document or to
embed comments, which may or may not pop up as the cursor is moved over them. If metadata is "mined" by use
of readily available computer programs, it can show, among other things, the changes made to a document during
its drafting, as well as comments made by various reviewers of the document. Metadata may, therefore, reveal
client confidences, litigation and negotiation strategy, legal theories, attorney work product and other legally
privileged and confidential information that was never intended to be communicated by the sender. This raises
ethical issues for both the sending and receiving lawyers.

The Ethics Committee believes it appropriate to provide guidance to New Hampshire lawyers on ethical
obligations regarding transmission, receipt and use of metadata under the New Hampshire's Rules of Professional
Conduct. This opinion addresses both the ethical obligations of the sending lawyer to prevent the disclosure of
metadata containing confidential information when transmitting electronic materials and the ethical obligations of
the recipient lawyer with respect to searching for, reviewing and using metadata found in electronic materials. The
Committee's view is that both sending and receiving lawyers share ethical obligations to preserve confidential
information relating to representation of clients and that it is impermissible for New Hampshire lawyers to seek to
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review or use metadata received from opposing counsel.

In assessing the ethical obligations of both the sending and receiving attorneys with respect to metadata, the
Committee does not address issues relating to the discovery of electronic materials in adjudicative proceedings,
which are handled under applicable rules of court and law. Discovery of electronic materials raises separate
issues and rules that go beyond the scope of this opinion.

Discussion

Ethical Obligations of Lawyers Sending Electronic Materials

Exchange of electronic documents is an essential part of modern law practice. At the same time that advances in
technology permit users to access metadata that may relate to another lawyer's representation of a client, the
ethical obligation imposed upon lawyers to avoid such disclosures remains unchanged. Protection of client
confidences is one of the most significant obligations imposed upon lawyers and forms the core of the attorney-
client relationship. Rule 1.6(a) provides that "[a] lawyer shall not reveal information relating to the representation
of a client unless the client gives informed consent, the disclosure is impliedly authorized in order to carry out the
representation, or the disclosure is permitted by paragraph (b)." As stated in this Committee's comment to Rule
1.6, [t]he disclosure of client confidences is an extreme and irrevocable act." The confidentiality rule applies not
only to matters communicated in confidence by the client, but also to all information related to the representation,
whatever its source. See 2004 ABA Model Rule Comment [3].

There is general consensus among jurisdictions reviewing the ethical obligations of lawyers who send electronic
materials to opposing counsel that they are ethically required to take reasonable care to avoid improper disclosure
of confidential information contained in metadata. See, e.g., ABA Formal Op. 06-442 (2006); FL Bar Ethics Op.
06-02 (2006) ("A lawyer who is sending an electronic document should take care to ensure the confidentiality of
all information contained in the document, including metadata"); NY Bar Ethics Op. 782 (2004) ("a lawyer must
exercise reasonable care to ensure that he or she does not inadvertently disclose his or her client's confidential
information"). The Ethics Committee agrees that a sending lawyer who transmits electronic documents or files has
a duty to use reasonable care to guard against disclosure of metadata that might contain confidential information.
However, the Committee also believes that what constitutes reasonable care will depend upon the facts and
circumstances, including the subject matter of the document, whether there have been multiple drafts of the
document with multiple commenting parties, whether the client has commented on the document and other
relevant factors. Thus, there can be no per se rule on transmission of metadata.

Lawyers should consider the duty to provide competent representation under Rule 1.1, as well as the general
requirement under Rules 5.1 and 5.3 that lawyers make reasonable efforts to ensure that their firms, including
lawyers and non-lawyers, conform to the Rules. In general, lawyers should be reasonably informed about the
types of metadata that may be included in documents when they are transmitted electronically and the steps that
can be taken to remove it, if necessary. Lawyers should stay abreast of technological advances and potential risks
of transmission through appropriate training and education. In the Committee's view, lawyers should acquire, at
the very least, a basic understanding of the existence of metadata embedded in electronic documents, the
features of the software they have used to generate the document and any practical measures that may be taken
to limit the likelihood of transmitting metadata or to purge the documents of sensitive information. This view is
generally shared by other jurisdictions that have reviewed this subject. See, e.g., ME Bar Ethics Op. 196 (2008).

The Committee recognizes that, as a result of rapid technological advances, some lawyers are generally unaware
of the myriad of ways that client confidences may be disclosed in the form of metadata that accompanies
electronic documents and files. However, unless lawyers obtain a reasonable understanding of the risks inherent
in the use of technology in transmitting and receiving electronic materials that may contain confidential
information, they risk violating their ethical obligations to clients. Of course, this does not mean that lawyers must
necessarily purchase expensive computer software to ensure that metadata is removed or "scrubbed" from
documents in all cases. In most circumstances, lawyers can limit the likelihood of transmitting metadata
containing confidential information by avoiding its creation during document drafting or subsequently deleting it, as
well as by sending a different version of the document without the embedded information through hard copy,
scanned or faxed versions. See, e.g., ABA Formal Op. 06-442 (2006). Simply substituting a scanned version of
sensitive documents may be adequate in most circumstances.

Ethical Obligations of Lawyers Receiving Electronic Materials

In reviewing the ethical obligations of a lawyer who receives metadata from opposing counsel, the Committee
considered the variety of circumstances under which metadata might be received and reviewed. For example, in
the context of negotiating a contract, a sending lawyer might intend the receiving lawyer to search and review
red-lined comments in a draft document or to review underlying formulas used to create a spreadsheet.
Conversely, a sending lawyer may send a draft contract that includes a client's comment on "bottom line price"
that the lawyer either was unaware existed in metadata contained within a document or that the lawyer had
unsuccessfully attempted to eliminate. In the latter set of circumstances, the sending lawyer may have exercised
reasonable care in avoiding disclosure of client confidences through transmission of metadata but was either
unsuccessful or unaware of the receiving lawyer's purposeful efforts to uncover confidential information that may
provide an advantage during negotiations. There is also the possibility that receiving lawyer may use
sophisticated software to reveal or recover information not revealed by most programs.

New Hampshire's Rule 4.4(b), Respect for Rights of Third Persons, was amended in 2008 to provide guidance to
lawyers who receive confidential information from opposing counsel or third persons, as follows:

* * *
(b) A lawyer who receives materials relating to the representation of the lawyer's client and knows that the
material was inadvertently sent shall promptly notify the sender and shall not examine the materials. The
receiving lawyer shall abide by the sender's instructions or seek determination by a tribunal.
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* * *
New Hampshire's Rule 4.4 varies from the American Bar Association's (ABA's) Model Rule in several
respects: by substituting "materials" for "document" to make clear that electronic information is covered; by
replacing "reasonably should know" with "knows" to create an objective standard; and by adding a new
second sentence to specify the obligations of the receiving attorney with regard to inadvertently sent
materials. See 2008 New Hampshire Comment to Rule 4.4. These differences are significant in light of the
ABA's conclusion, shared by a number of jurisdictions, that there is no express ethical prohibition against a
receiving lawyer reviewing or using opposing counsel's metadata. See ABA Formal Op. 06-442 ("unless
other law requires otherwise, a lawyer who receives an inadvertently sent document ordinarily may, but is
not required to, return it unread, as a matter of professional judgment"). The ABA and several other
jurisdictions have tended to avoid the issue of whether disclosure of confidential information is presumably
inadvertent, preferring instead to apply a literal reading of the rule prohibitions. The Committee rejects this
approach, for the reasons set forth below.

While most jurisdictions agree that sending attorneys must take reasonable precautions to prevent inadvertent
disclosure of confidential information in the form of metadata, there is a split on whether it is permissible for
attorneys to review or use metadata received from their opponents. For example, in concluding that the Model
Rules of Professional Conduct generally do not prohibit review or use of metadata, the ABA concluded that "the
Rules do not contain any specific prohibition against a lawyer's reviewing and using the embedded information in
electronic documents." ABA Formal Op. 06-442 (2006). Maryland has followed the ABA on this point, concluding
that "there is no ethical violation if the recipient attorney reviews or makes use of the metadata without first
ascertaining whether the sender intended to [send it]. MD Bar Ethics Op. 2007-09 (2007).

The District of Columbia has articulated a view that the receiving lawyer is prohibited from reviewing metadata
sent by an adversary only where there is actual knowledge of inadvertence: "[W]e believe that mere uncertainty
by the receiving lawyer as to the inadvertence of the sender does not trigger an ethical obligation by the receiving
lawyer to refrain from reviewing the metadata ...". DC Bar Ethics Op. 341 (2007). Colorado adopted a variation of
the ABA view, concluding that receiving lawyers may ethically search for and review metadata, but adding that the
receiving lawyer should know that any confidential information transmitted with the metadata was transmitted
inadvertently unless confidentiality was waived. CO Bar Ethics Op. 119 (2008). Pennsylvania has not adopted a
conclusive view, deciding instead that each attorney must exercise moral judgment under the principles of the
Rules under particular factual situations. PA Bar Ethics Op. 2007-500 (2007).

The Committee believes that all circumstances, with the exception of express waiver and mutual agreement on
review of metadata, lead to a necessary conclusion that metadata is "inadvertently sent" as that term is used in
Rule 4.4(b). In addition, because no lawyer would intentionally send confidential information in violation of Rule
1.6, the receiving lawyer necessarily "knows" that the information has been inadvertently sent. The objective
standard dictates a conclusion that receipt of confidential information in the form of metadata is the result of
inadvertence, just as receipt of attorney notes stapled to draft documents would necessarily be the result of
inadvertence. As a result, Rule 4.4(b) imposes an obligation on the receiving lawyer to refrain from reviewing the
metadata.

The Committee does not ascribe to the view that the lack of an express prohibition in the Rules defines the extent
of a receiving lawyer's obligations. The Committee believes that purposefully seeking to unearth confidential
information embedded in metadata attached to a document provided by opposing counsel implicates the broad
principles underlying the Rules, including the strong public policy in favor of maintaining client confidentiality. In
the Committee's view, there is a shared responsibility on both sides to protect the attorney-client privilege through
imposition of a receiving lawyer's obligation to refrain from reviewing confidential information that can be nothing
other than "inadvertently sent." See Rule 4.4(b) (2008).

Because metadata is simply another form of information that can include client confidences, the Committee sees
little difference between a receiving lawyer uncovering an opponent's metadata and that same lawyer peeking at
opposing counsel's notes during a deposition or purposely eavesdropping on a conversation between counsel and
client. There is a general expectation of honesty, integrity, mutual courtesy and professionalism in the New
Hampshire bar. Lawyers should be able to reasonably assume that confidential information will not be sought out
by their opponents and used against their clients, regardless of the ease in uncovering the information.

The Committee also rejects the ABA's notion that sending lawyers can avoid harm to their clients by negotiating
confidentiality agreements in advance if there is any concern about misuse of metadata. See ABA Formal Op.
06-442 (2006). While such agreements may be effective tools in the context of litigation and discovery and are
expressly sanctioned under court rules, they are not as effective in transactional settings. There is often no way to
effectively retract confidential information, once learned, especially if it involves the subject matter of negotiations.
Therefore, unless receiving lawyers have a sound basis to believe that the information was intentionally sent or
there has been an express waiver of confidentiality, receiving lawyers should not take steps to review or to use
metadata embedded in documents received from opposing counsel. To the extent that metadata is unintentionally
reviewed, receiving lawyers should abide by the directives set forth in Rule 4.4(b).

The Committee's interpretation of the New Hampshire Rules is consistent with those jurisdictions that have
rejected the ABA conclusion that metadata can be ethically accessed. These jurisdictions include New York,
Florida, Alabama and Maine. In 2001, the New York State Bar Association Committee on Professional Ethics
concluded that a lawyer may not search for or review metadata in electronic documents, relying principally on a
lawyer's ethical obligation to refrain from dishonest, fraudulent or deceitful conduct, as well as conduct prejudicial
to the administration of justice. NY Bar Ethics Op. 749 (2001). New York also concluded that "the use of computer
technology in the manner described above constitutes an impermissible intrusion on the attorney-client
relationship in violation of the Code." Id. Interestingly, New York viewed mining of metadata to be a "deliberate act
by the receiving lawyer, not carelessness on the part of the sending lawyer, which would lead to the disclosure of
client confidences and secrets." Id.

Since New York's opinion was issued, Florida, Alabama and Maine have followed the same or similar reasoning in
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concluding that receiving lawyers cannot review or use metadata. See FL Ethics Op. 06-2 (2006) (It is the
recipient lawyer's concomitant obligation ... not to try to obtain from metadata information relating to the
representation of the sender's client that the recipient knows or should know is not intended for the recipient"); AL
Bar Ethics Op. 2007-02 (2007) ("the receiving lawyer also has an ethical obligation to refrain from mining an
electronic document"); ME Bar Ethics Op. 196 (2008) ("an attorney may not ethically take steps to uncover
metadata embedded in an electronic document sent by counsel for another party, in an effort to detect information
that is legally confidential and is or should be reasonably known not to have been intentionally communicated").

Conclusion

New Hampshire lawyers who either send or receive electronic materials share an ethical obligation to preserve
confidential information relating to representation of clients. Sending lawyers must take reasonable care to avoid
improper disclosure of confidential information that may be hidden within metadata accompanying electronic
materials sent to opposing counsel. It is impermissible for receiving lawyers to search for, review or use
confidential information in the form of metadata that is associated with transmission of electronic materials from
opposing counsel. This does not preclude opposing counsel from reaching mutual agreement on review of
metadata.
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ETHICS OPINION 2009-1

“Metadata” refers to electronically stored information about electronic documents.  
Metadata often is included in files that are stored electronically.  It may be apparent on the face 
of an electronic document, or may be hidden.  Some metadata may be innocuous and 
unimportant, revealing basic information about dates an electronic file was created and edited.  
On the other hand, however, sensitive and confidential information, including comments 
reflecting attorney-client communications and tracked changes revealing work product, may also 
be contained in metadata embedded in electronic documents.  When documents are transmitted 
and received electronically, tools may be available that enable the recipient to search for hidden 
metadata. 

In this opinion, the Vermont Bar Association Professional Responsibility Section 
concludes that the Vermont Rules of Professional Conduct (“VRPC”) do not compel a specific 
answer to the question whether a lawyer can search for metadata within an electronic document 
prepared by and received from opposing counsel.  The Section further concludes that a lawyer 
who receives an electronic document from opposing counsel that contains inadvertently 
disclosed, privileged and confidential metadata must notify the sending lawyer, with the question 
whether the receiving lawyer can use this information being decided by a court of competent 
jurisdiction.  With respect to discovery practice in the litigation context, the Section concludes 
that, with limited exceptions relating to privileged matters, lawyers are obligated to disclose all 
responsive information including metadata to opposing counsel, and nothing prohibits the 
recipient from searching for electronic information about the history of the document or file. 

Questions Presented:

The Vermont Bar Association Board of Managers has posed a series of questions to the 
Professional Responsibility Section about metadata. 

The Board first inquires as follows about situations where a lawyer receives an electronic 
file from opposing counsel:  (a) Can the receiving lawyer use tools in the program that created 
the file to mine1 for metadata?; (b)  Can the receiving lawyer use more specialized tools to mine 
for metadata?; (c) Can the receiving lawyer engage the “track changes” function to review the 
history of edits made to the document; (d) Is the receiving lawyer’s responsibility different if the 
sending lawyer has inadvertently left the “track changes” function engaged, so that the entire 
history of changes to the document are exposed without any action being taken by the receiving 
lawyer.

The Board also inquires about disclosure of and searching for metadata during discovery 
in the litigation context, including whether (a) in the absence of a court order addressing 
discovery issues relating to metadata, lawyers or parties can mine for metadata in documents 
received from the opposing party during discovery; and (b) whether it is permissible for a party 
to remove metadata from documents before disclosing them during discovery. 

1  The Section notes that the term “mine” appears to be a pejorative characterization of the use of electronic tools to 
analyze electronic documents.  Throughout this Opinion, the phrase “search” is used in place of the phrase “mine,” 
because it characterizes the search for embedded metadata in a more neutral manner.  
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Analysis

The questions presented by the VBA Board of Governors pose a number of inquiries.  
First, does a lawyer who sends electronic documents to opposing counsel have a duty to exercise 
reasonable care to avoid disclosing confidential metadata?  Second, can a lawyer who receives 
electronic documents from opposing counsel search those documents for metadata?  Third, what 
steps should be taken by a lawyer who becomes aware that electronic documents received from 
opposing counsel contain metadata?  These questions have been the subject of a growing body of 
ethics opinions issued by the American Bar Association and various State Bar Associations.
This opinion now summarizes the conclusions of these opinions and expresses its view on each. 

Potentially Applicable Provisions of the Vermont Rules of Professional Conduct 

 As discussed in detail below, no provisions of the VRPC speak directly to the questions 
presented in this Opinion, although recently adopted VRPC 4.4(b), which becomes effective 
September 1, 2009, does address the obligation of a lawyer who receives inadvertently disclosed 
documents.  The following provisions of the Rules, reprinted below in the form in effect in 
Vermont as of September 1, 2009, have formed the legal bases for Ethics Opinions issued by 
other Bar Associations reaching contradictory conclusions about the questions presented. 

VRPC  1.1 Competence:

A lawyer shall provide competent representation to a client.  Competent representation 
requires the legal knowledge, skill, thoroughness and preparation reasonably necessary 
for the representation. 

VRPC 1.3 Diligence: 

A lawyer shall act with reasonable diligence . . . in representing a client. 

VRPC 1.6(a) Confidentiality of Information:

A lawyer shall not reveal information relating to representation of a client unless the 
client gives informed consent . . . . 

VRPC 3.4 Fairness to Opposing Party and Counsel 

A lawyer shall not: 
(a) unlawfully obstruct another party's access to evidence or unlawfully alter, destroy or 
conceal a document or other material having potential evidentiary value. A lawyer shall 
not counsel or assist another person to do any such act; 
(b) falsify evidence, counsel or assist a witness to testify falsely, or offer an inducement 
to a witness that is prohibited by law; 
(c) knowingly disobey an obligation under the rules of a tribunal except for an open 
refusal based on an assertion that no valid obligation exists; 
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(d) in pretrial procedure, make a frivolous discovery request or fail to make reasonably 
diligent effort to comply with a legally proper discovery request by an opposing party; 
. . . . or 
(f) request a person other than a client to refrain from voluntarily giving relevant 
information to another party unless: 
(1) the person is a relative or an employee or other agent of a client; and 
(2) the lawyer reasonably believes that the person's interests will not be adversely 
affected by refraining from giving such information. 

VRPC 4.4 Respect for Rights of Third Persons: 

(a)  In representing a client, a lawyer shall not use means that have no substantial purpose 
other than to embarrass, delay, or burden a third person, or use methods of obtaining 
evidence that violate the legal rights of such a person. 
(b)  A lawyer who receives a document relating to the representation of the lawyer’s 
client and knows or reasonably should know that the document was inadvertently sent 
shall promptly notify the sender. 

VRPC 8.4 Misconduct:

 It is professional misconduct for a lawyer to: 
(a)  violate or attempt to violate the Rules of Professional Conduct, knowingly assist or 
induce another to do so, or do so through the acts of another; 
(b) engage in a “serious crime,” defined as illegal conduct involving any felony or 
involving any lesser crime a necessary element of which is interference with the 
administration of justice, false swearing, intentional misrepresentation, fraud, deceit, 
bribery, extortion, misappropriation, theft, or an attempt or a conspiracy or solicitation of 
another to commit a “serious crime”; 
(c)  engage in conduct involving dishonesty, fraud, deceit or misrepresentation; 
(d) engage in conduct that is prejudicial to the administration of justice . . . . 

Duty of Sending Lawyer

 The Bar Associations that have examined the duty of the sending lawyer with respect to 
metadata have been virtually unanimous in concluding that lawyers who send documents in 
electronic form to opposing counsel have a duty to exercise reasonable care to ensure that 
metadata containing confidential information protected by the attorney client privilege and the 
work product doctrine is not disclosed during the transmission process.  See Alabama Ethics Op. 
RO 2007-02; Arizona Ethics Op. 07-03; Colorado Ethics Op. 119 (2008); DC Ethics Op. 341 
(2007); Florida Ethics Op. 06-2; Maryland Ethics Op. 2007-09; New Hampshire Ethics Op. 
2008-2009/4; New York City Lawyers Ass’n Ethics Op. No. 738 (2008); New York State Ethics 
Op. 782 (2004).  A number of other ethics opinions note that a sending lawyer has tools available 
to prevent against the risk of disclosing client confidences when electronic documents are 
transmitted to opposing counsel, but do not affirmatively address the scope of the sending 
lawyer’s duty to take these steps.  See Pennsylvania Formal Ethics Op. 2007-500; ABA Formal 
Ethics Op. 06-442. 
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 This Opinion agrees that, based upon the language of the VRPC, a lawyer has a duty to 
exercise reasonable care to ensure that confidential information protected by the attorney client 
privilege and the work product doctrine is not disclosed.  This duty extends to all forms of 
information handled by an attorney, including documents transmitted to opposing counsel 
electronically that may contain metadata embedded in the electronic file.  This duty has its roots 
in VRPC 1.1, which requires lawyers to provide competent representation; VRPC 1.3, which 
requires lawyers to exercise diligence; and VRPC 1.6, which requires lawyers to protect 
confidential client information. 

 The Professional Responsibility Section notes that various tools are available to comply 
with this duty to exercise reasonable care, including programs to “scrub” metadata from 
electronic documents before they are dispatched, converting electronic documents to a read-only, 
PDF format before transmission, or insisting on transmission of sensitive documents only on 
paper.  The steps that should be taken by the sending lawyer in specific instances depend on the 
circumstances, and are beyond the scope of this opinion.  

Duty of Receiving Lawyer

 The duty of the receiving lawyer is a matter that has been the subject of substantially 
more disagreement. 

  In the following ethics opinions, various State Bar Ethics Committees have concluded 
that applicable rules of professional conduct prohibit a receiving lawyer from searching for 
metadata in documents that are received electronically.  See Alabama Ethics Op. RO 2007-02; 
Arizona Ethics Op. 07-03; Florida Ethics Op. 06-2; New Hampshire Ethics Op. 2008-2009/4; 
New York City Lawyers Ass’n Ethics Op. No. 738 (2008); New York State Ethics Op. 782 
(2004).  The foundations for the conclusions reached in these Opinions are located in the rules of 
professional conduct protecting confidential information; prohibiting lawyers from engaging in 
conduct that is dishonest, deceitful, or prejudicial to the administration of justice; and requiring 
respect for the rights of others.  Through various chains of inference, and based on Professional 
Conduct Rules drafted differently from the Rules in Vermont, these opinions conclude that a 
lawyer who searches for metadata is unjustifiably attempting to intrude on the confidential 
relationship between the opposing lawyer and client, which is conduct that is dishonest or 
deceitful, and prejudicial to administration of justice. 

 On the other hand, a series of other ethics opinions reach the opposite conclusion, finding 
that the Rules of Professional Conduct do not contain any prohibition, whether express or 
implied, on searching electronic documents for embedded metadata, and that characterization of 
such searching as “deceitful,” “dishonest,” and “prejudicial” is not supported by the Rules.  See
Colorado Ethics Op. 119 (2008); DC Ethics Op. 341 (2007); Pennsylvania Formal Ethics Op. 
2007-500; ABA Formal Ethics Op. 06-442. 

Reviewing the language of the Vermont Rules of Professional Conduct quoted above, the 
Vermont Bar Association Professional Responsibility Section finds nothing to compel the 
conclusion that a lawyer who receives an electronic file from opposing counsel would be 
ethically prohibited from reviewing that file using any available tools to expose the file’s 
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content, including metadata.2  A rule prohibiting a search for metadata in the context of 
electronically transmitted documents would, in essence, represent a limit on the ability of a 
lawyer diligently and thoroughly to analyze material received from opposing counsel.  None of 
the Rules in effect in Vermont either state or imply that lawyers must refrain from thoroughly 
reviewing documents and information received from opposing counsel, regardless of the medium 
is which the document is transmitted.  The Rule where such an obligation would most likely be 
found -- VRPC 3.4 Fairness to Opposing Party and Counsel -- is wholly silent on this issue.
Neither do VRPC 4.4 Respect for Rights of Third Persons, or VRPC 8.4 Misconduct, directly 
address this issue.  On the other hand, there is a clear basis for an inference that thorough review 
of documents received from opposing counsel, including a search for and review of metadata 
included in electronically transmitted documents, is required by VRPC 1.1 Competence, and 
VRPC 1.3 Diligence. 

The existence of metadata is an unavoidable aspect of rapidly changing technologies and 
information data processing tools.  It is not within the scope of this Section’s authority to insert 
an obligation into the Vermont Rules of Professional Conduct that would prohibit a lawyer from 
thoroughly reviewing documents provided by opposing counsel, using whatever tools are 
available to the lawyer to conduct this review. 

Duty Imposed Upon Lawyer Who Learns Of Receipt Of Inadvertently Disclosed Privileged 
Information

Answering the question whether a lawyer can search for metadata does not, however, end 
the analysis.  The more critical inquiry arguably is whether inadvertently disclosed confidential 
information, including metadata, can be used by the lawyer who receives it. 

Whether inadvertent disclosure of privileged information constitutes a waiver of the 
document’s privileged status is a question of substantive law.  Different approaches have been 
taken by courts throughout the United States when addressing this issue, but research has not 
revealed any case law in Vermont addressing the impact of inadvertent disclosure of privileged 
documents. 

Given that the attorney-client privilege is intended to protect the client, many courts have 
chosen to protect the privilege when inadvertent disclosure occurs, focusing on whether the 
client intended the disclosure to occur and whether counsel had authority to disclose.  See, e.g.,
Mendenhall v. Barber-Greene Co., 531 F. Supp. 951, 954-55 (N.D.Ill. 1982); Berg Elecs., Inc. v. 
Molex, Inc. , 875 F. Supp. 261, 263 (D. Del. 1995); Corey v. Norman, Hanson & DeTroy, 742 
A.2d 933, 941 (Me. 1999).  However, alternate approaches that are less protective of the attorney 
client privilege also have been adopted.  One such approach provides that inadvertent disclosure 
destroys the privilege if the lawyer and client did not take adequate steps to protect 
confidentiality.  See, e.g., Gray v. Bicknell, 86 F.3d 1472, 1483-84 (8th Cir. 1996).  Effective 
September 19, 2008, the Federal Rules of Evidence were amended to add a variation of this 
position.  Current Federal Rule of Evidence Rule 502(b) provides that, in Federal Court 
proceedings, inadvertent disclosure does not result in waiver of the attorney client privilege or 

2  Given this conclusion, this Opinion does not separately analyze the four different mechanisms for locating 
metadata that are listed in the questions presented by the VBA Board of Governors. 
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work product protection if reasonable steps to prevent disclosure were taken by the holder of the 
privilege or protection, and reasonable steps were promptly taken by the holder of the privilege 
or protection to respond to the inadvertent disclosure.  Adoption of Rule 502 arguably overruled 
the holdings of previous Federal Court decisions, including International Digital Sys. Corp. v. 
Digital Equip. Corp., 120 F.R.D. 445, 449-50 (D. Mass. 1988), and Federal Dep. Ins. Corp.v. 
Singh, 140 F.R.D. 252, 253 (D. Me. 1992), which took the blanket position that inadvertent 
disclosure waives the privilege, because confidentiality had been lost. 

 It is beyond the scope of this Ethics Opinion to address what analysis the Vermont 
Supreme Court should adopt on the question of inadvertent disclosure.  However, the steps that 
lawyers should take upon learning that inadvertently disclosed privileged information has come 
into their possession is a matter that has been the subject of substantial discussion in the Ethics 
Opinions and is at the core of the inquiry posed by the VBA Board of Governors.  Accordingly, 
this Opinion now turns to this issue. 

 In 1992, the American Bar Association Committee on Ethics and Professional 
Responsibility issued Formal Opinion 92-368.  This Opinion advised that a lawyer who receives 
materials which appear on their face to be privileged and clearly appear not to be intended for the 
receiving lawyer must not look at those materials, must contact the sending lawyer, and must 
follow the sending lawyer’s instructions relating to those materials.  Substantial debate followed 
issuance of this Opinion, and the ABA Ethics Committee ultimately added Model Rule of 
Professional Conduct 4.4(b), which provides: 

A lawyer who receives a document relating to the representation of the lawyer’s client 
and knows or reasonably should know that the document was inadvertently sent shall 
promptly notify the sender. 

Pursuant to amendments to the Vermont Rules of Professional Conduct promulgated on 
June 17, 2009, Rule 4.4(b) becomes effective in Vermont on September 1, 2009.  

As explained in its Comments, the purpose behind Rule 4.4(b) is to ensure that lawyers who 
inadvertently disclose privileged and confidential documents to opposing counsel can take 
protective measure in an effort to limit or eliminate damage to their client’s interests.  The 
Comment continues by recognizing, however, that questions including whether additional 
remedies may be available to the sending lawyer, and whether inadvertent disclosure leads to 
waiver of the privilege, depend on substantive law and are beyond the scope of the Rules.3

 With the adoption of Rule 4.4(b), Vermont lawyers are subject to the obligation to notify 
opposing counsel if they receive documents that they know or reasonably should know were 
inadvertently disclosed.  Whether inadvertent disclosure results in waiver of the attorney client 
privilege or the work product protection, and whether the receiving lawyer can review and use 
the inadvertently disclosed information, remain issues of substantive law. 

3 As a result of the amendment of Model Rule 4.4(b), including its clear requirements for the steps that must be 
taken when confidential documents are inadvertently disclosed, ABA Formal Opinion 05-437 withdrew Formal 
Opinion 92-368. 
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Litigation Context

 The inquiry posed by the VBA Board of Governors relating to the litigation context poses 
somewhat different considerations.  While it is beyond the scope of this Opinion to address the 
discovery rights and obligations of parties in the litigation context, the Section makes the 
following observations. 

 The provisions of the VRPC that are cited above, including the requirements of acting 
competently, diligently, and in a manner that protects client confidences and respects the rights 
of third parties, apply to all of an attorney’s legal related activities, including in the litigation 
context.  Basic rules of diligence, competence, and prudence caution a lawyer who is preparing 
to disclose documents during discovery thoroughly to review those documents in order, among 
other things, to ensure that communications protected by the attorney client privilege and the 
work product doctrine are not being disclosed.  This rule applies with equal force to electronic 
discovery, where basic rules of competence now require lawyers to be aware that discoverable 
information may be included in electronic documents, and that privileged and confidential 
information may be embedded in electronic files, including in hidden metadata. 

Standard practice and procedural rules in litigation matters allow lawyers to withhold 
documents containing privileged and confidential communications when serving discovery 
responses, and those rules apply with equal force to production of electronic documents.  Where 
such materials are being withheld from discovery disclosures, applicable rules may require 
preparation and service of a privilege log, which also should list any privileged and confidential 
electronic documents that are being withheld from production.  See, e.g., Fed. R. Civ. P. 
26(b)(5)(A) (requiring party that withholds otherwise discoverable information based on 
privilege or work product claim to make the claim expressly and describe the documents being 
withheld from production). 

Except to this extent, the Professional Responsibility Section is aware of no authority or 
support for the proposition that a lawyer can redact, remove, or withhold metadata from 
electronic client documents that are being disclosed during discovery. Neither is the Committee 
aware of any restriction on the ability of the receiving lawyer or party fully to analyze electronic 
documents received during discovery, including use of any available tools to search for metadata 
embedded within those electronic files.4

4  It should be noted, however, that recent amendments to the Federal Rules of Civil Procedure codify a procedure 
for use in Federal Court when inadvertent disclosures occur.  Pursuant to Fed. R. Civ. P. 26(b)(5)(B), when a party 
inadvertently discloses materials that it believes are privileged or work product and provides notices to opposing 
counsel, the recipient has the duty, among other things, promptly to return, destroy, or sequester the information, and 
not to use or disclose the information until the privilege or work product claim has been resolved.  These recent 
amendments to Rule 26 provide clear direction to lawyers confronted with inadvertent disclosure issues, and the 
Professional Responsibility Section believes it could be useful for the Vermont Supreme Court to consider the 
possibility of making similar amendments to the Vermont Rules of Civil Procedure. 
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Ethics Committee Advisory Opinion #2012-13/05
Social Media Contact with Witnesses in the Course of Litigation

By the NHBA Ethics Committee
This opinion was submitted for publication by the NHBA Board of Governors at its June 20, 2013 meeting.

RULE REFERENCES:
   1.1(b) and (c) Competence
   1.3 Diligence
   3.4 Fairness to opposing party and counsel
   4.1(a) Truthfulness in statements to others
   4.2 Communications with others represented by counsel
   4.3 Dealing with the unrepresented person
   4.4 Respect for the rights of third persons
   5.3 Non-lawyer assistants
   8.4(a) Unethical conduct through an agent

SUBJECTS:
   Competence and Diligence
   Truthfulness
   Fairness to Opposing Parties, Counsel, and Third Parties
   Contact with Witnesses
   Agents of Lawyers; Acting Through Others

ANNOTATION

The Rules of Professional Conduct do not forbid use of social media to investigate a non-party witness. However,
the lawyer must follow the same rules which would apply in other contexts, including the rules which impose
duties of truthfulness, fairness, and respect for the rights of third parties. The lawyer must take care to understand
both the value and the risk of using social media sites, as their ease of access on the internet is accompanied by
a risk of unintended or misleading communications with the witness. The Committee notes a split of authority on
the issue of whether a lawyer may send a social media request which discloses the lawyer’s name - but not the
lawyer’s identity and role in pending litigation - to a witness who might not recognize the name and who might
otherwise deny the request.1 The Committee finds that such a request is improper because it omits material
information. The likely purpose is to deceive the witness into accepting the request and providing information
which the witness would not provide if the full identity and role of the lawyer were known.

QUESTION PRESENTED

What measures may a lawyer take to investigate a witness through the witness’s social media accounts, such as
Facebook or Twitter, regarding a matter which is, or is likely to be, in litigation?

FACTS

The lawyer discovers that a witness for the opposing party in the client’s upcoming trial has Facebook and Twitter
accounts. Based on the information provided, the lawyer believes that statements and information available from
the witness’s Facebook and Twitter accounts may be relevant to the case and helpful to the client’s position.
Some information is available from the witness’s social media pages through a simple web search. Further
information is available to anyone who has a Facebook account or who signs up to follow the witness on Twitter.
Additional information is available by “friending” the witness on Facebook or by making a request to follow the
witness’s restricted Twitter account. In both of those latter instances, the information is only accessible after the
witness has granted a request.

ANALYSIS
General Principles

The New Hampshire Rules of Professional Conduct do not explicitly address the use of social media such as
Facebook and Twitter. Nonetheless, the rules offer clear guidance in most situations where a lawyer might use
social media to learn information about a witness, to gather evidence, or to have contact with the witness. The
guiding principles for such efforts by counsel are the same as for any other investigation of or contact with a
witness.

First and foremost, the lawyer has a duty under Rules 1.1 and 1.3 to represent the client competently and
diligently. This duty specifically includes the duties to:

“Gather sufficient facts” about the client’s case from “relevant sources,” Rule 1.1(c)(1);
Take steps to ensure “proper preparation,” Rule 1.1(b)(4); and
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Acquire the skills and knowledge needed to represent the client competently. Rule 1.1(b)(1) and (b)(2).

In the case of criminal defense counsel, these obligations, including the obligation to investigate, may have a
constitutional as well as an ethical dimension.2 In light of these obligations, counsel has a general duty to be
aware of social media as a source of potentially useful information in litigation, to be competent to obtain that
information directly or through an agent, and to know how to make effective use of that information in litigation.

The duties of competence and diligence are limited, however, by the further duties of truthfulness and fairness
when dealing with others. Under Rule 4.1, a lawyer may not “make a false statement of material fact” to the
witness. Notably, the ABA Comment to this rule states that “[m]isrepresentations can also occur by partially true
but misleading statements or omissions that are the equivalent of affirmative false statements.” Similarly, under
Rule 8.4, it is professional misconduct for a lawyer to “engage in conduct involving dishonesty, fraud, deceit or
misrepresentation.” Also, if the witness is represented by counsel, then under Rule 4.3, a lawyer “shall not
communicate” with the witness “about the subject of the representation” unless the witness’s lawyer has
consented or the communication is permitted by a court order or law. Finally, under Rule 4.4, the lawyer shall not
take any action, including conducting an investigation, if it is “obvious that the action has the primary purpose to
embarrass, delay, or burden a third person.”

The lawyer may not avoid these limitations by conducting the investigation through a third person. With respect to
investigators and other non-lawyer assistants, the lawyer must “make reasonable efforts to ensure” that the
non-lawyer’s conduct “is compatible with the professional obligations of the lawyer.” Rule 5.3(b). A lawyer may be
responsible for a violation of the rules by a non-lawyer assistant where the lawyer has knowledge of the conduct,
ratifies the conduct, or has supervisory authority over the person at a time when the conduct could be avoided or
mitigated. Rule 5.3(c). Nor should a lawyer counsel a client to engage in fraudulent or criminal conduct. Rule
1.2(d). Finally, of course, a lawyer is barred from violating the rules through another or knowingly inducing the
other to violate the rules. Rule 8.4(a).

Application of the General Principles to the Use of Social Media When Investigating a Witness

Is it a violation of the rules for the lawyer to personally view a witness’s unrestricted Facebook page or Twitter
feed? In the view of the Committee, simply viewing a Facebook user’s page or “following” a Twitter user is not a
“communication” with that person, as contemplated by Rules 4.2 and 4.3, if the pages and accounts are viewable
or otherwise open to all members of the same social media site. Although the lawyer-user may be required to join
the same social media group as the witness, unrestricted Facebook pages and Twitter feeds are public for all
practical purposes. Almost any person may join either Facebook or Twitter for free, subject to the terms-of-use
agreement. Furthermore, membership is more common than not, with Facebook reporting that it topped one
billion accounts in 2012.4

Other state bars’ ethics committees are in agreement that merely viewing an unrestricted Facebook or Twitter
account is permissible.5 If, however, a lawyer asks the witness’s permission to access the witness’s restricted
social media information, the request must not only correctly identify the lawyer, but also inform the witness of the
lawyer’s involvement in the disputed or litigated matter. At least two bar associations have adopted the position
that sending a Facebook friend request in-name-only constitutes a misrepresentation by omission, given that the
witness might not immediately associate the lawyer’s name with his or her purpose and that, were the witness to
make that association, the witness would in all likelihood deny the request.6 (This point is discussed in more detail
below.)

May the lawyer send a Facebook friend request to the witness or a request to follow a restricted Twitter account,
using a false name? The answer here is no. The lawyer may not make a false statement of material fact to a third
person. Rule 4.1. Material facts include the lawyer’s identity and purpose in contacting the witness. For the same
reason, the lawyer may not log into someone else’s account and pretend to be that person when communicating
with the witness.

May the lawyer’s client send a Facebook friend request or request to follow a restricted Twitter feed, and then
reveal the information learned to the lawyer? The answer depends on the extent to which the lawyer directs the
client who is sending the request. Rule 8.4(a) prohibits a lawyer from accomplishing through another that which
would be otherwise barred. Also, while Rule 5.3 is directed at legal assistants rather than clients, to the extent that
the client is acting as a non-lawyer assistant to his or her own lawyer, Rule 5.3 requires the lawyer to advise the
client to avoid conduct on the lawyer’s behalf which would be a violation of the rules.

Subject to these limitations, however, if the client has a Facebook or Twitter account that reasonably reveals the
client’s identity to the witness, and the witness accepts the friend request or request to follow a restricted Twitter
feed, no rule prohibits the client from sharing with the lawyer information gained by that means. In the non-social
media context, the American Bar Association has stated that such contact is permitted in similar limitations. See
ABA Ethics Opinion 11-461.7

May the lawyer’s investigator or other non-lawyer agent send a friend request or request to follow a restricted
Twitter feed as a means of gathering information about the witness? The non-lawyer assistant is subject to the
same restrictions as the lawyer. The lawyer has a duty to make sure the assistant is informed about these
restrictions and to take reasonable steps to ensure that the assistant acts in accordance with the restrictions.
Thus, if the non-lawyer assistant identifies him- or herself, the lawyer, the client, and the cause in litigation, then
the non-lawyer assistant may properly send a social media request to an unrepresented witness.

The witness’s own predisposition to accept requests has no bearing on the lawyer’s ethical obligations. The
Committee agrees with the Philadelphia Bar Association’s reasoning: “The fact that access to the pages may
readily be obtained by others who either are or are not deceiving the witness, and that the witness is perhaps
insufficiently wary of deceit by unknown internet users, does not mean that deception at the direction of the
inquirer is ethical.” Phil. Bar Assoc., Prof. Guidance Comm., Op. 2009-02.

May the lawyer send a request to the witness to access restricted information, usingthe lawyer’s name and
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disclosing the lawyer’s role? The answer depends on whether the witness is represented. If the witness is
represented by a lawyer with regard to the same matter in which the lawyer represents the client, the lawyer may
not communicate with the witness except as provided in Rule 4.2. If the witness is not represented, the lawyer
may send a request to access the witness’s restricted social media profile so long as the request identifies the
lawyer by name as a lawyer and also identifies the client and the matter in litigation. This information serves to
correct any reasonable misimpression the witness might have regarding the role of the lawyer.

May the lawyer send a request to the witness to access restricted information, when the request uses only the
lawyer’s name or the name of an agent, and when there is a reasonable possibility that the witness may not
recognize the name and may not realize the communication is from counsel involved in litigation? There is a split
of authority on this issue, but the Committee concludes that such conduct violates the New Hampshire Rules of
Professional Conduct. The lawyer may not omit identifying information from a request to access a witness’s
restricted social media information because doing so may mislead the witness. If a lawyer sends a social media
request in-name-only with knowledge that the witness may not recognize the name, the lawyer has engaged in
deceitful conduct in violation of Rule 8.4(c). The Committee further concludes omitting from the request
information about the lawyer’s involvement in the disputed or litigated matter creates an implication that the
person making the request is disinterested. Such an implication is a false statement of material fact in violation of
Rule 4.1. As noted above, the ABA Comment to this rule states that “[m]isrepresentations can also occur by
partially true but misleading statements or omissions that are the equivalent of affirmative false statements.”

Deceit is improper, whether it is accomplished by providing information or by deliberately withholding it. Thus, a
lawyer violates the rules when, in an effort to conceal the lawyer’s identity and/or role in the matter, the lawyer
requests access to a witness’s restricted social media profile in-name-only or through an undisclosed agent. The
Committee recognizes the counter-argument that a request in-name-only is not overtly deceptive since it uses the
lawyer’s or agent’s real name and since counsel is not making an explicitly false statement. Nonetheless, the
Committee disagrees with this counter-argument. By omitting important information, the lawyer hopes to deceive
the witness. In fact, the motivation of the request in-name-only is the lawyer’s expectation that the witness will not
realize who is making the request and will therefore be more likely to accept the request. The New Hampshire
Supreme Court has stated that honesty is the most important guiding principle of the bar in this state and that
deceitful conduct by lawyers will not be tolerated. See generally, RSA311:6; Feld’s Case, 149 N.H. 19, 24 (2002);
Kalil’s Case, 146 N.H. 466, 468 (2001); Nardi’s Case, 142 N.H. 602, 606 (1998). The Committee is guided by
those principles here.

The Committee notes that there is a conflict of authority on this issue. For example, the Committee on
Professional Ethics for the Bar Association of New York City has stated:

We conclude that an attorney or her agent may use her real name and profile to send a “friend
request” to obtain information from an unrepresented person's social networking website without
also disclosing the reasons for making the request. While there are ethical boundaries to such
“friending,” in our view they are not crossed when an attorney or investigator uses only truthful
information to obtain access to a website, subject to compliance with all other ethical requirements.
[Footnote omitted.]

NY City Bar, Ethic Op. 2010-2. Alternatively, the Philadelphia Bar Association concludes that such conduct would
be deceptive. Phil. Bar Assoc., Prof. Guidance Comm., Op. 2009-02. That opinion finds that a social media
request in-name-only “omits a highly material fact” -that the request is aimed at obtaining information which may
be used to impeach the witness in litigation.8 The Philadelphia opinion further recognizes, as does this
Committee, that the witness would not likely accept the social media request if the witness knew its true origin and
context. An opinion from the San Diego County Bar Association reaches the same conclusion. San Diego Cty. Bar
Legal Ethics Op. 2011-2. The Committee finds that the San Diego and Philadelphia opinions are consistent with
the New Hampshire Rules of Professional Conduct but that the New York City opinion is not. A lawyer has a duty
to investigate but also a duty to do so openly and honestly, rather than through subterfuge.

Finally, this situation should be distinguished from the situation where a person, not acting as an agent or at the
behest of the lawyer, has obtained information from the witness’s social media account. In that instance, the
lawyer may receive the information and use it in litigation as any other information. The difference in this latter
context is that there was no deception by the lawyer. The witness chose to reveal information to someone who
was not acting on behalf of the lawyer. The witness took the risk that the third party might repeat the information to
others. Of course, lawyers must be scrupulous and honest, and refrain from expressly directing or impliedly
sanctioning someone to act improperly on their behalf. Lawyers are barred from violating the rules “through the
acts of another.” Rule 8.4(a).

CONCLUSION

As technology changes, it may be necessary to reexamine these conclusions and analyze new situations.
However, the basic principles of honesty and fairness in dealing with others will remain the same. When lawyers
are faced with new concerns regarding social media and communication with witnesses, they should return to
these basic principles and recall the Supreme Court’s admonition that honesty is the most important guiding
principle of the bar in New Hampshire.
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ENDNOTES

1 In the remainder of this opinion, the Committee refers to this as a communication “in-name-only.”

2See, e.g., Thomas v. Kuhlman, 255 F. Supp. 2d 99, 107 (E.D.N.Y.2003); Williams v. Washington,
59 F.3d 673, 680-81 (7th Cir. 1995); People v. Donovan, 184 A.D.2d 654, 655 (N.Y. App. Div.
1992); see also American Bar Association Criminal Justice Standards, Defense Function §4-4.1.

3 For the purposes of this opinion, an unrestricted page is a page which may be viewed without the
owner’s authorization but which may require membership with the same social media service.

4 “Facebook by the Numbers: 1.06 Billion Monthly Active Users,” available online.

5 San Diego County Bar Legal Ethics Committee, Legal Ethics Opinion 2011-2; NY Bar Ethics Op.
#843 (9/10/2010).

6 San Diego County Bar Legal Ethics Committee, Legal Ethics Opinion 2011-2; Phil. Bar Assoc.,
Prof. Guidance Comm., Op. 2009-02.

7 Pursuant to ABA Ethics Opinion 11-461, a lawyer may advise a client regarding the client’s right
to communicate directly with the other party in the legal matter and assist the client in formulating
the substance of any proposed communication, so long as the lawyer’s conduct falls short of
overreaching. This opinion has engendered significant controversy because, according to some
critics, it effectively allowed the lawyer to “script” conversations between the client and a
represented opposing party and prepare documents for the client to deliver directly to the
represented opponent. For a more complete discussion, see Podgers, On Second Thought:
Changes Mulled Re ABA Opinion on Client Communications Issue, ABA Journal (Jan. 1, 2012),
available online (last accessed May 22, 2013). The Committee takes no position on this issue and
cites the opinion solely to illustrate the point that the client may independently obtain and share
information with the lawyer, subject to certain constraints.

8 In contrast to this opinion, the Philadelphia opinion does not find a violation of Rule 4.3.
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Opinion 2014-5
Summary: A lawyer for a party may "friend" an unrepresented adversary in order to obtain information helpful to her representation from the
adversary's nonpublic website only when the lawyer has been able to send a message that discloses his or her identity as the party's lawyer.

Facts: A lawyer inquires whether she may directly request access to "non-public information" on a potential adverse party's social networking site
(Facebook) to attempt to ascertain information relevant to contemplated litigation when the opposing party (X) is at present unrepresented.

Discussion: We begin our analysis with the reported fact that X is unrepresented. Rule 4.3 provides that "(a) In dealing on behalf of a client with a
person who is not represented by counsel, a lawyer shall not state or imply that the lawyer is disinterested. When the lawyer knows or reasonably
should know that the unrepresented person misunderstands the lawyer's role in the matter, the lawyer shall make reasonable efforts to correct the
misunderstanding." We will assume that as of the moment the inquirer does not know that X has counsel. Rule 4.3 states that a lawyer shall makes a
reasonable effort to correct any misunderstanding of an unrepresented party with whom the lawyer is dealing concerning the lawyer's role. This
requirement seems derived from the more general proposition contained in Rule 4.1(a) that "[i]n the course of representing a client a lawyer shall not
knowingly. . . " make a false statement of material fact or law to a third person." Rule 8.4(c) makes the same point even more broadly: "It is
professional misconduct for a lawyer to . . . engage in conduct involving dishonesty, fraud, deceit, or misrepresentation . . . .

In the Committee's view, it is not permissible for the lawyer who is seeking information about an unrepresented party to access the personal website
of X and ask X to "friend"[1] her without disclosing that the requester is the lawyer for a potential plaintiff. In so doing, the lawyer would be engaging in
deceit forbidden by Rules 4.1 and 8.4(c). See Philadelphia Bar Association Opinion 2009-2 and San Diego County Bar Association Legal Ethics
Opinion 2011-2. Moreover, this is a situation where not only is X likely to misunderstand the lawyer's role but also one where the lawyer has enabled
the misunderstanding. See New Hampshire Advisory Ethics Opinion 2012-13/05. We do not agree with the conclusion of the Oregon Ethics
Committee in its Opinion No. 2013-189 that the burden should be on the unrepresented party to ask about the inquirer's purpose rather than on the
lawyer to disclose her identity and/or purpose. We believe that it is permissible to "friend" X in this situation in order to access nonpublic information
only when the lawyer has been able to send a message that discloses her identity as the plaintiff's lawyer. Facebook, LinkedIn and other social media
sites allow the invitation to include a message. We also do not agree with the suggestion in Formal Opinion 2010-2 of the New York City Bar
Association's Committee that the lawyer's identification message may be contained in a "profile" created on the lawyer's personal social media page.
It is well known that "friending" requests are often granted quite casually, and viewing the invitee's profile is not necessarily a mandatory step in
accepting a "friend" request. The lawyer's message must accompany the "friending" request in order to avoid the very real possibility that the recipient
will be deceived. Although this communication medium is obviously different, the bottom line resembles a telephone call in which the lawyer does not
adequately identify herself.

It is incumbent on the inquiring lawyer to keep in mind, however, that at some point she may learn that in fact X has come to be represented by
counsel. At such point, the Rules change and any communication with X becomes subject to the prohibition contained in Rule 4.2. (As to a lawyer's
"knowledge" of representation, see Rule 4.2, Comment 5.) Rule 4.2 provides that "[i]n representing a client, a lawyer shall not communicate about the
subject of the representation with a person the lawyer knows to be represented by another lawyer in the matter, unless the lawyer has the consent of
the other lawyer or is authorized by law to do so." This Opinion does not address any issues relating to social media when the restrictions of Rule 4.2
are involved.

This Opinion addresses only the factual situation described herein and is not meant to advise with respect to other hypothetical situations involving
access to social networking sites.

This advice is that of a committee without official government status.

This opinion was approved for publication by the Massachusetts Bar Association's House of Delegates on May 8, 2014.

[1] For simplicity, we refer to Facebook/Instagram terminology, but the Committee's view applies equally to connecting on LinkedIn and other similar
social media.

©2015 Massachusetts Bar Association
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Ethics Opinions
Opinion No. 00-1
Summary: A lawyer's use of unencrypted Internet e-mail to engage in confidential communications with his or 
her client does not violate Massachusetts Rule of Professional Conduct 1.6(a) in usual circumstances. Legal 
and technical hurdles to the interception of Internet e-mail give rise to a reasonable expectation on the part of 
lawyer and client that such communications will remain private. The lawyer must be careful, however, to ensure 
that confidential messages are not sent to e-mail addresses that are reasonably accessible to persons other 
than the client, and to avoid using unencrypted Internet e-mail in contravention of the client's express 
instructions. 
Facts: A lawyer wishes to communicate with his or her client via unencrypted Internet e-mail. Given the 
manner in which the Internet operates, it may be technologically possible in certain circumstances for an 
unauthorized person to intercept and read an unencrypted e-mail message containing confidential client 
communications, but the risk of such interception generally is remote. In most instances, however, such 
conduct would constitute a violation of the Electronic Communications Privacy Act, 18 U.S.C. Section 2510 et 
seq. 
Discussion: The Committee on Professional Ethics previously has noted that the application of the 
Massachusetts Rules of Professional Conduct to legal activities on the Internet poses a challenging, but 
generally not insurmountable task. Applying the rules governing client confidentiality to unencrypted 
communications transmitted over the Internet presents one such challenge. 
Rule 1.6(a) provides, in relevant part, that "[a] lawyer shall not reveal confidential information relating to the 
representation of a client unless the client consents after consultation. . ." The duty of confidentiality dictated by 
Rule 1.6 (as well as other rules) imposes upon the lawyer the obligation to avoid using means of 
communication with the client that pose an unreasonable risk of inadvertent disclosure to third persons. In this 
context, the question arises whether the use of unencrypted Internet e-mail, which carries with it a small, but 
genuine risk of interception, presents such a risk and, therefore, violates Rule 1.6(a). 
It is the committee's opinion that the use of unencrypted Internet e- mail for the purpose of transmitting 
confidential or privileged client communications does not, in most instances, constitute a violation of any 
applicable ethical rule, including Rule 1.6. The committee reaches this conclusion primarily because it believes 
that both the lawyer and the client typically have a reasonable expectation that such communications will 
remain legally and effectively private. See. e.g., 18 U.S.C.A. 2510, et .seq. (the "Electronic Communications 
Privacy Act"). The technological possibility that a privileged or confidentia1 e-mail communication could be 
intercepted in disregard of federal law does not diminish that expectation. Other standard forms of 
communication, including the telephone and the United States mail, also carry with them some risk of 
interception. Legal prohibitions on the interception of private telephone calls and letters, however, generally 
provide protection against unauthorized disclosure sufficient to make those means of communication 
reasonably secure for purposes of Rule 1.6(a). The committee believes that, in light of statutes such as the 
Electronic Communications Privacy Act, the same reasoning now applies to unencrypted Internet e-mail. 
There are, however, are a few notable caveats to the general rule set out above. First, the committee believes 
that a lawyer should not send e-mail messages containing confidential information, encrypted or otherwise, to 
an individual client at the client's place of employment (assuming that the client is not self-employed) without 
first obtaining the client's express consent to do so. Such a precaution is necessary because many, if not most, 
employers reserve the right to review all e-mail communications passing through or stored on their systems, 
thereby creating an unreasonable risk of unintended disclosure of the client's confidential information to his or 
her employer. Second, the committee believes that a lawyer always is bound to follow an express instruction 
from his or her client that confidential information not be conveyed by unencrypted e-mail. Finally, it is the 
committee's opinion that lawyers would be well-advised to refrain from transmitting particularly sensitive 
confidential information via unencrypted Internet e-mail without first obtaining the client's express consent. 
This advice is that of a committee without official governmental status. Permission to publish granted by the 
Board of Delegates on May 29, 1998. As stated in the Rules of the Committee on Professional Ethics, this 
advice is that of a committee without official government status.
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Opinion 07-01
Summary: In the absence of an effective disclaimer, a lawyer who receives unsolicited information from a prospective client through an e-mail link on
a law firm web site must hold the information in confidence even if the lawyer declines the representation.  Whether the lawyer's firm can represent a
party adverse to the prospective client depends on whether the lawyer's obligation to preserve the prospective client's confidences will materially limit
the firm's ability to represent the adverse party. 

Factual Background: Law Firm maintains a web site that describes the Firm's history and areas of legal expertise.  The web site also includes
biographies for each of the Firm's lawyers.  These biographies list the lawyer's educational background, areas of specialization, and recent
professional accomplishments.  Adjacent to the biographical information for each lawyer is a link permitting someone viewing the biography to send
an e-mail directly to the lawyer.  When a visitor to Law Firm's web site uses the link to send an e-mail, there is no warning or disclaimer regarding the
confidentiality of the information conveyed. 

            Using the link provided on the web site, a prospective client, ABC Corporation, sends an e-mail to one of the Firm's lawyers indicating that
ABC wishes to retain the lawyer to bring a claim against XYZ Corporation and providing information about the claim.  ABC selected the lawyer in good
faith based on the lawyer's qualifications but has had no prior dealings with the lawyer or Law Firm. The lawyer, discovering that other attorneys in the
Firm are already representing XYZ in unrelated matters, promptly declined to represent ABC.   

Questions Presented:

            1.         Is the lawyer required to maintain the confidentiality of the information furnished by ABC Corporation, even though the lawyer declined
to represent ABC?

            2.         If the lawyer is required to maintain the confidentiality of ABC's information, do the Rules of Professional Conduct prohibit the Law Firm
from defending its existing client XYZ Corporation against ABC's claims? 

Discusson: Analysis of a lawyer's duty of confidentiality normally begins with Rule 1.6 of the Rules of Professional Conduct, which governs
"confidential information relating to the representation of the client."  To establish an attorney-client relationship under Massachusetts law, the attorney
must expressly or impliedly agree to provide the requested legal assistance.  See DeVaux v. American Home Assurance Co., 387 Mass 814, 817-18
(1983).  Since ABC Corporation had no prior contact with the lawyer and the lawyer promptly declined to represent ABC, we may assume that ABC's
e-mail did not result in the formation of an attorney-client relationship.    

Massachusetts Bar Association Committee on Professional Ethics                                  166

A duty of confidentiality can, however, arise even if no attorney-client relationship results.  Paragraph [3] of the Scope section of the Massachusetts
Rules of Professional Conduct acknowledges this possibility: 

 "…[T]here are some duties, such as that of confidentiality under Rule 1.6, that may attach when the lawyer agrees to consider whether a client-
lawyer relationship shall be established." 

Recognition of such a duty is consistent with the principle that communications by a prospective client seeking legal representation may be privileged
even if the representation is never undertaken, as long as the prospective client's expectation of confidentiality was reasonable.  See Commonwealth
v. O'Brien, 377 Mass. 772, 775 (1979); Neitlich v. Peterson, 15 Mass.App.Ct. 622, 624 (1983); Restatement (Third) of the Law Governing Lawyers,
§ 71; MBA Ethics Opinions 76-6, 81-1, and 84-3.  

Traditionally, the initial interview between a lawyer and a prospective client has taken place in person or by telephone.  In such settings, the lawyer
"agrees to consider" whether to form an attorney-client relationship by participating in the conversation.  Moreover, the lawyer can set the ground rules
for the conversation by, for example, asking the prospective client to provide only the information needed for a conflicts check or seeking an
agreement that the lawyer would not be disqualified from representing another party as a result of anything learned in the interview.   See ABA
Opinion 90-358, Measures to Avoid Disqualification.

            By contrast, when a prospective client addresses a completely unsolicited e-mail to a lawyer, it is difficult to infer that the lawyer has "agreed to
consider" forming an attorney-client relationship.  Moreover, the lawyer has no opportunity to control the flow of information.  As a practical matter, the
lawyer must open and read the e-mail--and thus risk being tainted by confidential information from a stranger--simply to find out what the e-mail is
about.  A prospective client should not be able to foist a duty of confidentially on an unsuspecting lawyer.   If ABC Corporation had obtained the
lawyer's e-mail address from the internet equivalent of a telephone directory, we would have no hesitation in concluding that the lawyer had not
"agreed to consider" whether to form an attorney-client relationship.  Accord, ABA Model Rule 1.18, comment [2](one who communicates information
to a lawyer unilaterally is not entitled to be treated as a prospective client); See Restatement (Third) of the Law Governing Lawyers, § 15(1)(a)
(recognizing a duty of confidentiality when a person "discusses" with a lawyer whether to form an attorney-client relationship). We would also have no
hesitation in concluding that ABC Corporation did not have a reasonable expectation that its e-mail communication would be treated confidentially.
See Arizona State Bar Ethics Op. 02-04, (potential client who sent unsolicited e-mail to lawyer not entitled to confidentiality).  Absent some invitation
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to communicate, it is not reasonable to assume that a stranger will keep one's secrets, even if the stranger is a lawyer.   

            The facts of this inquiry fall somewhere between the traditional meeting or phone conference and the unsolicited e-mail.  ABC's e-mail arrived
without advance notice to the lawyer.  On the other hand, ABC sent the e-mail by means of a link provided by Law Firm on its  
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web site.  Web sites are, among other things, marketing tools.  The typical site is organized so that a prospective client can readily identify the lawyers
in the firm who have the expertise to handle a particular matter. The background and qualifications of each lawyer are presented in an attractive light,
often stressing the lawyer's skill at solving clients' practical problems.  If a lawyer's qualifications fit the prospective client's needs, a means for
immediately communicating with that lawyer has been provided.  A prospective client, visiting Law Firm's website, might reasonably conclude that the
Firm and its individual lawyers have implicitly "agreed to consider" whether to form an attorney-client relationship.  Accord, Arizona State Bar Ethics
Op. 02-04. 

            Moreover, when an e-mail is sent using a link on a law firm's web site, the firm has an opportunity to set conditions on the flow of information. 
Using readily available technology, the firm may require a prospective client to review and "click" his assent to terms of use before using an e-mail
link.  Such terms of use might include a provision that any information communicated before the firm agrees to represent the prospective client will not
be treated as confidential.  Or the terms of use could provide that receipt of information from a prospective client will not prevent the firm from
representing someone else in the matter.  See D. Hricik, To Whom it May Concern:  Using Disclaimers to Avoid Disqualification by Receipt of
Unsolicited E-Mail from Prospective Clients, 16 Prof.Law No. 3 1 (2005).  Since Law Firm controls the contents of its web site and since the Firm
could have conditioned the use of e-mail links by appropriate disclaimers but failed to do so, we conclude that Rule 1.6 applies and the lawyer must
maintain the confidentiality of the information furnished by ABC Corporation. 

            Turning to the second question, whether the Rules of Professional Conduct prohibit Law Firm from representing its client XYZ Corporation
against ABC, we note that, if ABC Corporation had been a client of Law Firm, the lawyer who received ABC's e-mail would be disqualified from later
representing XYZ Corporation, Mass.R.Prof.C., Rules 1.7 and 1.9(a), and that disqualification would be imputed to the other attorneys in the firm. 
Mass.R.Prof.C., Rule 1.10(a). See Bays v. Theran, 418 Mass. 685, 690-94 (1994) (finding attorney-client relationship based on several brief
telephone calls and disqualifying firm from representing adversary.)   However, since ABC Corporation has never been a client of Law Firm, neither
Rule 1.7(a) concerning direct adversity between current clients nor Rule 1.9(a) concerning adversity to a former client prohibits the representation of
XYZ Corporation.  The applicable Rule, we believe, is Rule 1.7(b), which prohibits a lawyer from representing a client if the representation will be
materially limited by the lawyer's obligations to a third person.  The critical issue is whether the lawyer's obligation to preserve the confidences of ABC
Corporation will materially limit Law Firm's ability to represent XYZ Corporation.  If so, Rule 1.10(a) provides that, "While lawyers are associated in a
firm, none of them shall knowingly represent a client when any of them practicing alone would be prohibited from doing so by Rules 1.7, 1.8(c), or
1.9."   

            While ABC Corporation's e-mail should be treated as confidential, see Rule 1.6, comment [5](confidentiality rule applies to "virtually all"
information relating to representation), the information that ABC disclosed in the e-mail may have little long-term significance, especially once ABC
has made its claim known to XYZ.  See ABA Ethics Formal Op. 90-358 (giving examples of cases where a confidentiality obligation to a prospective
client might not  
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materially limit a lawyer's ability to represent someone else.)  On the other hand, ABC's e-mail may contain information, such as comments about
ABC's motives, tactics, or potential weaknesses in its claim, that has continuing relevance to the prosecution and defense of ABC's claim.  In that
case, the obligation of the lawyer who received ABC's e-mail to maintain the confidentiality of its contents would materially limit his ability to represent
XYZ, with the result that both the lawyer and the Law Firm would be disqualified. 

            The Committee recognizes that some have advocated a more lenient standard for measuring a lawyer's obligation to prospective clients.  In
2002, the American Bar Association adopted Model Rule of Professional Conduct 1.18, which expressly addresses the obligations of a lawyer to a
prospective client.  Under Rule 1.18(c), a lawyer who has received confidential information from a prospective client may not represent an adverse
party if the information "could be significantly harmful to [the prospective client] in the matter."  The Restatement has adopted the same position. 
Restatement (Third) of the Law Governing Lawyers, § 15(2).  In addition, under both the Model Rules and the Restatement, a representation may still
be permissible if the lawyer who received the disqualifying information is timely screened.  Model Rule 1.18(d); Restatement, § 15(2)(a). 

            The Supreme Judicial Court, however, has not adopted Model Rule 1.18.  Moreover, under our current Rules, screening to avoid
disqualification is permitted only in limited cases involving a lawyer changing firms.  See Mass.R.Prof.C. 1.10(d).  Whether the somewhat less
restrictive test of Model Rule 1.18(c) and the Restatement embodies a better accommodation between the lawyer's responsibilities to clients and
prospective clients is a matter of policy for the SJC and not for this Committee. Under the facts of the present inquiry, the Law Firm must decide
whether the obligation to preserve the confidentiality of ABC's e-mail will materially limit its ability to represent XYZ.  If it does, Rules 1.7(b) and Rule
1.10(a) prohibit the Firm from undertaking the defense of XYZ.[1]

This opinion was approved for publication by the Massachusetts Bar Association's House of Delegates on May 23, 2007.
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[1]  As we indicate earlier in this Opinion, the Committee believes that a law firm can avoid disqualification by requiring prospective clients to
affirmatively indicate their consent to appropriate terms of use before using an e-mail link provided on the firm's web-site.  For a discussion of such
terms, see Hricik, supra at 4-5.
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Question

Bar Counsel has requested a formal opinion on the following question:

Is it a violation of Maine Bar Rule 3.6(h) (confidentiality of information) for an attorney to communicate with clients by

unencrypted e-mail.

Opinion

The Commission concludes that, as a general matter and subject to appropriate safeguards, an attorney may utilize

unencrypted e-mail without violating the attorney's ethical obligation to maintain client confidentiality.

Bar Rule 3.6(h)(1) provides that “a lawyer shall not, without informed consent, knowingly disclose” confidential

information “except as permitted by these rules, or when authorized in order to carry out the representation, or as

required by law or by order of the court.” Whether in paper or e-mail form, much correspondence between attorneys and

clients is obviously confidential under Rule 3.6(h)(1).

In 1999, the American Bar Association Standing Committee on Ethics and Professional Responsibility (ABA) issued

Formal Opinion No. 99-413, providing a comprehensive analysis of the obligations of lawyers regarding e-mail

communication under the Model Rules of Professional Conduct.[1] The opinion discusses the risks of disclosure inherent

in many of the forms of communication available today to attorneys and their clients, including different e-mail

technologies. [2] Internet e-mail was considered to be the least secure, although of course it is the most common method

of e-mail transmission. The ABA concluded that lawyers had:

“a reasonable expectation of privacy in communications made by all forms of e-mail, including
unencrypted e-mail sent on the Internet, despite some risk of interception and disclosure.”

In reaching this conclusion, the ABA relied on both law and science for reasons that remain relevant today. Federal law

criminalizes unauthorized interception or disclosure of e-mail in transit or storage and strictly regulates the rights of

internet service providers (ISPs), through whose computers internet e-mail passes, to inspect traffic. [3] In addition, the

electronic process of sending e-mail divides individual transmissions into fragments of information, each of which follows

a different path through the internet before being reassembled on the receiver’s computer. In view of the federal legal

prohibitions and the technological difficulties of intercepting more than a fragment of any communication, the ABA

concluded that there was a reasonable expectation of privacy in unencrypted e-mail.

Most other jurisdictions that have considered this question have arrived at the same conclusion. [4] Opinions to the

contrary have noted the possibility of interception despite these legal and technological safeguards and have advised

attorneys to either obtain informed consent from clients or use encryption prior to sending confidential information by

e-mail. [5]

The Commission finds the reasoning in the ABA and majority opinions to be persuasive and hence concludes that an

attorney generally may utilize unencrypted e-mail without violating the attorney's ethical obligation to maintain client

confidentiality, subject to the caveats discussed below.

The Commission, however, notes that Maine Bar Rule 3.6(a) sets forth a general standard requiring lawyers to "employ

reasonable care and skill and apply the lawyer's best judgment in the performance of professional services.” When

exercising professional judgment in choosing a particular form of communication, lawyers should consider both the
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content of the communication as well as the security of the email address to which it is being sent. For example, an

attorney representing a client in a divorce would generally not send sensitive advice in a letter to the client’s home address

if the couple had not yet separated. Similarly, lawyers should be sensitive to the fact that others may have access to a

client’s e-mail address, especially at home. Likewise, some places of business routinely monitor their employees’ e-mail

and often have access to it.

Of greater concern is the prospect of misaddressed email or that which is replied “to all” in response to a broadcast email

when some of the original recipients are not intended to receive the reply. [6] However, that potential problem must be

dealt with through the routine application of diligence and is not corrected by use of encrypted email. Finally, since e-mail

interception, though unlikely, is a possibility, attorneys should employ reasonable judgment in selecting a means of

communication other than the internet when the information is of such a highly confidential nature that disclosure would

result in significant damage to the client’s interests.

While it is impractical to try to fashion precise rules concerning email conduct geared to specific circumstances and

ever-changing technology, as general guidance attorneys should discuss with clients their preferred method(s) of

communication and follow the client’s wishes, should consider the degree of confidentiality of particular information in

determining appropriate means to send it, and should take reasonable precautions to make sure that the address is

correct and properly targeted. With these general cautions in mind, and noting that reasonable judgment may require

additional safeguards depending upon the circumstances, an attorney may utilize unencrypted e-mail without violating

the attorney's ethical obligation to maintain the confidentiality of client information. [7]

Footnotes

[1] Model Rule 1.6 provides that “a lawyer shall not reveal information relating to the representation of a client unless the

client gives informed consent.”

[2] The opinion discusses postal service and commercial mail systems, landline telephones, cordless and cellular phones

and facsimile, in addition to e-mail.

[3] See 18 U.S.C. �� 2510 et. seq.

[4] See for example Ohio Ethics Opinion No. 99-2 (April 9, 1999), Hawaii Ethics Opinion No. 40 (April 26, 2001), Utah

Ethics Opinion No. 00-01 (March 9, 2000), Florida Ethics Opinion No. 00-4 (July 15, 2000), Delaware Ethics Opinion

No. 2001-2 (2001), Virginia Ethics Opinion No. 1791 (December 22, 2003), and the other authorities set forth in footnote

40 of ABA Formal Opinion No. 99-413.

[5] See Iowa Bar Ass’n. Op No. 1997-1 (1997). Missouri Bar Disciplinary Counsel requires lawyers to notify all recipients of

e-mail that (1) e-mail communication is not a secure method of communication; (2) any e-mail that is sent may be copied

and held by various computers it passes through; and (3) persons not participating in a communication may intercept it

by improperly accessing a computer through which email has passed.

[6] For example, if an attorney sends her client a copy of an email to opposing counsel, that client may inadvertently also

receive a copy of a reply “to all” from opposing counsel. In addition to the simple miscommunication, this could implicate

Bar Rule 3.6(f), which prohibits communication with a represented party.

[7] Since non-lawyer staff may participate in client communications, attorneys should be aware of Maine Bar Rule 3.13(c)

as regards training non-lawyer staff on office policies and any specific constraints relevant to a particular client. See for

reference Opinion #134.

Enduring Ethics Opinion

Enduring Ethics Opinion #195 [December 2011 and June 2013]

Credits

Copyright © 2013
All rights reserved.
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Final

Rhode Island Supreme Court Ethics Advisory Panel 
Opinion No. 2005-01 Request No. 885 

Issued February 24, 2005 

FACTS

 An Internet company called Legal Match.com (hereinafter LM.com) has solicited 
the inquiring attorney’s law firm to advertise the law firm’s services on its website.  
LM.com provided the inquiring attorney with a description of its website and services.  
According to that description, LM.com’s services are described as follows: 

Attorney Services: 

LegalMatch is an internet based advertising forum for 
attorneys.  An interested attorney can purchase an annual 
membership that provides them with the following 
advertising services:  (1) hosting a Profile page on the LM 
site (much like a personal web site( where the attorney can 
provide a picture, contact information and specifics about his 
or her practice such as education, past experience, 
memberships, specialization or certifications (if any, and any 
other personal or professional information that the attorney 
may choose to provide; (2) unlimited ability to post 
advertisements of specific services on the site [coming 
soon]; and (3) access to anonymous requests for legal 
services posted by consumers. 

Attorneys can register to access requests in any states and 
practice areas where they choose to advertise their services.  
ALL requests are accessible to ALL attorneys who have 
registered to receive them.  Attorneys can reply to as many 
requests as they choose.  Upon reading a requests, attorneys 
have the option of posting a reply, showing interests in the 
matter and providing a link to their profiles and contact 
information. 

Client Services: 

LegalMatch helps consumers in need of legal services find 
the right attorney.  Consumers coming to the site can (1) 
view  general information about hiring attorneys; (2) read 
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basic legal content in the areas of their interests, (3) browse 
posted attorney advertisements in any area of law [coming 
soon]; and/or (4) post an anonymous request for legal 
services.  The consumer is able to contact any attorney or all 
attorneys who have posed advertisements or replied to the 
consumer’s request. LegalMatch encourages consumers to 
talk to several attorneys before retaining one to represent 
them.  All attorney-client relationships are formed off-line 
and without LM participation. 

 LM.com’s mission statement reads: 

Our Mission – The Anti-Referral Service! 

LegalMatch’s mission is to improve access to legal services 
by providing people in need of legal services with sufficient 
information about their options to allow them to make an 
intelligent, educated decision about their legal 
representation. LegalMatch NEVER (1) refers to or 
recommends any specific attorney or (2) uses any discretion, 
beyond attorney registration, in routing requests to attorneys.  
Site content clearly states that LM is not a referral services 
and never recommends any specific attorney.  Consumer 
views of all attorney communications, including the attorney 
response to a request for legal services and the attorney 
profile, clearly state: “Advertising Material.”

ISSUE PRESENTED

 The inquiring attorney asks whether the proposed arrangement with LM.com 
complies with the Rhode Island Rules of Professional Conduct. 

OPINION

The Panel concludes that (a) the annual membership fee represents the reasonable 
costs of advertising permitted by rule 7.2(c); (b) the arrangement is not a referral service; 
(c) payment of the annual fee to LM.com is not impermissible fee-sharing with a 
nonlawyer; and (d) a participating lawyer’s reply to a consumer’s request for legal services 
is not a prohibited solicitation.  The Panel concludes that the proposed arrangement with 
LM.com is permissible under the Rules of Professional Conduct. 
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REASONING

 Rule 5.4(a) and Rule 7.2(c) are pertinent to this inquiry.  With three narrow 
exceptions which have no relevance to this inquiry, Rule 5.4(a) prohibits lawyers from 
sharing fees with nonlawyers.  Rule 7.2 (c) states: 

(c) A lawyer shall not give anything of value to a person for 
recommending the lawyer's services, except that a lawyer 
may pay the reasonable cost of advertising or written 
communication permitted by this rule and may pay the usual 
charges of a not-for-profit lawyer referral service or other 
legal service organization. 

In Ethics Advisory Panel Opinion 2004-4, the Panel advised a lawyer that it was 
ethically impermissible to advertise on a company’s drunk-driving defense Internet site.  
The strategy of the on-line company was to enlist one drunk-driving defense attorney from 
each state who would receive legal work from potential clients using the website.  The 
company had solicited the inquiring lawyer to be the exclusive drunk-driving defense 
attorney for the State of Rhode Island.  Under the plan, a participating attorney would pay 
the company an initial setup fee, plus a $15,000 consulting fee for every $100,000 the 
attorney received in gross fees as a result of e-mail and telephone communications 
generated through the website. 

 The Panel concluded that the arrangement violated Rule 7.2(c) in that the $15,000 
consulting fees were payments for recommending a lawyer’s services.  The Panel also 
concluded that the arrangement violated Rule 5.4(a) because participating attorneys shared 
fees generated through the website with the on-line company, a nonlawyer. 

 Turning to the instant inquiry, the Panel is of the opinion that the arrangement with 
LM.com is permissible.  The arrangement with LM.com is not an impermissible fee-
sharing with a nonlawyer under Rule 5.4(a).  A participating attorney pays an annual 
membership to LM.com. The fee to LM.com is a flat fee which buys advertising and 
access to requests for legal services posted by consumers.  Unlike the fees in Ethics 
Advisory Opinion No. 2000-04, the annual fee is not a percentage of, or otherwise linked 
to, a participating attorney’s legal fees. 

 The proposed arrangement is not a referral service.  LM.com does not recommend, 
refer, or electronically direct consumers, i.e. potential clients, to a specific attorney; and all 
requests for legal services by consumers are accessible to every attorney who registers to 
receive them.  After viewing the various advertisements on the website, or upon receiving 
a lawyer’s reply to a request for legal services, a consumer contacts a participating attorney 
directly.  Attorney-client relationships are established off-line and without LM.com’s 
participation.  On the basis of these facts therefore, the annual membership fee does not 
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appear to the Panel to be a payment “for recommending the lawyer’s services” prohibited 
by Rule 7.2(c). 

 Indeed, the Panel believes that the annual membership fee to LM.com represents 
the reasonable costs of advertising which Rule 7.2(c) permits.  Of course, in posting a 
profile page on the LM.com website, the inquiring attorney must comply with the various 
advertising rules set forth in other provisions of Rule 7.  See e.g. Rule 7.1 
(communications about lawyer’s services must not be false or misleading); Rule 7.2 
(copies to be filed with disciplinary counsel; communication to include name of at least 
one lawyer responsible for content; lawyer to disclose whether cases are referred to other 
lawyers and whether client pays costs if case is taken on “no recovery – no fee” basis.  
Rule 7.4 (communications relating to fields of practice); Rule 7.5 (firm names and trade 
names). 

 Finally, the Panel does not believe that participating attorneys violate Rule 7.3 
when they reply to consumers’ on-line requests for legal services.  The request for legal 
services is initiated by the client, and the participating lawyer’s reply is not a prohibited 
solicitation under Rule 7.3. 

Based on the information submitted by the inquiring attorney, the panel concludes 
that (a) the annual membership fee represents the reasonable costs of advertising permitted 
by rule 7.2(c); (b) and the arrangement is not a referral service; (c) payment of the annual 
fee to LM.com is not impermissible fee-sharing with a nonlawyer; and (d) a participating 
lawyer’s reply to a consumer’s on-line request for legal services is not a prohibited 
solicitation.  The Panel concludes that the proposed arrangement with LM.com is 
permissible under the Rules of Professional Conduct. 
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OPINION NO. 2011-1 

Synopsis 

An attorney who is a principal owner of a separate online service for the 
organization and storage of personal information and documents may refer clients 
and others to the service provided that the attorney takes objectively reasonable 
measures to assure that the referred individuals know that this law related online 
service does not provide legal services and that the protections of the client-lawyer 
relationship do not exist. 

Facts 

The requesting attorney has an estate planning practice and proposes to recommend to 
clients that they take advantage of an online web service that the attorney believes will 
benefit clients in organizing and storing their personal information and various types of 
documents.

The attorney is the principal owner of the web service; and is aware that there are ethical 
obligations imposed by Rule 5.7 of the Rules of Professional Conduct Regarding Law-
Related Services. 

Therefore, the attorney proposes to make the following statement to clients and others 
who are recommended to use the service: 

“{Requesting Attorney} Esq. is a principal owner of [Name of online services], LLC, a 
for-profit business organized in the State of Vermont…[that]….does not provide legal 
services; accordingly, there is no attorney-client relationship or protections afforded to 
any individual interacting with the company or utilizing its services. 

Questions Presented 

 1.  Is the online service a law related service? 
 2.  May the attorney refer clients and others to the online service? 

3.  Is the proposed disclosure adequate to meet the attorney’s ethical obligations                   
under the Rules of Professional Responsibility? 

Relevant Rules 

Rule 5.7, Regarding Law-related Services: 

(a) A lawyer shall be subject to the Rules of Professional Conduct with 
respect to the provision of law-related services, as defined in 
paragraph (b) if the law related services are provided: 

 (1) by the lawyer in circumstances that are not distinct from the 
lawyer’s provision of legal services to clients; and 
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 (2) in other circumstances by an entity controlled by the lawyer 
individually or with others if the lawyer fails to take reasonable 
measures to assure that person obtaining the law-related services know 
that the services are not legal services and that the protections of the 
client-lawyer relationship do not exist. 

(b) The term “law-related services” denotes services that might reasonably 
be performed in conjunction with and in substance are related to the 
provision of legal services, and that are not prohibited as unauthorized 
practice of law when provided by a nonlawyer. 

Discussion

1. Law Related Service.  While the Committee has not previously reviewed the type of 
service described by the instant request, we conclude that it is a “law related service” 
because it enables clients who wish to use it to organize and save personal information 
that is relevant to the legal services that they may receive; and, for others who do not 
choose to obtain legal services from the requesting attorney, the on line service can be 
owned and/or operated by the attorney or persons who are not lawyers without engaging 
in the unauthorized practice of law. 

2. Referral Obligations.  Opinion No. 2009-2 reviewed a request concerning a separate 
business to be operated by an attorney involving a non-legal financial planning for 
college costs that might involve the sale of insurance products; we concluded that the 
lawyer could conduct such business provided reasonable measures where taken to assure 
that clients of the law practice or the financial planning practice understood that the 
businesses were separate and that the financial planning business did not provide legal 
advice with its attendant lawyer-client protections.  The Opinion quoted directly from 
Rule 5.7 and its Comments (which we do not repeat here); and recommended that the 
attorney (a) advise the clients of the financial planning business who wished to obtain 
legal services that they were not obligated to use the services of the requesting attorney; 
and (b) bill separately for legal services and law-related services. 

While the law related service involved in this request is quite different from that in 2009-
2, we believe that the attorney may ethically recommend that clients and others use the 
online information storage service owned by the attorney and by non-attorneys.  
However, the attorney must take objectively reasonable measures, in writing, to assure 
that an individual obtaining the online services knows that the he or she is not receiving 
legal services with the attendant protections of the lawyer client relationship. 

Rule 1.0(f) defines “knows” as “…actual knowledge of the fact in question…[which] 
may be inferred from the circumstances. 

In order to discharge the requirements of “reasonable measures,” the attorney needs to 
exercise professional judgment and tailor the information to the specifics of the service 
recommended. 
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In this request, the Rules offer some guidance, in the context of duties related to informed 
consent.  Rule 1.0(e) states: 

(e) “Informed consent” denotes the agreement by a person to a proposed course of 
conduct after the lawyer has communicated adequate information and explanation 
about the material risks of and reasonably available alternatives to the proposed 
course of conduct. 

3. Is the proposed disclosure adequate? To answer this question, the lawyer must 
provide enough information about what elements of client protections the lawyer-client 
relationship affords so that the individual can make an informed decision about whether, 
in deciding to use the recommended on line service, the individual wishes to forego such 
protections.  See Rule 5.7 and Comments.  If the lawyer does not fully discharge the 
obligation to assure that the client or another who is using the online service understands 
that legal services are not being provided, then the lawyer-owner of the law-related 
business will be treated as providing legal service and be subject to the Rules in all 
respects. 

The requesting attorney does not provide any detail, other than the proposed two-
sentence disclosure, to address the duty to reasonably assure understanding by persons 
obtaining the online service. 

Inasmuch as the burden is on the lawyer to tailor the information to specific individuals 
and their degree of sophistication, Rule 5.7, Comment [7], we do not believe that the 
proposed disclosure, standing alone, will fulfill the lawyer’s obligations in all cases.  
Therefore, the requesting attorney should supplement the proposed disclosure with 
individualized information to each client, on a case-by-case basis, as well as advise 
individuals that they are not obligated to use the lawyer’s legal services if they choose to 
subscribe to the law related service. 
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ADVISORY ETHICS OPINION 2003-03

SYNOPSIS:

A lawyer may engage an outside contractor as a computer consultant to recover a lost data-base
file, which contains confidential client information so long as: The lawyer clearly communicates
the confidentiality rules to the outside contractor; the contractor fully understands the
confidentiality rules and embraces the obligation to maintain the confidentiality of any
information obtained in the course of assisting the lawyer; and the lawyer determines that the
contractor has instituted adequate safeguards to preserve and protect confidential information.

If a significant breach of confidentiality should occur by the outside contractor, the law firm
would be obligated to disclose such a breach to the client.

QUESTION:

1.  Is the use of outside technical experts to retrieve computer files permissible and not a
violation of a lawyer’s duty of confidentiality to the client?

2.  What precautions with the outside contractor are expected to be utilized and what measures
are to be taken should a breach occur by the contractor?

FACTS:

The requesting lawyer wishes to engage the services of technical support personnel outside the
firm to assist the lawyer with a computer-related issue which allows access to confidential
information on the client.

ANALYSIS:

The Vermont Rules of Professional Conduct define confidentiality of information in RPC 1.6,
which reads as follows:

Rule 1.6 CONFIDENTIALITY OF INFORMATION
   (a) A lawyer shall not reveal information relating to representation of a client unless the

client consents after consultation, except for disclosures that are impliedly authorized
in order to carry out the representation, and except as stated in paragraphs (b) and (c)).
(Emphasis added.)

Client electronic files usually contain most of the significant information relating to
representation and therefore are covered by the confidentiality rules contained in Rules of
Professional Conduct 1.6.  The rule goes on to state that disclosures that are impliedly authorized
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in order to carry out the representation are not covered by the prohibition. This inquiry is
distinguished from Opinion 91-06 and Opinion 98-07 which prohibited disclosure in cases where
the disclosure was not for the purposes of carrying out representation. It should also be noted that
the Rule 1.6 has the clause explicitly allowing disclosure for purposes of serving the client and
that exception was not in the previous section of the Code.

Nonetheless, another section of the rules provides further elaboration on how such disclosures
should be handled.

Rules of Professional Conduct 5.3 reads in part:

Rule 5.3. RESPONSIBILITIES REGARDING NONLAWYER ASSISTANTS

   With respect to a nonlawyer employed or retained by or associated with a lawyer:

      (a) a partner in a law firm shall make reasonable efforts to ensure that the firm has in
effect measures giving reasonable assurance that the person’s conduct is compatible with
the professional obligations of the lawyer; and

      (b) a lawyer having direct supervisory authority over the nonlawyer shall make
reasonable efforts to ensure that the person’s conduct is compatible with the professional
obligations of the lawyer; and

The comments to our Rules do not specifically address this area of the use of outside service
providers to deal with technological concerns, but generally RPC 5.3 requires that the lawyer has
in effect measures giving reasonable assurance that client confidentiality will be protected.

In ABA Formal Opinion 95-398, the American Bar Association concluded that it is not a
violation of the confidentiality rules to allow nonlawyers to come into contact with client file
information, but that the lawyer “must ensure that the service provider has in place, or will
establish reasonable procedures to protect the confidentiality of information to which it gains
access, and moreover, that it fully understands its obligations in this regard.”.  See also, Michigan
the Op. RI-328 (1/25/2002) in which a law department of a governmental unit could ethically
utilize the services of the technical support department with the recommendation that the law
department secure a written acknowledgment from the technical support personnel that they have
been advised of the confidentiality requirements.

For purposes of the Vermont Rules and in response to the pending inquiry, we believe that the
requesting lawyer should follow a three-step process:

1.  The lawyer must clearly explain the confidentiality rules to the contractor;

2.  The contractor must fully understand the confidentiality rules and embrace the
obligation to maintain the confidentiality of all information obtained in the course of
assisting the lawyer.
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3.  The lawyer must determine that the contractor has instituted adequate safeguards to
preserve and protect confidential information.

How a lawyer is to assure that a nonlawyer understands the obligation of confidentiality is not
specifically spelled out in the Vermont Rules.  Nonetheless, we believe that a lawyer would
satisfy the reasonableness requirements of Rule 5.3 if the lawyer obtained a written
acknowledgment from an outside contractor that the contractor understands the confidential
nature of the material and understands his or her duty not to keep any information gained in
strictest confidence.

If a breach of confidentiality were to occur, RPC 1.4 requires a lawyer to explain a matter
reasonably necessary to permit the client to make informed decision regarding representation. 
Thus, if the breach would affect the outcome of the client legal matter in any fashion, the lawyer
would be obligated to tell the client of the breach by the nonlawyer.  

CONCLUSION:

It is appropriate for a lawyer to use outside technological support in managing case files when it
is done in furtherance of carrying out the representation of the client. It is the expectation of the
Rules that the lawyer will actively manage the nonlawyer to protect the confidentiality of the
client’s information and should a significant breach occur, the lawyer would need to disclose
such a breach to the client.
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Ethics Opinions
Opinion 05-04
Summary: A law firm may provide a third-party software vendor with access to confidential client information 
stored on the firm’s computer system for the purpose of allowing the vendor to support and maintain a 
computer software application utilized by the law firm. The law firm’s clients are deemed to have “impliedly 
authorized” the firm to make their confidential information accessible to the vendor pursuant to Rule 1.6(a) in 
order to permit the firm to provide representation to its clients. However, the law firm must “make reasonable 
efforts to ensure” that the conduct of the software vendor (or any other independent service provider that the 
firm utilizes) “is compatible with the professional obligations of the lawyer[s],” including the obligation to protect 
confidential client information reflected in Rule 1.6(a). The fact that the vendor will provide technical support 
and updates for its product remotely via the Internet does not alter the Committee’s opinion. 
Facts: The offices of Law Firm A employ a networked computer system on which the firm stores various types 
of confidential information belonging to its numerous clients, including privileged correspondence, private 
financial data, and legal memoranda. Law Firm A’s computer system runs a wide array of software 
applications, including an integrated document management application, which we shall refer to as “Lots-O-
Docs,” that was created specifically for the legal profession by a third-party software vendor. Technical support 
and updates for Lots-O-Docs are provided by the vendor remotely over the Internet. The vendor has requested 
authorization to periodically access Law Firm A’s computer system, including the firm’s servers and document 
database, as necessary to support and maintain the Lots-O-Docs software application. Granting the vendor’s 
request means that the vendor unavoidably will have access to some or all of the confidential client information 
stored on Law Firm A’s computer system. Law Firm A has not sought or obtained approval from its clients to 
make their confidential information available to its software vendors. The issue arises whether Law Firm A can 
give the vendor of Lots-O-Docs the access that it seeks consistent with the firm’s ethical obligation to preserve 
the confidences of its clients.

Discussion: A lawyer’s core ethical obligation to protect confidential client information is set forth in Rule 1.6
(a) of the Massachusetts Rules of Professional Conduct, which states, in relevant part, that,

[a] lawyer shall not reveal confidential information relating to representation of a client unless the client 
consents after consultation, except for disclosures that are impliedly authorized in order to carry out the 
representation….

Given that Law Firm A’s clients have not explicitly authorized the firm to make their confidential information 
available to the firm’s software vendors, the ethical analysis turns on whether it is reasonable to conclude that 
the firm’s clients have “impliedly authorized” the firm to make such a disclosure to the vendor of Lots-O-Docs 
for purposes of Rule 1.6(a). Assistance in answering that question can be found in subsections (b) and (c) of 
Rule 5.3, which state that, “[w]ith respect to a nonlawyer employed or retained by or associated with a lawyer,”

(b) a lawyer having direct supervisory authority over the nonlawyer shall make reasonable efforts to ensure that 
the person's conduct is compatible with the professional obligations of the lawyer; and

Massachusetts Bar Association Committee on Professional Ethics 149
2005 Opinions continued

(c) a lawyer shall be responsible for conduct of such a person that would be a violation of the Rules of 
Professional Conduct if engaged in by a lawyer if:

(1) the lawyer orders or, with the knowledge of the specific conduct, ratifies the conduct involved; or

Page 1 of 3Massachusetts Bar Association : Opinion 05-04
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(2) the lawyer is a partner in the law firm in which the person is employed, or has direct supervisory authority 
over the person, and knows of the conduct at a time when its consequences can be avoided or mitigated but 
fails to take reasonable remedial action.

Rule 5.3 of the current Massachusetts Rules of Professional Conduct, which became effective as a whole 
January 1, 1998, has no direct parallel in the prior Disciplinary Rules. DR 4-101(D), however, addressed some 
of the relevant ethical obligations now encompassed by Rule 5.3. It said, in relevant part, that,

[a] lawyer shall exercise reasonable care to prevent his employees, associates or others whose services are 
utilized by him from disclosing or using confidences or secrets of a client….

In its Opinion No. 89-3, the Committee on Professional Ethics interpreted DR 4-101(D) as permitting a lawyer 
to disclose confidential client information to an independent billing service to the extent necessary to allow the 
billing service to send an invoice to the client for legal services that the lawyer had rendered. The Committee 
explained its reasoning as follows:

The phrase “others whose services are utilized by him” simply assumes that lawyers will of necessity use non-
employee personnel in the ordinary course of representing clients and running their offices and does not 
impose any requirement of consent in advance. We see no reason why such a requirement should be read in. 
Secretaries, telephone operators, computer operators, copy machine operators, printers, bookkeepers, 
accounting personnel and those who prepare, send and collect bills are some of the personnel whom lawyers 
may use on a regular basis who have access to varying amounts of confidences or secrets. Some of those 
personnel (e.g., secretaries) will have more access and some (e.g., bill preparers) will have less.

It is well known among the general population that some of those personnel may be used on a temporary or ad 
hoc basis and therefore will not be regular employees of the lawyer. In appropriate cases, use of such 
personnel can result in greater efficiency for the lawyer and cost savings for the client. It makes little sense to 
us to require that every time a secretarial service supplies a “temporary,” the lawyer must obtain the consent of 
each client on whose matter that temporary may work and, hence, obtain some confidential information.

In analyzing Law Firm A’s dilemma under Rules 1.6(a) and 5.3 of the current Rules of Professional Conduct, 
the Committee perceives no significant difference between the role of an independent billing service and that of 
a third party software vendor. We believe that it is “well known among the general population” that computer 
systems are an integral and essential tool of the modern-day legal profession, and that those computer 
systems, and the software that they operate, must be made available to technicians and other trained support 
personnel more often than we desire for the purpose of keeping them running. It would be impractical and 
unrealistic to expect a lawyer to delete or “scrub” all confidential client information from his or her

Massachusetts Bar Association Committee on Professional Ethics 150

2005 Opinion continued

computer before allowing it to be serviced. Indeed, in circumstances where the system has failed unexpectedly 
and completely, it may be physically impossible for the lawyer to do so.

It is worth emphasizing, however, that these practical considerations do not relieve Law Firm A and its lawyers 
of their duty under Rule 5.3(b) to “make reasonable efforts to ensure” that the conduct of the vendor of Lots-O-
Docs (or, indeed, any independent service provider that the firm utilizes) “is compatible with the professional 
obligations of the lawyer[s],” including the obligation to protect confidential client information reflected in Rule 
1.6(a). The Committee believes that, in the circumstances described in this opinion, “reasonable efforts” on the 
part of Law Firm A could include, among other things, (a) notifying the vendor of the confidential nature of the 
information stored on the firm’s servers and in its document database; (b) examining the vendor’s existing 
policies and procedures with respect to the handling of confidential information; (c) obtaining written assurance 
from the vendor that confidential client information on the firm’s computer system will only utilized solely for 
technical support purposes and will be accessed only on an “as needed” basis; (d) obtaining written assurance 
from the vendor that the confidentiality of all client information will be respected and preserved by the vendor 
and its employees; and (e) drafting and agreeing upon additional procedures for protecting any particularly 
sensitive client information that may reside on the firm’s computer system, to the extent necessary.

Page 2 of 3Massachusetts Bar Association : Opinion 05-04
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Finally, the fact that the vendor will provide technical support and updates for its Lots-O-Docs product remotely 
via the Internet does not change the Committee’s opinion. We previously concluded in Opinion No. 2000-01 
that communicating confidential client information over the Internet by means of unencrypted e-mail does not 
violate Rule 1.6(a) in ordinary circumstances. The Committee reached that conclusion primarily because it 
believes that lawyers and other Internet users typically have a reasonable expectation that such 
communications will remain legally and effectively private. See. e.g., 18 U.S.C.A. 2510, et .seq. (the "Electronic 
Communications Privacy Act"). We see no reason to treat confidential information that is accessed or 
transmitted for technical support purposes differently. Again, the lawyers who comprise Law Firm A remain 
obligated to make “reasonable efforts” to maintain client confidentiality in such circumstances, including the use 
of standard protective systems (e.g., a computer firewall and/or password protection) to help ensure that all 
communications and client data remain secure.

This opinion was approved for publication by the Massachusetts Bar Association’s House of Delegates on 
March 3, 2005.

Massachusetts Bar Association Committee on Professional Ethics 151
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Ethics Committee Advisory Opinion #2005-06/3
Obligation to Provide Electronic Material

By the NHBA Ethics Committee
January 2006

RULE REFERENCES:
  NHRPC 1.15 
  NHRPC 1.16 

I. QUESTION:

Does a law firm have the obligation to relinquish all electronic communications and electronic documents 
maintained in the firm's computer network concerning its representation of former clients to an attorney who has 
left the firm and who will continue to represent the clients in a different law firm? 

II. FACTUAL BACKGROUND:

An attorney is leaving the present law firm for another firm and will continue to represent certain clients whose 
paper and electronic files are held by the present law firm. The present law firm is turning over all of the paper 
files pertaining to its former clients, including paper copies of emails that had been placed in the files. The 
attorney has requested copies of all e-mail communications and electronic documents on the firm network that 
pertain to those clients, as well. 

III. RESPONSE:

This inquiry concerns whether a law firm has the obligation to relinquish all electronic communications and 
documents concerning a client in its representation of that client to an attorney who is leaving the law firm and 
who will continue to represent the client. The firm is already in the process of turning over all hard copy files for 
those clients and asks whether it can avoid organizing thousands of electronic items in the lawyer's "inbox" and 
"sent items" folders and whether any prejudice to the client would result if only hard copy items are provided. 

The New Hampshire Supreme Court has held that the contents of a client's file belongs to the client and that, 
upon request, an attorney must provide the client with the file. Averill v. Cox, 145 N.H. 328, 339 (2000). Moreover, 
Rule 1.16(d) of the New Hampshire Rules of Professional Conduct provides among other things that, upon 
termination of representation, a lawyer must "take steps to the extent reasonably practicable to protect a client's 
interests," such as "surrendering papers and property to which the client is entitled." See also Rule 1.15 
(Safekeeping Property). 

Assuming that the attorney has requested the client's file for and on behalf of the client, there are two issues that 
should be addressed: (1) does the client's file include electronic communications and documents within the law 
firm's computer network and (2) is the law firm obligated to provide all of the electronic communications and 
documents that exist on the computer network at the time of the request without regard to factors other than the 
client's request that they be provided. 

With regard to the first issue, the contents of a client's file would necessarily include both paper and electronic 
forms of communications, documents and other records pertaining to the client. The ABA Model Rules of 
Professional Conduct define "writing" as "a tangible or electronic record of a communication or representation, 
including handwriting, typewriting, printing, photostating, photography, audio or videorecording and e-mail." ABA 
Model Rules (5th Ed.), Rule 1.0 Terminology. While not adopted by New Hampshire, the ABA rules reflect that, 
with increased reliance on electronic communications and records in the practice of law, it is reasonable to 
assume that a client's file can include electronic communications, such as emails, as well as electronic versions of 
documents filed on behalf of a client. Thus, the mere existence of a paper file does not necessarily allow a firm to 
automatically exclude from the client's file electronic communications and other computer-based writings. 

Therefore, if a client requests a copy of her file, the firm has an obligation to provide all files pertinent to 
representation of that client, regardless of the burden that it might impose upon the firm to do so. See Averill at 
339-40. That burden can be managed, in any event, through computer word search functions or other means that 
are routinely used for discovery or other purposes. As in discovery-related matters, it is incumbent upon the firm 
to manage its electronic and other files in a way that will allow for release of a file to a client without releasing 
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other information that might harm a third party. 

Similarly, the firm should take into account whether it has adequately notified this or other former clients of any file 
destruction policies followed by the firm with regard to both electronic and paper files. 
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OPINION 2010-6
 
DIGEST: 

Vermont attorneys can utilize Software as a Service in connection with confidential client 
information, property, and communications, including for storage, processing, transmission, and 
calendaring of such materials, as long as they take reasonable precautions to protect the 
confidentiality of and to ensure access to these materials. 

 
QUESTIONS PRESENTED 

The Vermont Bar Association Professional Responsibility Section has been asked to 
address the propriety of use by attorneys and law firms of Software as a Service (“SaaS”) which 
is also known as Cloud Computing.  Subsidiary questions include whether client documents and 
information can be remotely stored and backed up using SaaS systems; whether there is any 
subset of client property that cannot be stored using SaaS; whether lawyers can use SaaS and 
web-based email and calendaring systems; and whether use of remote document synchronization 
systems is permissible. 

 
RELEVANT RULES 

Rule 1.6. Confidentiality of Information 
(a) A lawyer shall not reveal information relating to the representation of a client unless 
the client gives informed consent . . . . 

 
Comments to Rule 1.6: Acting Competently to Preserve Confidentiality 
[16]   A   lawyer   must   act   competently  to   safeguard   information   relating   to   the 
representation of a client against inadvertent or unauthorized disclosure by the lawyer or 
other persons who are participating in the representation of the client or who are subject 
to the lawyer’s supervision.
[17] When transmitting a communication that includes information relating to the 
representation of a client, the lawyer must take reasonable precautions to prevent the 
information from coming into the hands of unintended recipients. This duty, however, 
does not require that the lawyer use special security measures if the method of 
communication affords a reasonable expectation of privacy. Special circumstances, 
however, may warrant special precautions. Factors to be considered in determining the 
reasonableness of the lawyer’s expectation of confidentiality include the sensitivity of the 
information and the extent to which the privacy of the communication is protected by law 
or by a confidentiality agreement. A client may require the lawyer to implement special 
security measures not required by this rule or may give informed consent to the use of a 
means of communication that would otherwise be prohibited by this rule. 

 
Rule 1.1. Competence 
A lawyer shall provide competent representation to a client. Competent representation 
requires the legal knowledge, skill, thoroughness and preparation reasonably necessary 
for the representation. 
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Rule 1.15. Safekeeping Property 
(a)(1) A lawyer shall hold property of clients or third persons that is in a lawyer’s 
possession  in  connection  with  a  representation  separate  from  the  lawyer’s  own 
property. . . .  [Client] property shall be identified as such and appropriately safeguarded. 

 
Rule 5.3. Responsibilities Regarding Nonlawyer Assistants 
With respect to a nonlawyer employed or retained by or associated with a lawyer: 
(a) a partner, and a lawyer who individually or together with other lawyers possesses 
comparable managerial authority in a law firm shall make reasonable efforts to ensure 
that the firm has in effect measures giving reasonable assurance that the person’s conduct 
is compatible with the professional obligations of the lawyer; 
(b)  a  lawyer  having  direct  supervisory  authority  over  the  nonlawyer  shall  make 
reasonable efforts to ensure that the person’s conduct is compatible with the professional 
obligations of the lawyer . . . 

 
DISCUSSION 

SaaS and Cloud Computing refer to a constellation of web-based data processing, 
transmission, and storage services that are available over the internet.  In the past, client property 
was handled and stored on site, and lawyer-client communications occurred in person. 
Technological advances, however, have changed the way data is transmitted and stored, and the 
ways lawyers communicate with clients.  These changes in technology have been accompanied 
by new questions about how lawyers should act to protect confidentiality of client information. 

 
The propriety of lawyers using SaaS has attracted significant attention from Bar 

Association Ethics Committees in recent years, and a consensus position has been developing 
that allows lawyers to store client data in web based systems, and about the steps lawyers should 
consider and take when engaging in Cloud Computing.  This opinion therefore now turns to a 
summary of recent ethics decisions addressing SaaS. 

 
North Carolina Proposed Formal Ethics Opinion No. 6 
Over  a  period  spanning  approximately  1½  years,  the  North  Carolina  State  Bar 

Association has issued successive drafts of a formal ethics opinion addressing attorney use of 
SaaS.  The third draft of this Formal Ethics Opinion, issued in October 2011, endorses the use of 
SaaS to store law firm data, including confidential client information, as long as steps are taken 
to protect the confidentiality of client information and to preserve client property.  Proposed NC 
FEO 6 steps back from a series of mandatory steps that lawyers would have been required to take 
in connection with use of SaaS, as set forth in the previous April 2011 draft of this Opinion. 
Instead, the Opinion now provides that lawyers: 

 
“may use SaaS if reasonable care is taken to minimize the risks of inadvertent disclosure 
of confidential information and to protect the security of client information and client 
files.  A lawyer must fulfill the duties to protect client information and to safeguard client 
files by applying the same diligence and competency to manage the risks of SaaS that the 
lawyer is required to apply when representing clients.”
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Because of the rapidly changing nature of technology, Proposed NC FEO 6 declines to 
impose specific requirements on lawyers who use Cloud Computing in connection with client 
data.  Instead, the Opinion identifies a series of steps that lawyers should consider taking before 
using SaaS, and requires lawyers to engage in ongoing due diligence and continuing legal 
education to ensure that remotely stored client data remains secure and accessible.  Factors 
identified in this Opinion for those who use SaaS include: 

a.  Understanding and protecting against security risks inherent in the internet, including 
end-user vulnerabilities in the lawyer’s office;

b.   Including provisions about protection of client confidences in the agreement between 
the lawyer and the SaaS vendor; 

c.   Ensuring that there are mechanisms for obtaining access to, retrieving, and protecting 
data if the lawyer terminates use of the SaaS product, or if the SaaS vendor goes out 
of business or experiences a break in continuity; 

d.   Carefully reviewing the terms of the user agreement, including its security provisions; 
e.   Evaluating the security measures used by the vendor; and 
f.   Confirming the extent to which the SaaS vendor backs up the data it is storing. 

 
Iowa State Bar Association Ethics & Practice Committee Opinion 11-01 
In September 2011, the Iowa State Bar Ethics and Practice Committee took a similar 

approach to Cloud Computing in Opinion 11-01.  Applying comment 17 to Rule 1.6, Opinion 
11-01 recognized that: 

 
“the degree of protection to be afforded client information varies with the client, matter 
and information involved.  But it places on the lawyer the obligation to perform due 
diligence to assess the degree of protection that will be needed and to act accordingly.”

 
The Opinion declines to address in detail the specifics of individual SaaS products, because such 
guidance would quickly prove outdated, and may be beyond the scope of a lawyer’s expertise. 
Instead, Opinion 11-01 suggests a series of matters into which lawyers should inquire before 
storing client data on remote servers they do not control, including: 

 
a.   Availability of unrestricted  access to the data, and ability to access the data through 

alternate means; 
b.   Performance of due diligence about the SaaS vendor, including its operating record, 

recommendations by other users, the provider’s operating location, its end user 
agreement  (including  provisions  on  choice  of  law,  limitations  on  liability  and 
damages, and rights in the stored data); 

c.   Financial arrangements, including access to data in case of nonpayment or default; 
d.   Arrangements upon termination of relationship with SaaS provider, including access 

to data; and 
e.   Nature of confidentiality protections, including password protection and availability 

of different levels of encryption. 
 
The Opinion further notes that lawyers may be able to discharge their responsibilities by relying 
on due diligence efforts by non-lawyer personnel with expertise in these areas. 
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Pennsylvania Bar Association Formal Opinion 2011-200 
In its recent Formal Opinion 2011-200, the Pennsylvania Bar Association Committee on 

Legal Ethics and Professional Responsibility similarly concluded that attorneys can use cloud 
computing if stored materials remain confidential, and reasonable steps are taken to protect 
stored data from risks including security breaches and loss of data. This Pennsylvania Opinion 
recommends various steps the lawyer should explore with the SaaS vendor, including: 

a.   the existence of an obligation imposed on the vendor to preserve security; 
b.   a mechanism for the vendor to notify the lawyer if a third party requests access to the 

stored information; 
c.   the existence of systems that are sufficient to protect the data from unauthorized 

access; 
d.   an agreement about how confidential client information will be protected; 
e.   the ability to review the vendor’s security systems; and 
f. tools to protect the lawyer’s ability to access and retrieve the data. 

 
California Bar Professional Responsibility and Conduct Committee Formal Op. 2010-179 
Recognizing that a technology-specific opinion “would likely become obsolete shortly,” 

California Bar Ethics Opinion 2010-179 similarly endorses Cloud Computing, and then provides 
a general analysis of the considerations a lawyer should evaluate when using SaaS, including: 

a.  The ability of the lawyer to assess the security provided by the provider, including 
the specifics of the technology, whether specific precautions can be used to increase 
the level of security, and limits on who is permitted to monitor use of the software, 
evaluated by someone who possesses a sufficient level of competence to address 
these issues; 

b.   Availability of legal consequences for improper interception of or access to the data; 
c.   Degree of sensitivity of the information being stored 
d.   Potential impact of unauthorized disclosure on the client; 
e.   Urgency of the situation; and 
f. Client circumstances and instructions. 

 
New York State Bar Professional Ethics Committee Opinion 842 
In September 2010, the New York State Bar Professional Ethics Committee issued a 

similar opinion, adopting a reasonableness standard and discussing the following factors that a 
lawyer should consider when storing client information in the cloud: 

a.  Confirming that the SaaS vendor has a enforceable duty to maintain security and 
confidentiality, including prompt notification of the attorney upon service of process 
requiring disclosure of the data; 

b.   Investigating the provider’s security procedures, policies, and methods for recovering 
data;

c.   Guarding against infiltration attempts using available technology; 
d.   Determining whether the vendor can transfer and then permanently delete the data if 

the lawyer changes providers; 
e.  Periodically reconfirming that security and access measures remain sufficient as 

technologies change; and 
f. Remaining current on the law with respect to changing technologies to ensure that 

client data is not subject to legal risk, including waiver of confidentiality. 
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Other Opinions and Authorities 
Ethics opinions issued by other State Bar Associations have taken similar positions. 

 
State Bar of Arizona Ethics Opinion 09-04, for example, reaffirms the conclusion drawn 

in its prior Ethics Opinion 05-04, and concludes that attorneys can use online storage and 
retrieval  systems  for  client  documents  and  information  as  long  as  they  take  reasonable 
precautions to ensure that the materials are safe and confidential.  This Arizona Opinion further 
notes that lawyers should recognize that their expertise with respect to technology may be 
limited and should therefore ensure review of precautions by competent personnel, and 
periodically review systems to ensure that security precautions remain reasonable. 

 
Opinion 701 of the New Jersey Advisory Committee on Professional Ethics discusses the 

benefits that may arise from web-based digital storage of and access to client documents and 
information, and then provides as follows: 

“The critical requirement . . . is that the attorney ‘exercise reasonable care’ against the 
possibility of unauthorized access to client information.  A lawyer is required to exercise 
sound professional judgment on the steps necessary to secure client confidences against 
foreseeable attempts at unauthorized access.  ‘Reasonable care,’ however, does not mean 
that the lawyer absolutely and strictly guarantees that the information will be utterly 
invulnerable against all unauthorized access.   Such a guarantee is impossible, and a 
lawyer can no more guarantee against unauthorized access to electronic information than 
he can guarantee that a burglar will not break into his file rom, or that someone will not 
illegally intercept his mail or steal a fax.”

 
Opinion 701 continues by noting that the content of the obligation to exercise reasonable care 
depends on the circumstances and must be informed by the available technology, and personnel 
handling client information must be subject to an enforceable obligation to preserve 
confidentiality and security.  In addition, Opinion 701 excludes original “client property” from 
its holding, and notes that lawyers must continue to maintain certain original documents, like 
wills, trusts, deeds, contracts, and corporate bylaws and minutes, and cannot rely solely on 
digital storage of these materials.  This Opinion further stresses the importance of client consent 
with respect to remote storage of client information. 

 
To similar effect are Ethics Opinion 2010-02 issued by the Alabama State Bar 

Association, and Formal Opinion No. 33 issued by the State Bar of Nevada Standing Committee 
on Ethics and Professional Responsibility.  Many other resources also are available about the use 
of SaaS, including the ABA Commission on Ethics 20/20 Working Group’s September 20, 2010 
white papers discussing SaaS, and the Law Society of British Columbia’s July 15, 2011 Report 
of the Cloud Computing Working Group. 
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CONCLUSION 

The Vermont Bar Association Professional Responsibility Section agrees with the 
consensus view that has emerged with respect to use of SaaS.  Vermont lawyers’ obligations in 
this area include providing competent representation, maintaining confidentiality of client 
information, and protecting client property in their possession.  As new technologies emerge, the 
meaning of “competent representation” may change, and lawyers may be called upon to employ 
new tools to represent their clients.  Given the potential for technology to grow and change 
rapidly, this Opinion concurs with the views expressed in other States, that establishment of 
specific conditions precedent to using SaaS would not be prudent.   Rather, Vermont lawyers 
must exercise due diligence when using new technologies, including Cloud Computing.  While it 
is not appropriate to establish a checklist of factors a lawyer must examine, the examples given 
above are illustrative of factors that may be important in a given situation.  Complying with the 
required level of due diligence will often involve a reasonable understanding of: 

a. the vendor’s security system; 
b. what practical and foreseeable limits, if any, may exist to the lawyer’s ability to 

ensure access to, protection of, and retrieval of the data; 
c. the material terms of the user agreement; 
d. the vendor’s commitment to protecting confidentially of the data; 
e. the nature and sensitivity of the stored information; 
f. notice  provisions  if  a  third  party  seeks  or  gains  (whether  inadvertently  or 

otherwise) access to the data; and 
g. other regulatory, compliance, and document retention obligations that may apply 

based upon the nature of the stored data and the lawyer’s practice.
In addition, the lawyer should consider: 

a. giving notice to the client about the proposed method for storing client data; 
b. having the vendor’s security and access systems reviewed by competent technical 

personnel; 
c. establishing a system for periodic review of the vendor’s system to be sure the 

system remains current  with evolving technology and legal requirements; and 
d. taking reasonable measures to stay apprised of current developments regarding 

SaaS systems and the benefits and risks they present. 
 

In  summary,  and  with  respect  to  the  specific  questions  posed,  the  Professional 
Responsibility Section responds as follows. 

 
Vermont attorneys may use SaaS systems for storing, processing, and retrieving client 

property, as long as they take reasonable precautions to ensure the property is secure and 
accessible.  The nature of the precautions depends on the circumstances.  The ability to engage in 
Cloud Computing is not limited by the specific location of the remote server, although some of 
the factors noted above, including choice of law clauses, and concerns about access to data in the 
event of a service interruption or an emergency, may be implicated by the location of the storage 
server and the extent of backup service provided by the vendor. 

 
Depending on the circumstances, there may be limits on systems that can be used and 

client property that can be stored with an SaaS vendor, and lawyers must assess each situation 
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based upon the specific facts and circumstances.  For example, it may not be appropriate to rely 
solely on remote digital storage for preservation of original client property like wills, or other 
client documents that are subject to permanent retention obligations.  Similarly, given that Cloud 
Computing involves storage of information in the hands of a third party, a lawyer handling 
particularly sensitive client property, like trade secrets may conclude after consultation with the 
client that remote SaaS storage is not sufficiently secure. 

 
A  lawyer’s  use  of  email,  calendar,  and  remote  synchronization  systems,  including 

systems that are web-based and offered by SaaS vendors, is subject to the same inquiry.  Before 
using such systems, the lawyer should take reasonable precautions to ensure that information in 
the system is secure and accessible. 

 
Finally, given the rapidly changing nature of technology and the significant manner in 

which new technologies impact the legal practice including the manner in which confidential 
client information is communicated and stored, the Professional Responsibility Section invites 
the Vermont Supreme Court to examine whether changes in applicable Rules of Procedure and 
Rules of Professional Conduct are warranted to address these issues. 
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Ethics Opinions
Opinion 2014-2
Summary: Payment by a lawyer to a commercial marketing service only after a prospective client contacts the 
lawyer upon receiving a proposal for services from the lawyer who has learned of the client's need from the 
marketing service's website does not violate Rule 7.3(f). Under the operation of the marketing program the 
payment is for permitted "advertising" rather than prohibited "solicitation."

Facts: A lawyer inquires whether he may participate in a commercial marketing of legal services organization 
run by Company X without violating Mass. R. Prof. C. 7.3(f). Company X's program requires that each lawyer 
who wishes to participate have a profile on its website that, among other things, specifies his or her practice 
areas. Prospective clients supply their names and basic details of their situations by entering that information 
on the website, with the understanding that the details they provide will be shared with participating lawyers 
whose profiles list the practice area relevant to their situations. The website then sends a message to qualifying 
lawyers sharing the prospective clients' details and inviting them to send proposals, which may include fee 
terms and a description of how the responding lawyers would handle the matter, to the prospective clients. The 
lawyers send their proposals and the clients may (but are not obligated to) contact and retain any of the 
lawyers who have made proposals.

Prospective clients pay nothing to use the service. A participating lawyer pays an amount to Company X based 
upon the type of representation involved only when a prospective client retains the lawyer after the lawyer 
submits a proposal to work on the client's matter.

Company X regards the arrangement as an efficient way for lawyers to advertise. It does not recommend or 
appear to recommend any lawyer and it does not analyze the prospective client's legal problems (other than to 
identify the practice area) to determine who should receive a referral and does not receive any payment for 
making a referral.

Discussion: Based upon the information set forth above, the Committee believes that a lawyer's participation 
in the described program would not violate Mass. R. Prof. C. 7.3(f). That rule provides that "[a] lawyer shall not 
give anything of value to any person or organization to solicit professional employment for the lawyer from a 
prospective client." In the Rules of Professional Conduct, "solicitation" refers to communications directed to 
particular prospective clients for the purpose of obtaining business. See, Comment 1 to Rule 7.3. Some forms 
of solicitation are permitted under the Rules, subject to certain limitations to protect against the possibility of 
undue influence, intimidation and overreaching. Thus, Rule 7.3(c) generally permits solicitation of prospective 
clients known to be in need of legal services in a particular matter by written and other non-interactive 
communications, while Rule 7.3(d) generally prohibits solicitation of prospective clients through interactive 
communications from a lawyer.

As we understand it, Company X's program does not direct communications to any prospective client. 
Company X operates a website accessible to the public. The website does not constitute solicitation within the 
meaning of the rule, but instead constitutes permissible advertising for which a lawyer may pay the reasonable 
costs. See, Rule 7.2(a) and (c)(1). Comment 3A to Rule 7.2 states that websites generally are "considered 
advertising subject to this rule, rather than solicitation subject to Rule 7.3" because websites are "not 
communication[s] directed to a specific recipient." Comment 3A also observes that websites are distinguishable 
from communications directed to specific individuals because "the recipient must make an affirmative decision 
to go to the sender's home page." Moreover, here the prospective client not only initiates access to the website 
but posts a request for proposals from participating lawyers. Any directed communications to a client 
responding to the client's voluntary request for proposals are permissible. See Mass. R. Prof. C. 7.3, cmt.4; 
Mass. R. Prof. C. 7.2, cmt. 3A ("In addition, if the lawyer or law firm used an interactive forum such as a chat 
group to solicit for a fee professional employment that the prospective client has not requested, this conduct 
may constitute prohibited personal solicitation under Rule 7.3(d).").

Page 1 of 2Massachusetts Bar Association : Opinion 2014-2

5/15/2015http://www.massbar.org/publications/ethics-opinions/2010-2019/2014/opinion-2014-2
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For these reasons, it is our view that a lawyer may participate in the program described above without violating 
Rule 7.3(f). Note that a participating lawyer must retain a copy of each solicitation for professional employment 
made as part of the program for a period of two years. See Mass. R. Prof. C. 7.3(c). The proposals made in 
response to prospective clients' requests would constitute such solicitations.

This advice is that of a committee without official government status.

This opinion was approved for publication by the Massachusetts Bar Association's House of Delegates on May 
8, 2014.

©2015 Massachusetts Bar Association

Page 2 of 2Massachusetts Bar Association : Opinion 2014-2
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Question

An attorney has asked for guidance on the ethical propriety of using third party vendors to process and store

electronically held firm data. The data would be transmitted to the third parties over a presumptively secure network

connection. Processing of firm data may include transcription of voice recordings and transfer of firm computer files to an

off-site "back-up" of the firm's electronically held data.

More specifically, the question is whether the use of such services and resources, which may involve disclosure of client

information to technicians who maintain the relevant computer hardware and non-lawyer transcribers outside the sphere

of the attorney's direct control and supervision, would violate the lawyer's obligation to maintain client confidentiality.

The attorney further seeks guidance on what, if any, safeguards would make such practices permissible.

Opinion

While there is no provision of the Code of Professional Responsibility of the Maine Bar Rules that directly addresses this

question, several provisions, along with previous opinions of this Commission, provide a framework for our response. We

conclude that, with appropriate safeguards, an attorney may utilize transcription and computer server backup services

remote from both the lawyer's physical office and the lawyer's direct control or supervision without violating the

attorney's ethical obligation to maintain client confidentiality.

Rule 3.6(a) sets forth the general standard requiring the lawyer to "employ reasonable care and skill and apply the

lawyer's best judgment in the performance of professional services." More specifically, Rule 3.6(h)(1) sets forth the

lawyer's general obligations to maintain client confidentiality:

(1) Except as permitted by these rules, or when authorized in order to carry out the representation, or as required by law

or by order of the court, a lawyer shall not, without informed consent, knowingly, disclose or use information (except

information generally known) that:

i. Is protected by the attorney-client privilege in any jurisdiction relevant to the representation;

ii. Is information gained in the course of representation of a client or former client for which that
client or former client has requested confidential treatment;

iii. Is information gained in the course of representation of the client or former client and the
disclosure of which would be detrimental to a material interest of the client or former client; or

iv. Is information received from a prospective client, the disclosure of which would be detrimental to
a material interest of that prospective client, when the information is provided under circumstances
in which the prospective client has a reasonable expectation that the information will not be
disclosed.

Rule 3.6(h)(2) addresses the lawyer's obligation to ensure that others working on the lawyer's behalf in the course of

representation who are privy to confidential client information likewise maintain the client's confidences. The rule states:

"A lawyer shall exercise reasonable care to prevent lawyers and non-lawyers employed or retained by or associated with

the lawyer from improperly disclosing or using information protected by paragraph (1) of this subdivision."

Board of Overseers of the Bar: Attorney Services - Ethics Opinions - Opinion http://www.mebaroverseers.org/attorney_services/opinion.html?id=86894
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The current question concerning these internet based services arises because transcription and backup services are now

available at an attractive cost from companies using personnel working outside the lawyer's office and not subject to the

lawyer's direct oversight. This situation leaves the lawyer with no direct control over individuals who have access to

confidential client information.

As Rule 3.6(h)(2) makes clear and as we have opined previously, the primary responsibility for file integrity, maintenance,

disposition, and confidentiality rests with the attorney employed by the client. See Maine Professional Ethics Commission

Opinion # 74 (10/1/86). In this case, although the transcriptionists or technicians maintaining the computer backup files

are not employed by the attorney, the directives of Rule 3.13(c) still govern because they also apply to non-lawyers

"retained by or associated with a lawyer" and therefore require that an attorney "shall make reasonable efforts to ensure

that the firm has in effect measures giving reasonable assurance that the conduct of these individuals is compatible with

the professional obligations of the lawyer."

Rule 3.6(h)(2) implies that lawyers have a responsibility to train, monitor, and discipline their non-lawyer staff in such a

manner as to guard effectively against breaches of confidentiality. Failure to take reasonable steps to provide adequate

training, to monitor performance, and to apply discipline for the purpose of enforcing adherence to ethical standards is

grounds for concluding that the lawyer has violated Rule 3.6(h)(2). See Maine Professional Ethics Commission Opinion

#134 (9/21/93). Clearly, when employing any outside contractor to perform law-related services, the lawyer does not

directly train, monitor, and discipline the employees of the service provider; however, the lawyer retains the obligation to

ensure that appropriate standards concerning client confidentiality are maintained by the contractor. The precise

parameters of what constitutes "appropriate standards" are not defined in the rules or opinions, but are based on

reasonable efforts to prevent the disclosure of confidential information.

With the pervasive and changing use of evolving technology in communication and other aspects of legal practice,

particular safeguards which might constitute reasonable efforts in a specific context today may be outdated in a different

context tomorrow. Therefore, rather than attempting to delineate acceptable and unacceptable practices, this opinion will

outline guidance for the lawyer to consider in determining when professional obligations are satisfied.

At a minimum, the lawyer should take steps to ensure that the company providing transcription or confidential data

storage has a legally enforceable obligation to maintain the confidentiality of the client data involved.[1] See ABA Ethics

Opinion 95-398 (lawyer who allows computer maintenance company access to lawyer's files must ensure that company

establishes reasonable procedures to protect confidentiality of information in files, and would be "well-advised" to secure

company's written assurance of confidentiality); N.J. Sup. Comm. Prof. Ethics Opinion 701 ("Lawyers may maintain client

files electronically with a third party as long as the third party has an enforceable obligation to preserve the security of

those files and uses technology to guard against reasonably foreseeable hacking.") .

Footnotes

[1] Although the Privacy and Security Rules of the federal Health Insurance Portability and Accountability Act ("HIPAA"),

45 C.F.R. Part 164, requirements are generally not applicable to lawyers in their obligations to their clients, this law

provides very detailed examples of standards intended to protect the confidentiality of patient health information that are

now widely in use in the medical field. Under HIPAA, regulated entities that contract with others to provide services

involving protected patient information are generally required to have "Business Associate Agreements" with prescribed

provisions that detail the contractor's obligations to ensure the confidentiality of the patient information involved.

The contract between a covered entity and a business associate must provide that the business associate will:

(A) Implement administrative, physical, and technical safeguards that reasonably and appropriately protect the

confidentiality, integrity, and availability of the electronic protected health information that it creates, receives,

maintains, or transmits on behalf of the covered entity as required by this subpart;

(B) Ensure that any agent, including a subcontractor, to whom it provides such information agrees to implement

reasonable and appropriate safeguards to protect it;

(C) Report to the covered entity any security incident of which it becomes aware;

(D) Authorize termination of the contract by the covered entity, if the covered entity determines that the business

associate has violated a material term of the contract. 45 C.F.R. §164.314.
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Similarly, the Security Rule, 45 C.F.R. §164.302-318, describes various administrative, physical, technical, and

organizational security-related safeguards applicable to healthcare entities maintaining protected patient information

electronically.

In some circumstances, such as with transcription, human involvement with confidential client information by the

contractor's staff is inherent in the service. In that case, additional contractual obligations may be needed to ensure that

the contractor's employees or agents who will have direct knowledge of the confidences are adequately trained and

understand their personal obligation to maintain the information confidentially. In addition, the lawyer would be

well-advised to include a contract provision requiring the contractor to inform the lawyer in the event the contractor

becomes aware of any inappropriate use or disclosure of the confidential information. The lawyer can then take steps to

mitigate the consequences and can determine whether the underlying arrangement can be continued safely.

Along with taking steps to ensure that the confidential information will be maintained securely by the company providing

remote services, the lawyer should also take care to ensure that confidential information is conveyed to the service

provider in a secure manner. While data encryption can provide appropriate levels of additional security for highly

confidential data in transit in the internet, in some circumstances it may be reasonable to transmit information securely

via email without encryption. See ABA Ethics Opinion 99-413 (lawyers may ethically communicate client confidences

using unencrypted e-mail sent over Internet, but should discuss with their clients different ways of communicating client

confidences that are "so highly sensitive that extraordinary measures to protect the transmission are warranted"); United

States. v. Councilman, 418 F.3d 67 (1st Cir. 2005) (holding that unauthorized interception of email violated federal

wiretapping law, thus providing support for a reasonable expectation of privacy in e-mail transmissions). The lawyer will

need to evaluate carefully the level of confidentiality protection needed for different types of information transmitted via

the internet.

Enduring Ethics Opinion

Enduring Ethics Opinion #194 [October 2012]
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Tarek Ghalayini, AlixPartners 

Technology’s Impact on the Everyday Practice of Law – Data and Discovery 

“The costs associated with adversarial conduct in pre-trial 

discovery have become a serious burden to the American judicial 

system. This burden rises significantly in discovery of 

electronically stored information (“ESI”). In addition to rising 

monetary costs, courts have seen escalating motion practice, 

overreaching, obstruction, and extensive, but unproductive 

discovery disputes – in some cases precluding adjudication on the 

merits altogether – when parties treat the discovery process in an 

adversarial manner. Neither law nor logic compels these 

outcomes.” 1

With the digitalization of the world around us, data points related to nearly all aspects of 

business and personal life are created, shared, copied, altered, and updated in real-time and 

seemingly stored in perpetuity.  Long gone are the days of warehouses full of hard copy 

documents with attorneys poring over them and affixing colored post-its to identify relevant 

issues.  Since the technology explosion of the late 90s into today, new and interesting challenges 

                                                            
1 See The Sedona Conference, Cooperation Proclamation, (2008) (available at 
https://thesedonaconference.org/download-pub/3802). 
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continue to face counsel and their advisors with discovery in the litigation context.2  While price 

and effort often rule the headlines (to the extent eDiscovery matters ever make the headlines…), 

newly applied words such as efficiency, effectiveness, compliance and ethics are making their 

way into the eDiscovery lexicon.  What follows is a short primer on eDiscovery, the technology 

used and the rules and obligations currently in place.  Each of these topics are worthy of many 

more pages of thought and discussion, and I would encourage any practitioner faced with more 

questions to search the many wonderful resources available around eDiscovery.3

I. How this all really began:  SCA, Zubulake4 and the 2006 Amendments 

In the mid-1980s, and in response to the creation of the personal computer and its adoption in 

business (and later homes), Congress enacted the Stored Communications Act (“SCA”) with the 

intent of extending Fourth Amendment protections against unreasonable search and seizures into 

area of electronic data.  It was a moment where Congress was ahead of its time – enacting these 

protections while the internet was still in development and used by institutions of higher learning 

for research, but not yet available to the public as it is today. 

The SCA addressed “voluntary and compelled disclosure of stored wire and electronic 

communications and transactional records held by third-party internet service providers, and 

                                                            
2 See, Kenneth J. Withers, Computer-Based Discovery in Federal Civil Litigation, 200 Fed. Cts. L. Rev. 2, 3-4 
(2000) (“Potentially discoverable records are stored according to computer logic, as opposed to ‘business-record’ 
logic, and can be difficult to locate and untangle from irrelevant and privileged records. The combination of multiple 
locations, tremendous volume, and arcane or non-existent records management practices is potentially explosive for 
defending counsel.”). 
3 Of particular note are the many publications issued by The Sedona Conference, a think tank comprised of members 
of the judiciary, consultants, academics, technologists, and members from both sides of the bar.  Through their 
various working groups, they publish a number of guides and opinions that address the myriad issues inherent to the 
eDiscovery process.  I recommend their material to any lawyer wishing to make sense of the eDiscovery process in a 
practical and meaningful way.  The courts often look to and cite their principles and follow their guidance when 
faced with otherwise novel issues.  See more at thesedonaconference.org.  
4 Zubulake v. UBS Warburg LLC, 217 F.R.D. 309 (SDNY 2003).  
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other online services.”5  The SCA, while still in place today, formed the foundation, if only 

philosophically, of  the many questions that the eDiscovery industry and lawyers faced with 

eDiscovery challenges, would later face and often still struggle with today.   

One of the first notable challenges that put ESI and the discovery process in the crosshairs of the 

judiciary occurred in 2001, when Laura Zubulake brought an employment discrimination case 

against her employer, UBS Warburg.  US District Judge Shira Scheindlin presided over the 

matter in the Southern District of New York where, over the next several years, she would issue 

several pretrial rulings that would essentially create a billion-dollar eDiscovery business and tee 

up litigation rules that significantly impact eDiscovery today.

Zubulake V, as it has come to be known (as the fifth pretrial ruling in Zubulake), expanded a 

company’s duty to preserve to include the point in time where the company could reasonably 

anticipate a lawsuit.6  It also extended an attorney’s obligations beyond initiating a legal hold to 

also overseeing the compliance process.7  Other Zubulake decisions addressed such novel issues 

as cost-shifting and sanctions for spoliation (which in that case included an adverse inference 

instruction). 8

Not long after Zubulake further ignited a bourgeoning industry, Judge Scheindlin and others 

helped develop what were later adopted as the amendments to the FRCP regarding eDiscovery.  

These amendments, coupled with the concepts addressed in Zubulake, formed a strong 

foundation for eDiscovery to grow and develop further.  They were flexible enough to adapt to 

changing technology while providing some clarity for a newly emerging and fast developing, 

part of the litigation process.

                                                            
5 Larry Daniel, Lars Daniel, Digital Forensics for Legal Professionals: Understanding Digital Evidence From the 
Warrant to the Courtroom, 114 (2011). 
6 Zubulake v. UBS Warburg, 2004 WL 1620866. 
7 Id.
8 Zubulake  v. UBS Warburg LLC, 217 F.R.D. 309 (S.D.N.Y. 2003). 
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II. ESI and eDiscovery – A Quick Primer 

Electronically Stored Information, or ESI, is the term used to describe virtually anything existing 

in digital form.  While there are often analogous versions in the physical world, ESI, by its very 

nature, adds a layer of complexity that requires special handling and understanding to ensure its 

integrity and availability in judicial proceedings. Simple questions, easily resolved when dealing 

in the physical world, are now more complex and, without proper understanding, can be elusive 

when dealing with ESI.

eDiscovery (“ED”) refers to the discovery process, often in civil litigation, whereby parties (and 

in some cases non-parties) to the litigation exchange ESI.  ESI comes in a variety of forms, 

including emails, word documents, spreadsheets, instant messages, web pages, and even cell 

phone data, just to name a few.9  Common among ESI is metadata, often referred to as “data 

about data.”  Metadata contains a wide-array of additional information for the particular ESI it is 

attached to. For example, a word document could have metadata attached to it that details the 

name of the author, the date and time it was created, and the date and time it was last modified.  

That is separate from the content or substance of the file itself.  The underlying ESI, along with 

several other technical factors, will generally dictate how much and what kind of metadata is 

available for that particular kind of document.    

The Pocket Guide for Judges10 (excerpt below) provides a wonderful summary: 

ESI currently includes e-mail messages, word processing files, web 

pages, and databases created and stored on computers, magnetic 

disks (such as computer hard drives), optical disks (such as DVDs 

                                                            
9 For an exhaustive list of terms used in the eDiscovery context (and in server rooms everywhere), See The Sedona 
Conference, The Sedona Conference Glossary: E-Discovery and Digital Information Management, Fourth Ed., (July 
2014) (available at https://thesedonaconference.org/download-pub/3757).  
10 Managing Discovery of Electronic Information: A Pocket Guide for Judges, 2nd Edition, 
(http://www2.fjc.gov/sites/default/files/2015/eldscpkt2d_eb_0.pdf). 
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and CDs), and flash memory (such as “thumb” or “flash” drives), 

and increasingly on “cloud” based servers hosted by third parties 

that are accessed through Internet connections. The technology 

changes rapidly, making a complete list impossible. Federal Rules 

of Civil Procedure 26 and 34, which went into effect on December 

1, 2006, use the broad term “electronically stored information” to 

identify a distinct category of information that, along with 

“documents” and “things,” is subject to discovery rights and 

obligations. ESI differs from conventional, paper-based 

information in several ways that affect discovery. The volume of 

ESI is almost always exponentially greater than that of paper 

information, and ESI may be located in multiple places that are 

widely dispersed. For example, draft and final versions of a single 

memorandum may be stored electronically in multiple places (e.g., 

on the computer hard drives of the document’s creator, reviewers, 

and recipients; on the company server; on laptops and home 

computers; on backup tapes; and on local network servers and 

third-party hosted servers). Market research has found that the 

average employee sends or receives more than 100 electronic 

messages per working day, which translates into more than 

2,400,000 messages a year for an organization of 100 employees. 
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Although the possibility that paper documents or things could be 

damaged, altered, or destroyed has always been a concern, the 

dynamic and mutable nature of ESI presents new challenges. 

Computer systems automatically recycle and reuse memory space, 

altering potentially relevant information without any specific 

direction from, or even the knowledge of, the user. Merely opening 

a digital file changes information about that file, and e-mail 

messages may be automatically deleted after a certain period 

unless steps are taken to avoid it. Some aspects of ESI have no 

counterpart in print media, metadata being the most obvious 

example. 

Metadata, which most computer users never see, provide 

information about an electronic file, such as the date it was created, 

its author, when and by whom it was edited, what edits were made, 

and, in the case of email, the history of its transmission. Another 

example is those computer-based transactions that do not result in 

printable text-based documents, but instead are represented in 

specially formatted databases. Even less complex ESI may be 

incomprehensible and unusable when separated from the system 

that created it. For example, financial projections developed using 

spreadsheet software may be useless if produced in portable 

document format (PDF) rather than in the format of the 
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spreadsheet software because embedded information, such as 

computational formulas, is not retained in the PDF file. Unlike 

paper documents, ESI can be produced in different forms, such as 

PDF and TIFF (tagged image file format). Some forms may not be 

compatible with the requesting party’s computer system, may hide 

metadata and embedded data, and may not be as easy to search as 

the requesting party would like. If ESI was created on a system or 

with a program that is no longer used, either because it is obsolete 

or because the party does not have access to it, the information 

may be difficult to retrieve in a form that is useful…The costs and 

efforts required to retrieve and restore such information, however, 

can be very high and extensive. These and other differences 

between ESI and paper information have important implications 

for discovery.

Understanding that ESI is created and shared at a rate far beyond what could be done with paper, 

and in a manner far more diverse and complex, illuminates some of the challenges that many 

lawyers today face when trying to fulfill their obligations with regard to eDiscovery.  The FRCP 

themselves provide guidance as to what the outer bounds of those obligations are.

III. eDiscovery Obligations and Limitations  

a. Under the Federal Rules 

The Federal Rules of Civil Procedure (“FRCP”) provide specific guidance around eDiscovery 

and detail the critical role ESI plays in any discovery proceeding.  While there are some 
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significant changes coming to the FRCP as they relate to eDiscovery later this year, what follows 

is a very brief summary of but a few of the most relevant rules as they currently exist.   

Rule 34 of the FRCP states, in part: 

A party may serve on any other party a request within the scope of 

Rule 26(b): 

(1) to produce and permit the requesting party or its representative 

to inspect, copy, test, or sample the following items in the 

responding party's possession, custody, or control: 

(A)any designated documents or electronically stored 

information—including writings, drawings, graphs, charts, 

photographs, sound recordings, images, and other data or data 

compilations—stored in any medium from which information 

can be obtained either directly or, if necessary, after translation 

by the responding party into a reasonably usable form…11

This rule forms the foundation for the eDiscovery process and goes on to detail the procedural 

aspects of delivering ESI to other parties.  It permits a party to request disclosure in certain forms 

(think native, text, hard copy, etc.) and requires a disclosing party to produce ESI “as they are 

kept in the usual course of business... in a form or forms in which it is ordinarily maintained or in 

a reasonably usable form or forms.”12  This means ESI must be turned over in its original form, 

including metadata, to comply.   

                                                            
11 FED R. CIV. P. 34(a). 
12 FED R. CIV. P. 34(b)(2)(E). 
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While Rule 34 provides the basis for the obligations of parties when dealing with ESI, Rule 26 

identifies where the edges of scope are and provides a mechanism for understanding where a 

parties’ obligations under the Rules end.

As it relates to ESI, Rule 26 outlines a party’s duty to disclose (or at least adequately describe) 

any ESI in their initial disclosures.  Specifically, it requires a party to provide

“a copy — or a description by category and location — of all 

documents, electronically stored information, and tangible things 

that the disclosing party has in its possession, custody, or control 

and may use to support its claims or defenses…”13

Rule 26(b)(2)(b) goes on to limit the duty to produce where the ESI is not “reasonably 

accessible.”  The section reads, in pertinent part:  

“A party need not provide discovery of electronically stored 

information from sources that the party identifies as not reasonably 

accessible because of undue burden or cost. On motion to compel 

discovery or for a protective order, the party from whom discovery 

is sought must show that the information is not reasonably 

accessible because of undue burden or cost. If that showing is 

made, the court may nonetheless order discovery from such 

sources if the requesting party shows good cause, considering the 

limitations of Rule 26(b)(2)(C). The court may specify conditions 

for the discovery.14

                                                            
13 FED R. CIV. P. 26(a)(1)(A)(ii). 
14 FED R. CIV. P. 26(b)(2)(B). 
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What this means for the litigant is that while some information may not have to be disclosed 

from the outset because of access issues, it is likely that it will have to be turned over at some 

point so long as the opposing party can make an adequate showing.  Keep in mind this protection 

only applies to data that is “not reasonably accessible,” which is often deleted data, data stored 

on backup systems, and legacy data from systems no longer in use.15  Many model orders now 

provide a list of what presumptively qualifies as not reasonably accessible – at least at the outset.   

The Federal Rules also contain a safe harbor provision regarding the disclosure of ESI.  Under 

the Rule, a court cannot impose sanctions for a failure to provide ESI “lost as a result of the 

routine, good-faith operation of an electronic information system.”16  This provision is extremely 

limited and does not include data loss that occurs after notice of legal action, even if it would 

have been a routine operation.

b. Duty to Preserve, Retention Policies, and Legal Hold 

The duty to preserve evidence arises at the moment a party knows or should have known that 

litigation is anticipated.17 Most courts hold that the failure to preserve evidence, and therefore 

spoliation of said evidence, occurs “when litigation was ‘reasonably foreseeable’ but not where it 

was ‘merely probable.’”18 This includes the receipt of a complaint, knowledge of a complaint 

filed with a regulatory body, or a third party subpoena.

The real difficultly in defining when “probable” turns to “foreseeable” changes based on the 

underlying circumstances in individual cases. An angry employee quitting his or her job over an 

                                                            
15 There are, of course, many other categories of information that fall within this category – many of which are 
detailed in various model rules and local guidance.  See infra, Section IV(b)(vi). 
16 FED R. CIV. P. 37(e). 
17 See generally, Sedona Conference Commentary on Legal Holds: The Trigger and The Process (Fall 2010) The 
Sedona Conference Journal, Vol. 11 at pp. 260 – 270, 277 – 279. See Zubulake v. UBS Warburg, LLC (S.D.N.Y. 
2003) 220 F.R.D. 212, 218. See also Silvestri v. Gen. Motors Corp., 271 F.3d 583 (4th Cir. 2001).  
18 Permance Chevrolet, Inc. v. Market Scan Info. Sys., Inc., 2006 WL 1042359 (D. Idaho Apr. 18, 2006).  
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allegation of harassment may or may not trigger a duty to preserve given the details of the 

situation. Likewise, every time a sales person goes to work for a competitor, they aren’t always 

taking every client list or trade secret with them.  

Corporate counsel or their outside legal advisors should endeavor to face this issue before 

litigation arises. This is most often done in the form of a formal retention policy for an 

organization. While some businesses, such as financial institutions, have regulatory guidance on 

how long records should be kept, other industries are left to create their own standard. A 

retention policy should also be a closely followed retention practice that brings counsel, IT 

personnel, and employees together so there is clear understanding of individual responsibility 

during and prior to litigation.

c. Spoliation

The onset of litigation brings about the duty to preserve. When the failure to preserve occurs, the 

charge is often spoliation. Spoliation is “the destruction or significant alteration of evidence, or 

the failure to preserve property for another’s use as evidence in pending or reasonably 

foreseeable ligation.”19 As noted above, this duty only arises when a party knew or should have 

known that the spoliated evidence was likely relevant to a foreseeable or current litigation.20

There have been a number of cases where parties are sanctioned or given an adverse inference 

due to mishandling of evidence. Often times it is for the failure to preserve data21, but it can also 

include mishandling of evidence as seen in the widely reported disclosure of Apple’s 

confidential license agreements during their ongoing litigation with Samsung.22

                                                            
19 Zubulake v. UBS Warburg, LLC, 229 F.R.D. 422, 430 (S.D.N.Y. 2004) (J. Scheindlin), quoting West v. Goodyear 
Tire & Rubber Co. 167 F.3d 776, 779 (2nd Cir. 1999).  
20 Turner v. Hudson Transit Lines, Inc., 142 F.R.D. 68, 72-73 (S.D.N.Y. 1991).  
21 In Re Actos (Pioglitazone) Production Liability Litigation, No. 11-md-2299 (W.D. La. Jan. 27, 2014). 
22 Apple, Inc. v. Samsung Electronics Co., Ltd., 11-CV-1846 (N.D. Cal. Jan. 29, 2014). 
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Spoliation is most often a problem for large corporations whose operating groups may not 

always be in seamless communication with one another. While a notice of preservation may be 

emailed to the entire organization, if the IT department does not also understand their role, then 

their usual practice of wiping departing employees’ computers and cell phones may undermine 

other efforts to adhere to a preservation plan.

IV. The Nuts and Bolts of eDiscovery 

From a technical standpoint, the eDiscovery process can take a number of paths from the 

collection of data to the production of ESI to another party.  Fortunately, technology now 

provides a number of options around each of the steps outlined below to allow parties in a 

matter, along with their counsel, to address eDiscovery needs more efficiently than ever before.

Challenges with data and their production do exist, however.  Understanding the nuts and bolts 

of the process along with the pitfalls inherent to large, complex, or wide-ranging data sets is 

critical to proper fulfillment of any litigant’s (and their attorney’s) obligations under the Rules.   

a. Moving Data Through the Process 

i. Identification/Preservation 

At this early stage in the case process, the primary goals are to identify what information will be 

required for the matter and where that information is located.  Oftentimes, legal departments or 

outside counsel will enact what is known as a “legal hold” on documents that may be potentially 

relevant to a pending case whether filed or not.  While this is an area all its own, the technical 

identification of data is absolutely critical to its success.  Where is email stored? How are 

backups made? Are there particular custodians of interest?  The more of these types of questions 

that Counsel can answer at this early stage the better off the process will be.
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Once identified, the documents must be preserved so that no additional changes can be made.  

This preservation includes both the documents themselves as well as the metadata attached to 

those documents.  In many cases, entire systems will be preserved to ensure the integrity of the 

data later on.

ii. Collection 

Once identified and properly preserved, all documents must be collected, or transferred in a 

forensically sound manner from the source location (e.g. laptop, server, thumb drive, etc.) to an 

external location where work can occur without disruption to the business and in a closed 

environment.  There are a variety of methods used in the collection process and selection of one 

over the others usually relates directly to the type of case and the available time for collection.  

In some cases, clients may conduct the collections themselves.  In all cases, protocols must be 

followed that ensure the ESI is obtained just as it was on the source.

iii. Early Case Assessment (“ECA”) 

Early Case Assessment (or Early Data Assessment) is a broad step in the process of a case that is 

not required, but more of a best practice that often leads into a review of collected data.  It 

certainly involves Identification, Preservation, and Collection, but the key to ECA is in assisting 

the client and their counsel in understanding what the data they’ve collected is comprised of and 

what the risk/reward profile of the case might be.  Through analysis and careful application of 

appropriate tools, an effective ECA process will provide a clear understanding of the potential 

pitfalls in data and more importantly, a picture of what the data looks like.

iv. Processing/Analysis

At this stage in the case, the collected data is brought into a processing tool to unpackage it and 

prepare it for a legal review. This generally involves a variety of tasks, including decryption, 
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deduplication of data, data formatting, imaging, OCR generation, index creation and password 

cracking, if necessary.  Once completed, a number of analytical functions may be performed to 

assist those conducting the legal review in understanding the make-up and general nature of the 

documents collected and processed.   

v. Review

The Review stage of the case is often the most critical, as this will determine what documents are 

produced, protected (under privilege or other rules), and used in litigation.  It is also the most 

time-consuming part of the case as it is necessarily an iterative process involving a nearly 

constant communication with the case team to search, cull, organize, and filter the document set 

based on their needs and those of the ongoing review.

vi. Production

Production is simply the process by which one party turns over documents to another party.  This 

can only occur after documents have been processed and reviewed.  Productions are often 

ongoing and generally occur concurrently with the review process – that is, as documents are 

reviewed and cleared, they are also produced based on guidance from the court and other case-

specific needs.  The specifications for Productions can often be technically complex and should 

be discussed and agreed upon well before the first productions are expected.  Understanding 

what metadata will be produced, in what form (images, natives, etc.), and how the data will be 

transferred are but just a few of the considerations involved.

b. Beyond the Obvious – Where ESI Hides 

As we’ve learned by now, ESI can exist in a number of places – some obvious, others not so.  A 

few broad categories and considerations are examined below, but any success in uncovering the 

proper ESI for a particular matter will almost always require the cooperation of client IT 



AmericAn BAnkruptcy institute

359

personnel.  It’s good practice to open discussions around ESI with them early and have them 

often.  Attorneys must also take the time to understand a company’s organizational and technical 

infrastructure, as this will inevitably provide a roadmap for where the most relevant data (and 

people) can be found.  Developing an understanding of computer usage policies is another step 

that will help guide the interested attorney.  Those policies may offer insight as to where 

personal data exists (which must be avoided in many cases) where a company permits personal 

usage of their devices, as is often the case with company –issued phones.

Once a roadmap is created, the collection and discovery of relevant ESI should include 

inspection of the following general areas (with accompanying questions).  While each may 

present different challenges at the collection stage, an understanding of where any and all 

relevant information sits will nonetheless play a critical part in ensuring its preservation (legal 

hold or otherwise) while technical hurdles are overcome.      

i. Physical Location of Data Storage and Backups 

Initial discussions with client IT should include a general understanding of their overall system 

architecture and, more specifically, where that architecture resides physically.  Do custodians (of 

interest) have laptops or desktops?  What kind of operating systems are they using?  Where do 

the email servers reside?  Is there offsite storage or a backup protocol in place?  Physically 

mapping out where data could be will help determine where relevant data is later on.

With the proliferation and expanding use of data creation devices, more and more businesses are 

choosing to place data on the cloud.  It is an area of particular and growing interest before and 

during the eDiscovery lifecycle.  A cloud is essentially a remote location to store information 

that allows users to access the information from any location so long as they have an internet 
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connection.23 While this model has allowed businesses of all sizes to offload the continual 

maintenance and overhead associated with hardware and software upkeep by taking advantage of 

economies of scale (through cloud service providers), it can create some challenges in the 

eDiscovery context.  Of note: 

1. The data may be located in another state or another country. Depending on its location, 

the cloud provider may be required to comply with different or competing laws or 

regulations regarding data privacy.

2. Much of the collection may require cooperation and effort on the part of the cloud service 

provider.

3. In the event you or your client do not have physical access to the servers themselves, a 

common occurrence, remote collections of large volumes of data will take longer and 

could be impacted by connection speeds to the cloud.   

ii. Encryption/Security/Access 

As noted above, physical access to data may pose challenges during the collection phase.  

Security and encryption further that challenge and, depending on the level of cooperating from 

client IT and custodians of relevant data, additional steps may be required to decrypt or 

otherwise access ESI at all.  Obtaining access to and an understanding of passwords, encryption 

keys (physical and digital), and proper decryption methods are critical to success here and should 

not be left until the data is physically in hand.  

iii. Email systems  

                                                            
23 Sedona more specifically defines cloud computing as “[A] model for enabling ubiquitous, convenient, on-demand 
network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, 
and services) that can be rapidly provisioned and released with minimal management effort or service provider 
interaction.” See The Sedona Conference, The Sedona Conference Glossary: E-Discovery and Digital Information 
Management, Fourth Edition, (April 2014) (available at https://thesedonaconference.org/download-pub/3757). 
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There are several common email platforms that a practitioner will likely encounter on the vast 

majority of cases.  Microsoft Exchange (Outlook) email and Lotus Notes are two of the most 

common.  It is important to dig in and understand not only what platform (and version) a client 

uses, but also whether and how that email is transmitted or backed up and where.  Beyond that, 

understanding what the retention policies are, if there are any at all, will help assemble a full 

picture of where email sits and, more importantly, how you can obtain access to it.  Are certain 

users limited to how much email they can have in their mailbox (by date, size, user, or some 

other parameter)?  Are local archives permitted or is there a central archiving system?  More 

often than not, cobbling together a full set of email will require a collection of both live and 

archived email, which may include collections from offsite backups or journaling systems24.

iv. Social Media 

Social media content continues to pose challenges for those who need to collect it in many of the 

same ways cloud content does – primarily because it is held outside of the control of those who 

create it.  Social media sites like Facebook, Twitter, and Instagram continue to resist discovery 

requests in the litigation context and challenge the judiciary.25  Practitioners should be aware that 

relevant data may exist within social media sites and, while direct access to that data may be 

difficult, methods such as screen scraping (and its progeny) may provide some ability to collect 

the data where it sits.

v. Audio Recordings 

The duty to preserve audio recordings is commonplace in many regulatory settings – think 

trading desks and financial institutions governed by the CFTC or SEC.  Many other companies 

                                                            
24 Journaling systems are a “function of electronic communication systems (such as Microsoft Exchange and Lotus 
Notes) that copies items that are sent and received into a second information store for retention or 
preservation…[and] takes place at the information store (server) level…Journaling systems may also lack the 
sophisticated search and retrieval capabilities available with many email archiving solutions.” Id.
25 See People of the State of New York v. Harris, 11-80152, Supreme Court of the State of New York (Manhattan).  
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store, even if for a short period, voicemails held on a company server.  Whatever the context, 

audio recordings stored or maintained for some other purpose may be discoverable in the 

litigation context.  Audio should be left to the end of the process in most cases, and after at least 

some review of written communications to help narrow the field. 

vi. Personal v. Work Data 

Data storage and use increasingly passes seamlessly across the blurred lines of personal and 

work devices.  Common examples include professionals who use employer-issued phones for 

personal use or check personal emails on employer-owned computers.26  Each of these activities 

creates a trail of data that may be collected in the pursuit of other, relevant data.  It’s important to 

note that not all personal information is treated equally.  In some jurisdictions (and this is 

particularly true in many European jurisdictions), personal data is defined specifically and 

certain measures must be taken to protect it or cleanse data sets to ensure that no personal data 

exists before review or production.

vii. Presumptively inaccessible files  

Many jurisdictions maintain a list of ESI types that are presumed inaccessible because of undue 

burden or cost and permit litigants to omit them from preservation or production requirements 

absent a showing to the contrary.  That is not to say that they are, in fact, inaccessible, but rather 

that in most cases the cost or other burden of preserving or retrieving such data outweighs its 

value.  Any relevant data contained within these file types should be considered for preservation 

against its particular value in the matter.  Some examples include27:

 Deleted, slack or fragmented files 

                                                            
26The United States Supreme Court visited the issue of an employee’s right to privacy (in this case, a government 
employee) with regard to personal data on a mobile device. See City of Ontario, California v. Quon, 560 U.S. 746, 
750 (2010). 
27 For the full text of the standard addressing discovery of ESI, see
http://www.ded.uscourts.gov/sites/default/files/Chambers/SLR/Misc/EDiscov.pdf. 
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 Server, system or network logs 

 Legacy data (from systems no longer in use) or data no longer readable 

by systems in use 

 Backup data that is substantially duplicative of data that are more 

easily accessible elsewhere 

 Temporary files, random access memory (RAM) data, or other 

temporary storage that cannot be preserved without impacting the 

operating system under which it runs 

c. Analytics, Predictive Coding and other Methods of Searching ESI 

As technology has evolved, so too have the methods available to search collected data.  While 

the use of search terms is still common, other, more sophisticated option exist to mine even 

larger data sets and bring efficiency, both with regard to cost and time, to the review of large and 

complex data sets.   

i. Technology-Assisted Review (“TAR”)

Technology Assisted Review (also commonly referred to as Predictive Coding), is: 

“a process for prioritizing or coding a collection of Electronically 

Stored Information using a computerized system that harnesses 

human judgments of subject matter expert(s) on a smaller set of 

documents and then extrapolates those judgments to the remaining 

documents in the collection. Some TAR methods use algorithms 

that determine how similar (or dissimilar) each of the remaining 

documents is to those coded as relevant (or non-relevant, 

respectively) by the subject matter experts(s), while other TAR 
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methods derive systematic rules that emulate the expert(s) 

decision-making process. TAR systems generally incorporate 

statistical models and/or sampling techniques to guide the process 

and to measure overall system effectiveness.”28

While TAR and its application continue to develop, courts recently recognized its validity as a 

method of review.29  Generally it is most valuable in cases with large datasets, but alternative 

uses such as document prioritization should be considered even where a full-blown reliance on 

its product is not preferred.

ii. Analytics 

Analytics is the process of “Using one or more of a number of mathematical algorithms or 

linguistic methodologies to analyze unstructured data by themes and ideas contained within the 

documents enabling the grouping or searching of documents or other unstructured data by their 

common themes or ideas.”30

The most common analytics tools include email threading and identification of near duplicates. 

Email threading groups email conversations sequentially much like the view in a webmail 

account such as Gmail. This allows reviewers to review only the most complete email thread 

while setting aside the partial email threads that are otherwise identical, saving valuable review 

time in the process. Near duplicate identification, much like the name implies, finds textually 

similar documents (as opposed to conceptually similar like TAR) based on a minimum threshold 

                                                            
28 See Maura R. Grossman & Gordon V. Cormack, The Grossman-Cormack Glossary of Technology-Assisted 
Review with Forward by John M. Facciola, U.S. magistrate Judge, 2013 Fed. Cts. L. Rev. 7 (January 2013), 
(available at http://www.fclr.org/fclr/articles/html/2010/grossman.pdf). 
29 See Monique Da Silva Moore, et al. v. Publicis Groupe SA and MSLGroup, 11 Civ. 1279. 
30 See The Sedona Conference, The Sedona Conference Glossary: E-Discovery and Digital Information 
Management, Fourth Edition, (April 2014) (available at https://thesedonaconference.org/download-pub/3757). 
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set by the reviewer. This can be useful for comparing data sets that were not able to be de-

duplicated using hash values because of minor changes from one document to the next.  

Other common analytics tools determine the amount and type of foreign language content, 

identify repeated content such as security footers on emails, and expand keywords or concepts 

based on the text of the data itself. Each of these tools can be used alone or in conjunction with 

other tools to more quickly obtain the most relevant documents.  

V. Principles to Remember 

The Sedona Conference published a set of fourteen best practices regarding the eDiscovery 

process and the production of ESI - they are listed below:31

1. Electronically stored information is potentially discoverable under Fed. R. Civ. P. 34 or 

its state equivalents. Organizations must properly preserve electronically stored 

information that can reasonably be anticipated to be relevant to litigation. 

2. When balancing the cost, burden, and need for electronically stored information, courts 

and parties should apply the proportionality standard embodied in Fed. R. Civ. P. 

26(b)(2)(C) and its state equivalents, which require consideration of the technological 

feasibility and realistic costs of preserving, retrieving, reviewing, and producing 

electronically stored information, as well as the nature of the litigation and the amount in 

controversy.

                                                            
31 See The Sedona Conference, The Sedona Principles: Second Edition, Best Practices Recommendations & 
Principles for Addressing Electronic Document Production, (June 2007) (available at 
https://thesedonaconference.org/download-pub/81). 
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3. Parties should confer early in discovery regarding the preservation and production of 

electronically stored information when these matters are at issue in the litigation and seek 

to agree on the scope of each party’s rights and responsibilities.

4. Discovery requests for electronically stored information should be as clear as possible, 

while responses and objections to discovery should disclose the scope and limits of the 

production.

5. The obligation to preserve electronically stored information requires reasonable and good 

faith efforts to retain information that may be relevant to pending or threatened litigation. 

However, it is unreasonable to expect parties to take every conceivable step to preserve 

all potentially relevant electronically stored information. 

6. Responding parties are best situated to evaluate the procedures, methodologies, and 

technologies appropriate for preserving and producing their own electronically stored 

information. 

7. The requesting party has the burden on a motion to compel to show that the responding 

party’s steps to preserve and produce relevant electronically stored information were 

inadequate. 

8. The primary source of electronically stored information for production should be active 

data and information. Resort to disaster recovery backup tapes and other sources of 

electronically stored information that are not reasonably accessible requires the 

requesting party to demonstrate need and relevance that outweigh the costs and burdens 

of retrieving and processing the electronically stored information from such sources, 

including the disruption of business and information management activities. 
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9. Absent a showing of special need and relevance, a responding party should not be 

required to preserve, review, or produce deleted, shadowed, fragmented, or residual 

electronically stored information. 

10. A responding party should follow reasonable procedures to protect privileges and 

objections in connection with the production of electronically stored information. 

11. A responding party may satisfy its good faith obligation to preserve and produce relevant 

electronically stored information by using electronic tools and processes, such as data 

sampling, searching, or the use of selection criteria, to identify data reasonably likely to 

contain relevant information. 

12. Absent party agreement or court order specifying the form or forms of production, 

production should be made in the form or forms in which the information is ordinarily 

maintained or in a reasonably usable form, taking into account the need to produce 

reasonably accessible metadata that will enable the receiving party to have the same 

ability to access, search, and display the information as the producing party where 

appropriate or necessary in light of the nature of the information and the needs of the 

case. 

13. Absent a specific objection, party agreement or court order, the reasonable costs of 

retrieving and reviewing electronically stored information should be borne by the 

responding party, unless the information sought is not reasonably available to the 

responding party in the ordinary course of business. If the information sought is not 

reasonably available to the responding party in the ordinary course of business, then, 

absent special circumstances, the costs of retrieving and reviewing such electronic 

information may be shared by or shifted to the requesting party. 
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14. Sanctions, including spoliation findings, should be considered by the court only if it finds 

that there was a clear duty to preserve, a culpable failure to preserve and produce relevant 

electronically stored information, and a reasonable probability that the loss of the 

evidence has materially prejudiced the adverse party. 
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•  Communications in the Small Office 
  By Tom Raftery 
 

Being a solo practitioner I try to look at technology from the viewpoint of efficiency, cost 
and what can help my practice while avoiding the pitfalls and a call to my malpractice 
insurer.  

 
A. Email 

Separate your work and personal e‐mail. There are a lot of reasons this is a 
good idea: reserving an e‐mail address for work only may help you reduce junk 
e‐mail ("spam") at work, it should make your record keeping easier, you're less 
likely to miss an important work email, and it lets you avoid handing out your 
personal e‐mail to strangers. You can also filter incoming email messages based 
upon the address to which it is sent. For example an email message sent to 
you@yourfirm.biz can be automatically placed in a folder called “Business” while 
one sent to you at you@hotpants.com can be directed to a folder called 
“Personal.” You might also want to use a masked email address when buying 
things online. In my experience a lot of junk comes to email addresses that I have 
used online. If I suspect a supplier or service is going to do that, then I use Blur, a 
service that assigns a unique email address to you for a transaction. If you start 
receiving email to that address which you do not want, then Blur will block it 
automatically once you select the block option.  

Use your name or the name of your firm. john.smith@host.com looks a lot 
more professional than bearsfan22@aol.com. With the expansion of the dot 
extensions such as .biz, .attorney, .bar you should be able to come up with 
something better, e.g., JohnSmith@SmithWesson.attorney.  

 
Avoid "free" email services if possible. E‐mail services such as Gmail, Yahoo and 
Hotmail are okay choices for personal e‐mail, but they tend to look 
unprofessional ‐‐ especially if the free e‐mail host automatically inserts 
advertising at the bottom of your e‐mails. Another reason to avoid the free 
services is confidentiality. Google has been alleged to scan Gmail to determine 
user preferences and to target advertising. That means not only is the NSA 
reading your email, Google, Yahoo and Microsoft are also. 

 
Use your own domain name. If you have your own web site already, there's a 
good chance your web host offers e‐mail addresses at your domain name (e.g. 
smithlaw.com) as part of your hosting. If you don't already have a domain name 
for your organization or firm, consider getting one: they're inexpensive (under 
$10 per year at many registrars) and some of them offer e‐mail free with the 
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domain registration or at a minimal cost (e.g. GoDaddy, which offers fully 
featured e‐mail at your domain name for just $10/month). My primary email 
address is Thomas@Raftery.com which I often tell people it is an aid to 
remembering my own name. Earthlink is my host which is not the cheapest, but I 
have used it for over 20 years. Most domain hosting services allow you to easily 
add email addresses. Each of my daughters has her own email address with the 
Raftery.com extension. I use four email addresses. One is fax@raftery.com which 
is used to receive faxes and voice mail messages. I also have an email address 
whose sole function is to receive reminders. 

 
Keep up with your e‐mail! Typical users expect a response to their e‐mail within 
24 hours. Thus, it's important that you check your e‐mail at least daily and try to 
respond to all incoming e‐mails within 24 hours ‐‐ even if it's just to tell the 
person that you received the email and will reply more thoroughly soon. If you're 
going to be out of the office for more than a day, most e‐mail providers or 
software will allow you to activate an "Out of Office" mode that will 
automatically reply to incoming e‐mails and inform the person that you're away 
from the office. Be careful here. If you join a listserv you may want to separate 
that email address from your business address. You can set an autoresponder on 
your business address, but if you use the same email address on the listserv you 
may be sending a response each time someone post to the listserv. Look up Out 
of Office to find out ways to avoid that, but the best choice may be different 
addresses. The best way to aggravate people is to use an auto‐responder on a 
listserv. I know a fellow who is probably an adequate attorney, but his response 
to complaints about his auto‐response have dissuaded other members of the 
listserv from ever recommending him. If you screw up, fall on your sword. 

 
B. Phone 

Equipment. With the iPhone and Android cellphones comparable in capability, 
the choice is rather subjective. (The Windows phone seems to be catching up 
and with the advent of Windows 10 it might make sense to get one if you are a 
Windows user and want a uniform platform. Yet it is still in its infancy and the 
apps aren’t there yet). Apps tend to be available for both phones within a short 
time after introduction. My present cellphone is a Samsung Galaxy S5 which I 
bought because it has a replaceable battery, a microSD card expansion slot and 
is water resistant. Battery life is not particularly good on any smartphone, so 
having an extra battery that can be swapped in at any point seems to make 
sense to me. However no matter which you choose, get a battery saver app. The 
S5 has a couple of battery saving features, one which will allow you to use only 
the basic phone and text apps which will extend battery life to several days. A 
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large microSD card, mine is 64 gigs, is handy for storing scanned documents, 
photos, videos, etc. without running out of room in the phone’s internal 
memory. Water resistance is a bonus, but if you need it there are at least 6 
cellphones which have it. You can also send your phone to Liquipel which for 
around $60 will waterproof it. Get a case which will protect your phone. My plan 
will replace my phone even if I intentionally shot it, but who wants to go through 
the hassle. In my opinion you do not need a smart watch unless you are trying to 
impress yourself. I was an early adopter of the Pebble which was fun for a while, 
but needed Bluetooth to communicate with my phone. Bluetooth is a huge 
battery drain. If you are so desperate to get an Apple Watch, there are Asian 
knockoffs for a tenth the price. 

Apps. The functionality of your cellphone depends on the apps you use. Aside 
from email (I use K9), there are a plethora of useful apps. I use Waze while 
driving because it gives nearly real time updates on road conditions, police 
presence (lest I be tempted to speed), traffic, etc. For bankruptcy lawyers, 
FastCase has a free research app and PacerMonitor will work with your own 
Pacer account to monitor cases. Camscanner is a great app for using your phone 
as a scanner. It is not the same as having a real full time scanner, but it works 
fine in a pinch. Presentation Clock is handy for timing your speech be it before 
the court or a less judicial audience.  

What’s on my phone? Email: K9 for the reason I like its clean interface and I can 
add encryption easily. I make sure that emails are not deleted from the server, 
so I can read them again back at the office (where once deleted they are gone). 
Camscanner which I use to scan documents into PDF or JPG formats. Google 
Translate (which now incorporates Word Lens) which is very handy when 
traveling. Waze for vehicle navigation and real time traffic conditions. 
MyLocation which will send a text as to where I am and locate me on Google 
Maps. WhatsApp which is an almost free ($1 annually) text message service 
which does not invoke text message charges from your carrier. One Internet 
pundit recommended Word Lens as a must have legal application. I have it and it 
is handy when traveling, but I doubt its value in the legal world. It will scan a sign 
or text and translate it to your language. It is fun. 

Provider. Everyone has their own opinion while AT&T (formerly Cingular) and 
Verizon compete for coverage each claiming that theirs is best. Verizon, Sprint 
and U.S. Cellular use CDMA (Code Division Multiple Access) technology while 
AT&T and T‐Mobile use GSM (Global System for Mobiles). For call quality, the 
technology you use is much less important than the way your carrier has built its 
network. There are good and bad CDMA and GSM networks, but there are key 
differences between the technologies. Here's what you, as a consumer, need to 
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know. It's much easier to swap phones on GSM networks, because GSM carriers 
put customer information on a removable SIM card. Take the card out, put it in a 
different phone, and the new phone now has your number. What's more, to be 
considered GSM, a carrier must accept any GSM‐compliant phone. So the GSM 
carriers don't have total control of the phone you're using. That's not the case 
with CDMA. In the U.S., CDMA carriers use network‐based white lists to verify 
their subscribers. That means you can only switch phones with your carrier's 
permission, and a carrier doesn't have to accept any particular phone onto its 
network. It could, but typically, U.S. carriers choose not to. Another reason to 
consider GSM is travel; CDMA will not work in Europe, so you have to get a GSM 
phone for use there. A US based GSM phone works just fine while you are 
traveling. 

Which carrier do I use? I use T‐Mobile because it allows free data and text while 
roaming in Europe (most of Europe anyway) and in Japan. Its cellphones also 
default to Wi‐Fi for calls if available and there is no charge for W‐Fi calls. Having 
paid a few rather large AT&T bills for roaming charges overseas, the switch was 
brainless.  

C. Text/IM 

All cellphones come with an SMS, text or instant messaging app the charges for 
which depend upon your carrier. As I said above, WhatsApp is a low cost option 
which has a built in location feature. WhatsApp is now owned by FaceBook 
which has promised to retain its look, feel and pricing, but one never knows. It 
seems that WhatsApp is used by a lot of Europeans and South Africans. One 
feature is that you easily can set up groups and communicate with all members 
simultaneously. That is handy if you are in a group whose members tend to 
wander; you can simply send your location to the whole group or inquire of the 
whole group as to where anyone is. By the time you read this I would have 
returned from a trek across Spain where we use WhatsApp to coordinate our 
band of travelers.  

D. Client confidences 

“ [A] lawyer shall not knowingly reveal a confidence or secret of his client.” For 
those of us who have inadvertently hit Reply All, there is software such as Send 
Guard which will interrupt the transmission and make you verify your intention. 
It is a life saver. You should also be wary of copying your client on an email to an 
opponent. I have seen situations where a client, thinking he or she is replying 
only to counsel, hits Reply All and gives away crucial information. I am even 
reluctant to BCC a client. Rather I tend to forward emails from opposing counsel 
making sure that there are no links back to the opposition in the forwarded 
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email.  There is, however, a danger to electronic confidentiality lurking on the 
horizon which in my opinion is going to send us back to paper. See below. 

E. Expectations of Privacy 
 

The best advice is to expect none. In 1986 Congress passed the Electronic 
Communications Privacy Act (ECPA) which, inter alia, was designed to protect 
messages stored on computers from warrantless searches. However the law has 
failed to keep pace with technology. For instance email stored on provider 
systems such as Gmail is considered abandoned after 180 days and is easily 
accessible by government agencies. When the law was passed providers usually 
deleted emails in a short time, but that has changed from short time then to 
indefinite now.  
 
The best way to reach a modicum of privacy is to first use password protection 
for your computers, devices and email client. Second use encryption. The first is 
easy; the second means some inconvenience and as a result it is rarely used. 
Nevertheless S/MIME, OpenPGP and AGP for Android are examples if you are 
interested. 
 
There are programs that will easily encrypt a file for you and allow you to send it 
encrypted to a recipient who does not have the encryption/decryption program. 
AxCrypt is one. If you are a Window user, then after installation it allows you to 
encrypt a file and assign either a password or a key to the file. Upon receipt the 
recipient simply types in the password (or key) and the file will decrypt itself. It is 
pretty easy to use and handy if you want to make sure only the recipient can 
read the file. It is a one time encryption, so if decrypted it gets saved as an 
unencrypted file on the users end. Nevertheless it works if you are worried 
about someone getting hold of the file in an open email system. 
 
And now the problem. Quantum computing. All encryptions systems used today 
can be broken. The good news is that current technology is only capable of 
breaking those systems over long periods, e.g., 400 to 600 years and well after 
we no longer are worried about the confidentiality. Give that encryption 
problem to a quantum computer and the decryption time drops to minutes. Not 
only does that pose a risk to your client confidentiality, it may mean that you 
want to keep your firm profits under the mattress. 
http://en.wikipedia.org/wiki/Quantum_computing  
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F. Malpractice insurance. 
 

Every application for malpractice insurance asks what types and how many 
calendaring systems you have installed.  Most, if not all, offices today have a 
calendaring system which can be synchronized with your smartphone. An ABA 
study found that over a quarter of claims made against lawyers are 
administrative in nature and nearly half of those result from calendaring errors, 
e.g., failure to record the event, failure to file a pleading on time. We all have 
stories of missing a deadline, but one of the more spectacular missed deadline 
situations was the 2011 loss of the Park City Mountain Resort for failure to 
renew a lease by an April 30, 2011 deadline. Proper notice would have given an 
additional 20 years, but it was not given. Litigation ensued, but the courts have 
upheld the landlord’s right to evict PCMR even though it made lease payments 
after the lease expired. Rumor has it that a single person within PCMR had the 
responsibility to send the notice, but that he was terminated prior to doing so. 
The key here is that there should be more than one person responsible for any 
docket and calendaring system. Most insurers recommend that (1) there be a 
dual system which combines both docket and calendar items, (2) there be firm 
policies in writing concerning docketing, (3) there should be adequate backup in 
the event of computer failure, (4) the system should record interim deadlines, 
and (5) reminders should be sent to at least two people. For the solo attorney 
there are systems which will provide you with automatic reminders. I use both 
Outlook on a desktop, MyCalendar on my smartphone and a paper calendar. 
However while writing this I started playing with NudgeMail which is rather 
simple to use and, so far, free. If a hearing notice comes in from the court via 
email, simply forward it to Nudge@NudgeMail.com with a date or time in the 
subject box and the email will come back to you at the date and time you 
designate.  There are other systems that I have not tried, but look promising 
such as Reminder Forwarding for Microsoft Outlook and Reminders By Email. I 
created an email address which is used only for reminders and it only goes to my 
smartphone. Thus when I send a reminder, I am not duplicating my desktop. So 
far, so good. 

 

 

 

   




